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Externy obal so schopnostou Sifrovania
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Raidsonic IB-289U3

Vyrobca slubuje:

3 Gbit/s prenosova rychlost

“Silné” AES sSifrovanie

4-12 Ciselné heslo
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Black-box analyza
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AES

SATA
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Crypto blob - 512 bytov (1 sektor)

“r

e \ytvoreny pri inicializacii Sifrovania
e Zmeneny kazdou zmenou PINu
o Sifrované data sa nemenia
o Iny aj pre rovnaky pin
e Obnova pévodného “blob”-u => Obnova
povodného PINu a kluca
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Crypto blob - 512 bytov (1 sektor)

e \ytvoreny pri inicializacii Sifrovania
e Zmeneny kazdou zmenou PINu
o Sifrované data sa nemenia
o Iny aj pre rovnaky pin
e Obnova pévodného “blob”-u => Obnova
povodného PINu a kluca

Pravdepodobne obsahuje:
e Disk Encryption Key, Sifrovany
e Misc data pre Sifrovanie (lV, ...)
e Konstantné hodnoty, pre overenie
korektnosti PINu
e ‘salt"?

00000800
00000810
00000820
00000830:
00000840
00000850
00000860
00000870
00000880
00000890
000008320
000008b0:
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bca7
daff
628d
0675
73b2
9756
dab7
5123
8bb5
61a0
9073
a2e5
894a
7el6
cf6l
1f5b
b733
celo
779¢
90d8
df23
9e83
ocfe
23a0
bo19

eadc
0069
ab35
4682
d7c7
088c
ofb5
3962
d2f1
6767
blec
fcol
al2a
efef
b27b
271c
a6lc
cf52
714a
5250
825e
4a87
36a7
3f60
f1£3
6e55
274
2331
7849
9207
829e
fb2e

ead?7
lef9
767c
6bb1l
da74
cbef
933e
efcc
16e9
bc13
32dc
deeb
7364
5150
14e2
e8eb
c5b9
596
a24e
6bf9
4be3
35aa
1df5
5af9
05c7
d34b
9a9%4
3754
d9a6
bed6
7cae
5dd3

b548
0488
11bd
cc92
laed
6421
Qc59
bede
056d
6fe8
fo41
be41
2634
fe99
c7dc
d2d7
602
749b
67f4
359b
4608
ab89
67ae
b8f5
ddcf
8049
fca7
d5d9
6a97
f65¢
267d
7791

704c
0cd8
283e
7b5e
6f08
53fd
13de
892d
ce5b
7166
c789
588e
1201
78ee
02fc
ofa7
6213
6a7a
10ad
9b13
0788
5342
7281
d314
12c8
458c
621f
e861
d3bc
2e61
f7a1
1c84

6100
ce84
Qce7
le04
c5fa
ofo8
e3ed
7046
318b
obf2
419d
3bef
b3ce
02c0o
8144
8062
93fd
e039
4a24
4645
9bf4
705a
38f4
69c8
7b81
ea54
bdd3
3065
2des8
cof6
6e98
37ec

bbd3
204d
3580
4c5f
d495
26e3
e7ae
50c9
b7b1
cdoe
6017
5646
f6d9
Qeb7
e6e9
47b0
0920
48d6
7b84
e4cb
e584
flce
5072
716a
badd
6071
3a07
Ql16e
ob2e
70a8
cca?7
7ac7

cefd .1..... HpLo.....

bc93 3=.i........ M..

2ecb  .s.5v|..(>..5...

a542 f.F.k...{*..L_.B
3

297a [P e JE )z
fcbéa .~....dIS...&..]
6382 .m...>.Y...... c.
ebf8 ..9b..... -pFP...
96dd ....... m.[1.....

3924 b.gg..o.qf....9%
4015 .u..2..A..A.".Q@.

17cb s...... AX.;.VF..
7€52 .V.*sd&....... ~R
1149 ...0QP..X...... I
9617 Q#.{....... D....
4550 ... bG.E[
S5dee a..... o.b.... 1.

928b .s.R..t.jz.9H...
348 ..qJ.Ng...J${..H
9ce7 .JRPk.5...FE....
0195 ~.."K.F.........
0a95 .al.5...SBpZ....
b950 .[6...g8.r.8.Pr.P

049f .3?°Z..... i.qj..
3ded .......... {...=.
2e25 w.nU.K.IE..T q.%
0726 ../t...Gb...:..&
7549 . ##17T...a0e.nul
51f3 ..xI..j...-...Q.
dsbd ....... \.a..p...
ce8f #...|.&}..n.....

c7f8 ....].w...7.z...



Analyza vnutorneho fungovania



utri...

Vo vn

0Z-80-6102
0°Z¥3A £09€-10%162

£ 9
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Vo vnutri...

Nezname MCU

10

Klavesnica

INIC3607

SPI Flash

SATA
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Vo vnutri...

C->M:
M->C:
C->M:
M->C:
C->M:

OxC1l (something new?)
Ox5A (yes)

OxC2 (do tell)

oxC3 [PIN] (unlock drive)
0x47 0xA3 (OK)

10

Nezname MCU

\/7

Klavesnica

INIC3607

A

SPI Flash

SATA

12



INIC-3607E

Data Buffer o »

t [S)AI;)-II:; | SATA PHY (—» SATA

»
AES
f To All Blocks = —_ _—
h -
32-bit CPU
To All Bl& Power Switching
Memoary Management | | Regulator

USB2_DP >
USB2 DM <—{ USB20 PHY
UsB
Digital
USB3 RX PM —I»
USB3.0 PHY
USB3 TX PIM -
Peripheral
UART SPI GPIO PWM
YooY Yy
UART SPI GPIO LED

Flash

13



INIC3607

USB2_DP
USB2_DM

USB3_RX_PM
USB3_TX_PM

Argonaut ARCompact
32-bit CPU

“Middle-endian” kddované instrukcie

Flash

FAN

— SATA

- “‘gp-based” adresacia
<> USB20PHY gp :
zero-overhead” cykly
UsB g=—p-| SATA PHY [
Digital
—
USB3.0 PHY | gupp
° L |
To Al Blocks [~ —
(e Compes l Management || OSC
urr || ser || eero |[ pwne | [ P oA O Switching
Management | | Reguiator
Y Y Y v
UART SPI GPIO LED

XTALI
XTALO
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INIC3607

Data Buffer o »

t [S)AI;)-II:; | SATA PHY (—» SATA

»
AES
f To All Blocks = —_ _—
h -
32-bit CPU
To All Bl& Power Switching
Memoary Management | | Regulator

USB2_DP >
USB2 DM <—{ USB20 PHY
UsB
Digital
USB3 RX PM —I»
USB3.0 PHY
USB3 TX PIM -
Peripheral
UART SPI GPIO PWM
YooY Yy
UART SPI GPIO LED

Flash

15



i

b

i ead data (addr Ox
# READ I Address: 0x00800

Nezname MCU

ytes):
Data (4 bytes

10

Klavesnica

A

A

SPI Flash

Y

INIC3607

SATA



Staticka analyza

@a= i
| mou r1, ro # Hove
1d r2, [r1,0xC) # Load
mov re, o # Move
# int __cdecl main(int argc, const char ==argv, const char ==enup) moyv r3, 1 # Hove
main:
var_10= -0x10
link_reg_backup~ -8xC
var_8~ -8
var_4= -4
arg_0~ 9
st.a r13, [sp,var_10] # Store
st blink, [sp,®x18+link_reg_backup] # blink contains address to reset handler
bl.d 0x3614 # Branch and link
st ri15, [sp,0x1B+var_4] # Store
bl.d 0x368C # Branch and link
st ri4, [sp,0x1@+var_8] # Store
nov re, 1 # Hove
bl.d 8x3728 # Set register at 50040 and poll until it is set
mnov ri, 3 # Move
or r8, ro, oxce # Logical bitwise OR
exth r2, ro # Zero extend byte
nov re, 1 # Move
bl.d 0x3700 # Branch and link
mou ri; & # Move
nov re, 1 # Hove
bl.d #x3728 # Set register at 50040 and poll until it is set
mov r1, 7 # Hove
bic re, ro, 0xp8 # Logical bitwise AND with invert
exth r2, r@ # Zero extend byte
nov rd; 7} # Move
mou rl, 7 # Move
bl.d 0x3700 # Branch and link
or r2, r2, ox18 # Logical bitwise OR
bl.d sub_6E84 # Branch and link
mov re, ox14 # Move
mnou rih, 0x4005FD78 # Hove
1d.di r7, [ri4,(dvord_40050018 - Ox4004FD78)] # Load
bbit1 r7, Ox15, loc_4088 # Branch if bit set to 1
J 1
L]
W= P
mov S 1 # Hove
bl.d 0x3728 # Branch and link loc_4084: # Test
mov r1, 5 # Move tst™  r2, r3

17



Zakladna struktura firmwareu

Entrypoint
Inicializuj gp
Skopiruj .data do RAM

Y

Inicializacia periférii
Inicializuj SATA

A

Komunikuj s kaves.
2?77
7?77

Y

Delay 100ms
Busy loop

18



Stavovy stroj komunikacneho protokolu

= = 7

at%%sjj% %
T —
a= it v M iR

I

|
|




“dynamicka” analyza

25LK01-3607 VER2,0
2015-08-20

[}
0K
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Modifikacia firmwareu

e Integrita FW zabezpedena CRC-16 na konci

21



Modifikacia firmwareu

e Integrita FW zabezpedena CRC-16 na konci
e Ktorukolvek instrukciu viem prepisat na “branch to self” - zacyklenie

22



Zakladna struktura firmwareu

Entrypoint
Inicializuj gp

Skopiruj .data do RAM

Y

Inicializacia periférii
Inicializuj SATA

Formatuj Sifrovanie
na novom disku

A

Komunikuj s kaves.
Bit-banguj SPI
Zavolaj “handler” fciu

Zmen PIN

Y

Delay 100ms
Busy loop

Odsifruj disk

23



0x0000

OxA1C4

Nastroj dumppoint-tool

[..

000099C4
000099C6
000099CA
000099CE
©00O99CE
000099D2
000099D6
000099DC
©00O99DE
©000O99E2
000099E4
©00099ES8
QOOO99EA

[..

-]

-]

mov
st
stb
bl.d

stb
mov
bl
1d.di
bset
st.di
bl
b.d

ro, 16 # Move
re, [spi_bitbang remaining cycles] # Store
rl, [spi_bitbang_is_first_cycle] # Store
sub_6BFC # does something with
# disabled interrupts
rl, [oh_continue_iteration_flag?] # Store
ro, 0x493E0 # Move
obrovske_hovado # Branch and link
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
re, r@, GPIO _BITS.SPI_CS # Set specified bit (to 1)
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
zeroize_protocol_statemachine # Branch and link
loc_9cCcC8 # Branch

24



0x0000

OxA1C4

Nastroj dumppoint-tool

[..

000099C4
000099C6
000099CA
000099CE
©00O99CE
000099D2
000099D6
000099DC
©00O99DE
©000O99E2
000099E4
©00099ES8
QOOO99EA

[..

-]

-]

mov
st
stb
bl.d

stb
mov
bl
1d.di
bset
st.di
bl
b.d

ro, 16 # Move
re, [spi_bitbang remaining cycles] # Store
rl, [spi_bitbang_is_first_cycle] # Store
sub_6BFC # does something with
# disabled interrupts
rl, [oh_continue_iteration_flag?] # Store
ro, 0x493E0 # Move
obrovske_hovado # Branch and link
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
re, r@, GPIO _BITS.SPI_CS # Set specified bit (to 1)
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
zeroize_protocol_statemachine # Branch and link
loc_9cCcC8 # Branch

OxA200

OxA400

dump_regs _and_ram

25



0x0000

OxA1C4

Nastroj dumppoint-tool

[...]

000099C4
000099C6
000099CA
000099CE
©00O99CE
000099D2
000099D6
000099DC
©00O99DE
©000O99E2
000099E4
©00099ES8
QOOO99EA

[...]

mov
st
stb
bl.d

stb
mov
bl
1d.di
bset
st.di
bl
b.d

ro, 16 # Move
re, [spi_bitbang remaining cycles] # Store
rl, [spi_bitbang_is_first_cycle] # Store
sub_6BFC # does something with
# disabled interrupts
rl, [oh_continue_iteration_flag?] # Store
ro, 0x493E0 # Move
obrovske_hovado # Branch and link
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
re, r@, GPIO _BITS.SPI_CS # Set specified bit (to 1)
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
zeroize_protocol_statemachine # Branch and link
loc_9cCcC8 # Branch

OxA200

OxA400

OxA420

OxA440

OxA460

dump_regs _and_ram

dpt_entry 1

dpt_entry 2

dpt_entry 3

26



0x0000

OxA1C4

Nastroj dumppoint-tool

[...]

000099C4
000099C6
000099CA
000099CE
©00O99CE
000099D2
000099D6
000099DC
©00O99DE
©000O99E2
000099E4
©00099ES8
QOOO99EA

[...]

mov
st
stb
bl.d

stb
mov
bl
1d.di
bset
st.di
bl
b.d

ro, 16 # Move
re, [spi_bitbang remaining cycles] # Store
rl, [spi_bitbang_is_first_cycle] # Store
sub_6BFC # does something with
# disabled interrupts
rl, [oh_continue_iteration_flag?] # Store
ro, 0x493E0 # Move
obrovske_hovado # Branch and link
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
re, r@, GPIO _BITS.SPI_CS # Set specified bit (to 1)
re, [ri3, (MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
zeroize_protocol_statemachine # Branch and link
loc_9cCcC8 # Branch

OxA200

OxA400

OxA420

OxA440

OxA460

dump_regs _and_ram

dpt_entry 1

dpt_entry 2

dpt_entry 3

27



0x0000

OxA1C4

Nastroj dumppoint-tool

[...]

000099C4 mov ro, 16 # Move

000099C6 st re, [spi_bitbang_remaining_cycles] # Store

000099CA stb rl, [spi_bitbang is_first_cycle] # Store

©00PO99CE bl.d sub_6BFC # does something with

©00099CE # disabled interrupts

000099D2 stb rl, [oh_continue_iteration_flag?] # Store
868099b6—mov—rO5,—8>493E0——HMove

000099D6 b dpt_entry_1 # Branch

000099DC bl obrovske_hovado # Branch and link

@00P99DE 1d.di re@, [rl3,(MMIO_gpio_struct?.data_out_reg - 0x400503F4) ]

©00099E2
00BO99E4
00BO99E8
0OBO99EA

[...]

bset re, re, GPIO BITS.SPI_CS # Set specified bit (to 1)
st.di re, [rl13,(MMIO_gpio_struct?.data_out_reg - 0x400503F4)]
bl zeroize_protocol_statemachine # Branch and link

b.d loc_9CC8 # Branch

OxA200

OxA400

OxA420

OxA440

OxA460

dump_regs _and_ram

dpt_entry 1

dpt_entry 2

dpt_entry 3

28



0x0000

OxA1C4

Nastroj dumppoint-tool

OxA200
Leoed dump_regs_and_ram
000099C4 mov ro, 16 # Move
000099C6 st re, [spi_bitbang_remaining_cycles] # Store
000099CA stb rl, [spi_bitbang is_first_cycle] # Store
©00PO99CE bl.d sub_6BFC # does something with
©00099CE # disabled interrupts
000099D2 stb rl, [oh_continue_iteration_flag?] # Store OxA400
868099b6—mov—rO5,—8>493E0——HMove >
000099D6 b dpt_entry_1 # Branch dpt—entr‘y—l
000099DC bl obrovske_hovado # Branch and link OxA420
@00P99DE 1d.di re@, [rl3,(MMIO_gpio_struct?.data_out_reg - 0x400503F4) ] d
@OPO99E2 bset  r@, r@, GPIO BITS.SPI_CS # Set specified bit (to 1) pt_entry_2
0000P99E4 st.di re, [ri3,(MMIO_gpio_struct?.data_out_reg - 0x400503F4)] OxA440
©00099E8 bl zeroize_protocol_statemachine # Branch and link
@OOOIJEA b.d loc_9CC8 # Branch dpt_entry_3
OxA460

[...]

29



dpt_entry_n

e 32-bajtovy kus kodu, ktory:

o

o O O O

Zavola dump_regs_and_ram

Obnovi pbvodné registre

Vykona poévodniu instrukciu

SkoCi spat do koédu

Obsahuje 8-bajtovy identifikacCny
string

00000000 : T1cO elco 4027 0075 fale cfff clcoO dlceo
00000010: 4a26 0070 7dO5 8fff 2068 656¢C 6C6T 2077

30



“dynamicka” analyza

25LK01-3607 VER2,0
2015-08-20

T=T—)
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Zistenia

Ky



Desifrovanie “cryptoblob”-u

e setup decryption -funkcianaadrese 9x2EA4

©)

@)
©)
@)

Predita sektor O hlavi¢ky

Overi magické konstanty

Precita a desifruje sektor 4 hlavi¢ky (“cryptoblob”)
Overi magicky string na zac¢iatku “cryptoblob™u

33



Desifrovanie “cryptoblob”-u

e Vyuzivafunkciu perform_io on_header
o Uzivatelsky prijemna
o Parametre:
m Sektor v hlavicke
m “Flagy” - gitanie / zapis, s/bez Sifrovania
m Adresy klG&a, “bufferu” dat a €islo sektoru O hlavi¢ky su globdlne
premenné

34



Analyza perform_io_on_disk

e AkSifruje, pred precitanim sektoru vola funkcie ktoré:
o Dva krat skopiruju 32-bajtov prijatych z klavesnice do MMIO registrov
m PIN1234:0x31 0x32 0x33 Ox34 Ox00 0x00 0x00 [...]
o Skopiruju Gislo ¢itaného sektora do MMIQO registrov

35



Analyza perform_io_on_disk

e Tedria: 2 kltce a &islo sektoru - AES-256 XTS (kde &islo sektoru je tweak)

36



Desifrovanie “cryptoblob”u na PC

e Prvy pokus neuspesny

37



Desifrovanie “cryptoblob”u na PC

e Zmenme kluc¢ /tweak a sledujme, &i vysledok deSifrovania krabi¢kou je identicky
s nasim:
o Citanie sektoru 0 s kiti€om samych nul - identické data
o Citanie “cryptoblob”u s kli&om samych nul - identické data
o Poradie bajtov v kfugéi?

38



Desifrovanie “cryptoblob”u na PC

—0x31 Ox32 Ox33 Ox34 Ox00 Ox00 [10x Ox00] —
0X00 Ox00 Ox00 Ox00 Ox00 Ox08 [10x Ox00]

v

[16x 0x00] 0x00 ©x00 ©x34 Ox33 0x32 0x31
[10x Ox00] Ox00 OxPO Ox00 Ox00 Ox00 ©x00

39



00000000: 275d c925 4809 0000 2cfd 5e25 2cf9 244c '].%H...,."%,.$L

00000010: 4ac9 45f9 d549 472a 52ca 5f59 495b 2def J.E..IG*R._VYI[-.
00000020: 79ec 6¢fc 58da 5fd7 85f3 dd7e f5db 62f2 y.l1.X. ....~..b.
00000030: daed ffe6d 3acf f5d5 87d2 544b afac 537 ...m:..... TK...7
00000040: 7ecb 3f6b 28d8 a368 6a39 0000 0000 0O ~.?k(..hj9......

00000070: a967 0000 000 VVOO 0000 OO0 0000 0000 .g..............
00000080: 1863 0000 00O VOOO 0OOO OOOO 0000 0000 .C..............

00000090: 2367 0000 000 VVPO 0OOO OOOO 0000 0000 HE..............

e Vieme kde su magické 00000020: 2273 0000 0000 0000 00O 00O 00O 00PO "S..............
baity 00000bO: 7363 0000 0000 VOOO 0OOO OO0 0000 0000 SC..............
00000OCO: 7566 0000 0VPO POOO 0OOO OOV 0000 0000 uf..............

000000d0: a363 0000 000 VVPO 0000 OOOO 0000 0000 .C..............
000000e0: 2267 0000 00O VOOO 0OOO OOOO 0000 0000 "g..............
00000OTO: 7766 0000 00O VOOO OOOO OOOO 0000 0000 Wf..............
00000100: 7567 0000 0000 0POO 0OOO OOOO 0000 0000 UL..............
00000110: 2366 0000 00O VVOO 0OOO OOOO 0000 0000 #Hf..............
00000120: a266 0000 00O VVOO 0OOO OOOO 0000 0000 .f..............
00000130: b366 0000 00O VVOO 0OOO 0OOO 0000 0000 .f..............
00000140: 17e6 0000 0000 0OOO 0OOO OOOO 0000 0000 ................
00000150: 13c6 0000 0000 0OOO 0OOO OOOO 0000 0000 ................
00000160: 8ae6 0000 00O VVOO 0OOO OOOO 0000 0000 ................
00000170: 89ce 0000 00O OOOO 0OOO OOOO 0000 0000 ................
00000180: 5Scce 0000 0000 0OOO 0VOO 0000 PPBO PO \...............
00000190: 2acc 0000 00RO PPPO 0OOO OOOO 0000 0000 *...............
000001a0: 73cc 0000 0000 VOOO 0OOO OOOO 0000 0000 S...............
000001b0O: 55cc 0000 0V VOOO 0OOO 0O 0000 0000 U...............
000001cO: ab8c 0000 00O VPPO 0OOO OOOO 0000 0000 ................
000001d0: 3299 0000 000 VOPO 0OOO OOOO 0000 0000 :...............
000001e0: €299 0000 00O VOOO 0OOO OO0 0000 0000 ................
000001f0: 6a31 0000 00O VOOO 0OOO 0O 0000 0000 Fl..............

- P 00000050: 1363 0000 000D 0VVO 00VO VDO PVPO 0PPO .C..............
EXtrakCIa kluca 00000060: 9eb7 0VOO 0VVO 0VVO 0VVO VDO VOO 0O .g



00@@00001 275d c925 t809 0000 2cfd 5e25 2c¢f9 244c '].%H...,."%,.$L
00000010: 549 472a 52ca 5f59 495b 2def IJ.E..IG*R._YI[-.
00000020: 79ec 6¢fc 58da 5fd7 85f3 dd7e f5db 62f2 y.l1.X. ....~..b.
00000030: daed ffe6d 3acf f5d5 87d2 544b afac 537 ...m:..... TK...7

00000040: 7ecb 3f6b 28d8 a368 6a39 0000 00O 0000 ~.?k(..hjo......

- P 00000050: 1363 0000 000D 0VVO 00VO VDO PVPO 0PPO .C..............
EXtrakCIa kluca 00000060: 9eb7 0VOO 0VVO 0VVO 0VVO VDO VOO 0O .g

00000070: a967 0000 000 VVOO 0000 OO0 0000 0000 .g..............
00000080: 1863 0000 00O VOOO 0OOO OOOO 0000 0000 .C..............

00000090: 2367 0000 000 VVPO 0OOO OOOO 0000 0000 HE..............

e Vieme kde su magické 00000020: 2273 0000 0000 0000 00O 00O 00O 00PO "S..............
baity 00000bO: 7363 0000 0000 VOOO 0OOO OO0 0000 0000 SC..............
00000OCO: 7566 0000 0VPO POOO 0OOO OOV 0000 0000 uf..............

000000d0: a363 0000 000 VVPO 0000 OOOO 0000 0000 .C..............
000000e0: 2267 0000 00O VOOO 0OOO OOOO 0000 0000 "g..............
00000OTO: 7766 0000 00O VOOO OOOO OOOO 0000 0000 Wf..............
00000100: 7567 0000 0000 0POO 0OOO OOOO 0000 0000 UL..............
00000110: 2366 0000 00O VVOO 0OOO OOOO 0000 0000 #Hf..............
00000120: a266 0000 00O VVOO 0OOO OOOO 0000 0000 .f..............
00000130: b366 0000 00O VVOO 0OOO 0OOO 0000 0000 .f..............
00000140: 17e6 0000 0000 0OOO 0OOO OOOO 0000 0000 ................
00000150: 13c6 0000 0000 0OOO 0OOO OOOO 0000 0000 ................
00000160: 8ae6 0000 00O VVOO 0OOO OOOO 0000 0000 ................
00000170: 89ce 0000 00O OOOO 0OOO OOOO 0000 0000 ................
00000180: 5Scce 0000 0000 0OOO 0VOO 0000 PPBO PO \...............
00000190: 2acc 0000 00RO PPPO 0OOO OOOO 0000 0000 *...............
000001a0: 73cc 0000 0000 VOOO 0OOO OOOO 0000 0000 S...............
000001b0O: 55cc 0000 0V VOOO 0OOO 0O 0000 0000 U...............
000001cO: ab8c 0000 00O VPPO 0OOO OOOO 0000 0000 ................
000001d0: 3299 0000 000 VOPO 0OOO OOOO 0000 0000 :...............
000001e0: €299 0000 00O VOOO 0OOO OO0 0000 0000 ................
000001f0: 6a31 0000 00O VOOO 0OOO 0O 0000 0000 Fl..............



Extrakcia kluca

e Metddou pokus-omyl
sme nasli kltuce
key1, key2

00000000 :
00000010
00000020
00000030
00000040 :
00000050 :
00000060 :
00000070
00000080
00000090 :
00000020 :
000000b0:
000000c0:
000000d0:
000000e0:
0000000
00000100
00000110:
00000120
00000130:
00000140
00000150
00000160
00000170
00000180
00000190
000001a0:
000001b0:
000001c0O:
000001d0:
000001e0:
000001f0:

275d c925 4809 00@0|2Cfd 5e25 2cf9 244c

4ac9 45f9 d549 472a
79ec 6¢cfc 58da 5fd7
daed ffe6d 3acf £5d5

52ca 5f59 495b 2dof
85f3 dd7e f5db 62f2
87d2 544b afac 537

7ecb 3f6b 28d8 a368|6a39 0000 0000 0000

1363 0000 0000 0000
9e67 0000 0000 0000
2967 0000 0000 000
1863 0000 0000 0000
2367 0000 0000 0000
2273 0000 0000 0000
7363 0000 0000 0000
7566 0000 0000 0000
a363 0000 0000 0000
2267 0000 0000 0000
7766 0000 0000 00O
7567 0000 0000 0000
2366 0000 0000 0000
2266 0000 00O 00O
b366 0000 0000 0000
17e6 0000 0000 0000
13c6 0000 0000 0000
8aeb6 0000 0000 0000
89ce 0000 0000 00O
5cce 0000 00O 0000
2acc 0000 0000 0000
73cc 0000 0000 0000
55cc 0000 0000 0000
ab8c 0000 0000 0000
3299 0000 0000 0000
€299 0000 0000 0000
6a31 0000 0000 0000

0000 0000 0000 0000
0000 0000 V00O 0000
0000 0000 V00O 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 V00O 0000
0000 0000 V00O 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 00O 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 V00O 0000
0000 0000 V0O 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 V00O 0000
0000 0000 V0O 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 V00O 0000
0000 0000 V0O 0000
0000 0000 0000 0000
0000 0000 0000 0000
0000 0000 V00O 0000
0000 0000 V00O 0000

1M .., %, L SL

J.

o o
..
o e

.

oo

..IG*R. YI[-.

E
y.1.X. _....~..b.
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--------------

--------------

--------------

--------------

--------------

--------------

--------------
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00000000: 275d c925 4809 0000 2cfd 5e25 2cf9 244c '].%H...,."%,.$L

00000010: 4ac9 45f9 d549 472a 52ca 5f59 495b 2def J.E..IG*R._VYI[-.
00000020: 79ec 6¢fc 58da 5fd7 85f3 dd7e f5db 62f2 y.l1.X. ....~..b.
00000030: daed ffe6d 3acf f5d5 87d2 544b afac 537 ...m:..... TK...7
00000040: 7ecb 3f6b 28d8 a368 6a39 0000 0000 0O ~.?k(..hj9......

00000070: a967 0VOO 0VVO 00O 00O VOO VYOO BPPO .g..............
00000080: 1863 0000 000D 00OV 0OVO 0V PVPO 0BPY .C..............
00000090: 2367 0000 00VO 00OV 00VO VDOV VYOO 0VVO HG..............
000000a0: 2273 0000 00O VOO VOO0 POOO 0V PP "S..............
000000bO: 7363 0000 00O OVOO VOO0 OO OO PBPO SC.........cev..
000000CcO: 7566 0000 0000 00VO 0VVO PV PP 0O uf..............
000000d0: a363 000D 0OOO OVOO VOO0 00O 0V BB .C.........evvn.
000000e0: 2267 000D 00O OVOO VVOO OOOO OOV PO "g..............
000000T0: 7766 0000 00O VOO VOO0 0OOO 0PV PO Wf..............
00000100: 7567 0000 0000 00VO 0OVO 0OV VPO 0BV UuUg..............

- P 00000050: 1363 0000 000D 0VVO 00VO VDO PVPO 0PPO .C..............
EXtrakCIa kluca 00000060: 9eb7 0VOO 0VVO 0VVO 0VVO VDO VOO 0O .g

e Vyznam zvyénych 00000110: 2366 0000 0000 0000 00O 00RO 0000 0000 HFf..............
: ’ 00000120: a266 0000 0OOO 0000 00O OO0 0000 0000 .F..............
bajtov nepozname 00000130: b366 0000 00O 0OOO 0000 00RO 0000 0000 .F....eeeee.....

00000140: 17e6 0000 0000 00VO 00VO 0OV PVPO 0BOY ................
00000150: 13c6 0000 000D 0VVO 0OVO VDO VPO 0BPO ................
00000160: Baeb 0VOO 0VVO 0VVO OO0 VOO VOO PO ................
00000170: 89ce 0000 0VVO 0VVO 0OOO VVOO VYOO BBPO ................
00000180: 5cce 000D 0OOO OVOO VOO OO 0V BBRO \...............
00000190: 2acc 0000 0000 OVVO VOOV PO 0V PO *...............
000001a0: 73CcC 0000 00VO 00O 0OOO VOO PVOO BPPO S...............
000001b0: 55cc 0000 00O 0VOO VOO POOO 0V PO U...............
000001cO: ab8c 0000 00O OVOO VOO PO VPO BB ................
000001d0: 3299 0000 00O 0VOO VOO0 PO 0V BB :...............
000001e0: c299 0000 0VVO 00O 0OOO VOO VYOO BBPO ................
000001f0: 6a31 0000 0V OVOO VOOV POOO 0V 0RO jl..............



Desifrovanie disku na Linuxe

e Extrahujeme kluc¢e do suboru
e VyuzZijeme dm-crypt
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Desifrovanie disku na Linuxe

cryptsetup --cipher=aes-xts-plain64 --key-size=512 \
--key-file=extracted.key open --type plain /dev/sdb enc

mount /dev/mapper/enc /mnt
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Bruteforce

e Z“cryptoblob’u ndm stadi desifrovat prvy AES blok
o Magické bajty su prveé styri

e Vieme vyskusat vSetky 12-miestne PINy
o “embarrassingly parallel” tloha
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Bruteforce

e Nas proof-of-concept bruteforce: 2 dni
e Paralelne na Google Cloud Platform: 5€ - 7€
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Efekt pouzitia PBKDF2

e Upravili sme firmvér, pridali sme do neho PBKDF2 (s SHA1-HMAC).
o Cimplementaciaz OpenBSD + vlastny linker skript
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Efekt pouzitia PBKDF2

Pocet iteracii

0 (originalny firmvér)
100

1000

10 000

Cas behu na MCU
99 ms

68 ms

190 ms

1421 ms

Cas utoku na 5-miestny PIN
0.109 s

6.3s

1 min

10 min
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Ako rychly je bruteforce teraz?

e Problém s PBKDF2 - dasaefektivnhe implementovat na GPU a ASICoch
o Citovana praca uvadza 40x zrychlenie voéi CPU
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Ako rychly je bruteforce teraz?

e Velmihruby odhad:
o Cisty &as: ~~ 4 roky
o Naklady v cloude (VM + GPU): ~~ 6400€

e Zhruba 1000x zvysenie ceny utoku hrubou silou
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Aktualizacia firmveéru

e Neexistuje nastroj pre nase zariadenie.
e Existuje pre Zalman HE-130 ktoré tiez vyuziva INIC-3607E.
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Aktualizacia firmveéru

e Nase zariadenie nedokaze aktualizovat.
e Ak donasho zariadenia nahrame firmvér HE-130, aktualizuje ho.
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Aktualizacia firmveéru

e V nasom pripade asi vedlajsSi efekt zapojenia ovladaca klavesnice - pouziva
rovnaké PINy.
o Ak jeupdate funkcia implementovana na drovni IC, update mechanizmus si
toho nemusi byt vedomy a update zlyha.
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Zaver
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Na zaciatku to bola “Gierna krabicka”
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Zéver .........................

USB AES SATA [«

i i
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Y

Nezname MCU INIC3607

A4
' SPI Flash

i

Klavesnica




Dosiahnute vysledky

e Vieme desiforvat disk pod Linuxom ak pozname PIN
e Vieme desifrovat disk ak nepozname PIN
o Prakticky bruteforce utok
o Situaciu vieme cca 1000x zlepsit softvérovou aktualizaciou
e Nevieme bez autorizacie aktualizovat firmveér
o Aletoje moznolen ndhoda, a vieme to urobit’ u inych zariadeni.
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Dosiahnute vysledky

Vieme desiforvat disk pod Linuxom ak pozname PIN
e Vieme desifrovat disk ak nepozname PIN
o Prakticky bruteforce utok
o Situaciu vieme cca 1000x zlepsit softvérovou aktualizaciou
e Nevieme bez autorizacie aktualizovat firmveér
o Aletoje moznolen ndhoda, a vieme to urobit’ u inych zariadeni.

e Detailne spisané techniky analyzy aplikovatelné na iné MCU architektury
ARCompact
e Vlastny nastroj dumppoint-tool
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