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Uvod
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Cross site scripting (XSS) zranitelnost

k!DOCTYPE html>
<html lang="en">
<body>
<div id="content"></div>
<script type="text/javascript'>
// https://example.com?<img%20src=x%20onerror="alert(1)"></img>
const content = decodeURIComponent(location.search.substr(1))
document.getElementById('content').innerHTML = 'URL content:
</script>
</body>
</html>

+ content



Uvod

e Kniznica Trusted Types = obmedzenie pristupu k nebezpecnym funkciam

1 // Don't do
el.innerHTML = '<img src=xyz.jpg>';

// Do

el.textContent = '';

const img = document.createElement('img');
img.src = 'xyz.jpg';

el.appendChild(img);
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Uvod

e Trusted Types policies = tvorba vlastnych vierohodnych typov

1 // Create and use policy

2 if (window.trustedTypes && trustedTypes.createPolicy) @

3 const escapeHTMLPolicy = trustedTypes.createPolicy('myEscapePolicy', {
4 createHTML: string => string.replace(/\</g, '&lt;")

5 });

6

7|

8 const escaped = escapeHTMLPolicy.createHTML('<img src=x onerror=alert(1)>"');
9 console. log(escaped instanceof TrustedHTML); // true

10 E el.innerHTML = escaped; // Assignment works!

11
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Uvod

e Tvorba modernych webovych aplikacii
o vyuzivanie bezplatnych kniznic s volne dostupnym zdrojovym kodom
o velké mnozstvo kniznic a nastrojov

e Motivacia a ciele nasej prace
o Analyza procesu integracie

o Integracia a analyza Trusted Types integracii



Proces integracie

e Zalozeny na nasich skusenostiach
e Zoznamovanie sa s projektom
e 3fazy
a. Hladanie nebezpecnych funkcii
b. Hladanie alternativnych rieseni

c. Implementacia integracie



Preprocesory kodu

e Kompilatory, bundlery a transformatory

e Nase kontribucie
a. JSXtransformator pre kniznicu Solid.js
b. Vite bundler

c. Webpack-dev-server (dokonceny az po odovzdani prace)



JSX transformator pre kniznicu Solid.js

1 import { render } from "solid-js/web"; import { render, createComponent, delegateEvents, insert, template } from 'solid-js
import { createSignal } from "solid-js"; import { createSignal } from 'solid-js';

function Counter() { const _tmpl$ = /x#_PURE__x/template( <button type="button"></button>', 2);
const [count, setCount] = createSignal(0);
const increment = () => setCount(count() + 1); function Counter() {
const [count, setCount] = createSignal(e);

return (

<button type="button" onClick={increment}> const increment = () => setCount(count() + 1)

{count()}

</button> return (() => {

)i const _el$ = _tmpl$.cloneNode(true);

_el$.$$click = increment;
render(() => <Counter />, document.getElementById("app"));
insert(_el$, count);
return _els$;
HNO;
+

render(() => createComponent(Counter, {}), document.getElementById("app"));

delegateEvents(["click"]1);




JSX transformator pre kniznicu Solid.js

39 let policy;
40 if (window.trustedTypes) {

41 policy = window.trustedTypes.createPolicy("solid-dom-expressions", {
42 createHTML: s => s

43 )

44 }

45

46 export function template(html, check, isSVG) {

iy const t = document.createElement("template");

48 y t.innerHTML = policy ? policy.createHTML(html) : html;
49 let node = t.content.firstChild;

50 if (isSVG) node = node.firstChild;

51 return node;

52 }

53



Integracia do webovych kniznic

e Create React App (CRA)
o Vyuzivajuc existujucu integraciu v kniznici React
o Vyuzivajuc nasu Webpack-dev-server integraciu
e Solid.js
o Vyuzivajuc nasu Vite integraciu

o Testovanie - integracné testy, existujuca aplikacia mensieho rozsahu



Testovacie kniznice

e Implementacia testovacieho modulu pre kniznicu Cypress
e Spristupnenie modulu pre verejnost
e Dokumentacia

e Publikacia do spravcu balickov npm



Zhrnutie a dalsie plany

e Analyza a implementacia integracii kniznice Trusted Types
o Solid.js
o Cypress modul
e Materialy zverejnené online na stranke Github
e Snaha znizit riziko XSS zranitelnosti vo webovych aplikaciach
e Dalsia spolupraca s panom K. Kotowiczom
o Zldcenie nasich integracii do projektov Solid.js a Vite



Dakujem.



