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Introduction – obfuscation

• Obfuscated javascript:
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Aim

• describe virtual machine based obfuscators in general

• summarize methods to deal with such kind of obfuscators

• analyze a specific virtual machine

• design and implement methods to deobfuscate code protected with the 
specific machine
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CodeVirtualizer

• “Code Virtualizer is a powerful code obfuscation system for Windows 
applications that helps developers to protect their sensitive code 
areas against Reverse Engineering with very strong obfuscation code, 
based on code virtualization.”
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CodeVirtualizer
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https://www.oreans.com/CodeVirtualizer.php



CodeVirtualizer
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Overview of the VM’s structure
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Attacks

• Manually build a disassembler
• Rolles R. Unpacking virtualization obfuscators, 3rd USENIX Workshop on Offensive Technologies, 2009

• Program synthesis of handlers – slow
• Blazytko T, Contag M, Aschermann C, Holz T, Syntia: Synthesizing the semantics of obfuscated code, 

26th USENIX Security Symposium, pages 643-659, 2017

• Path coverage and trace merging – limitations and slow
• Salwan J, Bardin S, Potet ML, Symbolic deobfuscation: From virtualized code back to the original, 

International Conference on Detection of Intrusions and Malware, and Vulnerability Assessment, pages 
372-392, 2018
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• Virtual instruction summary:
RIP = @64[@64[RBP_init + 0xA4] + 0x5A8]

@64[RBP_init + 0x28] = @64[RBP_init + 0x28] + 0x8

@64[RBP_init + 0x141] = @64[RBP_init + 0x141] + 0x8

@64[RBP_init + 0x12A] = @64[RSP_init]

• Build a graph from summaries

• Treat some values as concrete:
• Rolling decryption registers
• Memory accesses relative to the bytecode pointer

• Between blocks preserve only the decryption registers

Our approach
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Virtual instruction summary

RIP = @64[@64[RBP_init + 0xA4] + 0x5A8]

@64[RBP_init + 0x28] = @64[RBP_init + 0x28] + 0x8

@64[RBP_init + 0x141] = @64[RBP_init + 0x141] + 0x8

@64[RBP_init + 0x12A] = @64[RSP_init]

RIP = @64[instruction_table + 0x5A8]

IEIP = IEIP + 0x8

IRSP = IRSP + 0x8

REG1 = @64[RSP_init]

POP REG1
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Source code init
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DEOBFUSCATED 
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ORIGINAL SAMPLEDEOBFUSCATED

REG1 -= 1

[REG1+REG2] = 0
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Analyzing results

Bytecode block VM1 VM2

Size in bytes 695 1,145

Total number of processed virtual instructions 62 109

Total number of underlying native instructions 3,536,427 17,406

Total number of resulting IR instructions (including IRDsts) 192 307

Execution time in seconds 382 10
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Thank you
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