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Iptables

e Firewall v Linuxe
 Retaze
e Tabulky

- Filter

- |P adresa, port, protokol...
- Chyba PID
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Ciele prace

analyza poziadaviek na kontrolu komunikacie aplikacii
preskimanie sucasného stavu problematiky

analyza moznosti riesenia

navrh a implementacia rieSenia

porovnanie rieSenia s existujdcim stavom a
demonstrovat’ jeho prinos pre bezpecnost
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Poziadavky

Sledovanie paketov

- |IP adresa, port, protokol

- Aplikacia

Filtrovanie

Ovladanie pomocou grafickych prvkov

Minimalne prava
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High-level architektura

Y
11 |
||||I|I NFQUEUE I|I|I||
] ||||| I - | | F—————ar—lll ||||
I N [ 1 1 1
[T 1 i
iptables Userspace
Firewall
Kernel OS

Apikany proces

5/18



Architektura firewallu
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Kernel OS
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Hladanie procesu

e Chyba informacia o PID

 |P hlavicka
* /proc/net/tcp /proc/net/udp
* /proc/<PID>/fd/*
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Pravidla

UNKNOWN 127.0.0.1 35059 tcp ACCEPT

UNKMOWN 127.0.0.1 53470 tcp ACCEPT
Jopt/google/chrome/chrome 198.252.206.25 443 tcp ACCEPT
Jopt/google/chrome/chrome 35.190.41.116 443 tcp ACCEPT
Jopt/google/chrome/chrome * * * ACCEPT

UNKNOWN 192.168.1.254 4353 igmp ACCEPT

UNKNOWN 224.0.0.251 © igmp ACCEPT

UNKNOWN 192.168.1.101 37892 igmp ACCEPT
/flib/systemd/systemd-resolved 192.168.1.254 53 udp ACCEPT
/lib/systemd/systemd-resolved 127.0.0.1 32781 udp ACCEPT
UNKNOWN 127.0.0.53 64405 icmp ACCEPT
/lib/systemd/systemd-resolved 127.0.0.1 43311 udp ACCEPT
Jusr/sbin/NetworkManager 34.122.121.32 80 tcp ACCEPT
UNKNOWN 127.0.0.53 64484 icmp ACCEPT

UNKNOWN 127.0.0.1 771 icmp ACCEPT

UNKNOWN 127.0.08.53 64439 icmp ACCEPT
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Prava

Princip najmensich prav
Pouzivatel firewall

Privilegované prava
- Pripojenie Kk NFQUEUE
- Prechadzanie prieCinkom /proc

- Rozhodnutie
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Synchronizacia procesov

» Citanie / zapis do suboru
- Zamykanie

* SpoloCcné ukoncenie procesov
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Sluzba

Description=Firewall service
After=network.target
StartLimitIntervalSec=0

[Install]
WantedBy=graphical.target

[Service]

Type=simple

Restart=always

RestartSec=1

User=root

Environment=DISPLAY=:0
Environment=XAUTHORITY=/home/jarka/.Xauthority
Environment=USER=jarka
ExecStart=/home/jarka/firewall/firewall
WorkingDirectory=/home/jarka/firewall
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Administratorské centrum

Select

Add

Firewall Admin Center o
|Path |IP Address Port Protocol Action

texstudio [127.0.01 |8081 tcp ACCEPT — |
Wib/systemd/systemd-re:[192.168.1.254 |53 ludp ACCEPT — |
Wusr/sbin/NetworkManag|127.0.0.53 |53 ludp ACCEPT — |
Wib/systemdjsystemd-re:|127.0.0.1 58604 judp ACCEPT — |
[Nib/systemd/systemd-re:|127.0.0.1 |aggs4 udp ACCEPT — |
[lusrflib/snapd/snapd  [127.0.0.53 53 udp ACCEPT — |
[lusr/sbin/NetworkManage|35.232.111.17 |so [tcp ACCEPT — |
[Nibfsystemd/systemd-re:|127.0.0.1 46126 udp ACCEPT — |
|ﬂib;systemd;systemd-res|127.o.0.1 |50168 |udp ACCEPT =i |
|ﬂib;systemd;systemd-res|127.o.0.1 |44?31 |udp ACCEPT =i |
lopt/google/chrome/chrol|127.0.0.53 |53 ludp ACCEPT — |
liantinmnninichrmmnichem 167 160 1 107 PEES == arrenT A

Delete ‘ Move up ‘ Move down Reload ‘

L[4
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Ukazka

i




Google Chrome
Mozilla Firefox
Signal

Thunderbird
systemd-resolved,
Texstudio
NetworkManager
Systemd-timesyncd
Clion

Testovanie

» Xbrlapi

* Node

e Snapd

* http a https methods pre APT
* Git-remote-https

* MintUpdate

* Lsof

* Gvfsd-smb-browse

e cupsbrowsed
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Latencia

* Najhorsi pripad
e /00 pravidie

* 500 pravidie
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OpenSnitch

OpenSnitch v1.5.1

systemd-resolved
(fusr/lib/systemd/systemd-resolved)

Jlib/systemd,/systemd-resolved

systemd-resoelved is attempting to resolve connectivity-check.ubuntu.com via
192.168.1.254, UDP port 53

Executed from !

Source IP 192.168.1.102
Destination IP 192.168.1.254
Dst Port 53
User ID 101 (systemd-resolve)
Process ID 472

from this executable v | untilreboot v @ Deny (3) @Ailew
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Zhrnutie

Firewall pre Linux
Navrh
Implementacia
Testovanie
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Dakujem za pozornost



Otazky od skolitela

e Samostatny proces pre GUI
* |sof 127.0.0.53 53 udp

* Pravidla v pamati
- Binarne stromy, hes. tabulky




Otazky od oponenta

Firewall = O

Outcomming packet
Following application is trying to communicate

Name: systemd-resolved

Path: /libjsystemd/systemd-resolved
IP address: 192.168.1.254

Port: 53

Protocol: udp

Do you want to allow this connection?

B Remember for future

Allow Allow all from this app Deny Deny all from this app




Otazky od oponenta

* Spravna konfiguracia firewallu
* |ptables vs nftables
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