Informacna bezpecnost
globalny pohlad

Prednaska ¢. 3



Agenda

Ochrana narodného digitalneho priestoru

Prevencia

— Legislativa

— Vytvaranie bezpecnostného povedomia

— Budovanie know-how (normy, Standardy, best-practices)
— Zavadzanie bezpecCnych systémov (certifikované systemy)
Efektivna reakcia na bezpefnostné incidenty

— CERT a CSIRT

— Riadenie informacnej bezpecCnosti (zavadzanie systémov riadenia
informacnej bezpecnosti ISMS)

Trvalo udrzatelna uroven



Ako zorganizovat spolahlivu ochranu
narodného digitalneho priestoru?

Zmena chapania informacnej bezpecnosti

— od zaistenia izolovanych systémov ku ochrane celého priestoru
— Od striktnych poziadaviek k dynamickym rieSeniam

— Nielen Specialisti, ale vsetci

— Primeranost ochrany (aspon baseline vSade)

— Udrzba a postupné zvys$ovanie Urovne

Integracia Ciastkovych rieseni do ucelenych koncepcii

USA, Nemeqko, Australia, Japonsko, Finsko, Ceska
republika, EU



Zakladné oblasti

* Koncepcie su rozne, ale v podstate sa
sustreduju na tri oblasti
— Prevencia
— Efektivna reakcia na bezpecCnostné incidenty
— Trvalo udrzatelna uroven



Prevencia

* Ciel: zabranit vzniku bezpecnostnych incidentov v
(narodnom) digitalnom priestore

* Ako
— Legislativa
— Vytvaranie bezpecCnostného povedomia
— Budovanie know-how (normy, Standardy, best-practices)
— Zavadzanie bezpecnych systémov (certifikované systémy)

— Riadenie informacnej bezpecnosti (zavadzanie systémov
riadenia informacnej bezpec€nosti ISMS)

— CERT a CSIRT



Legislativa

Dva pristupy

— Informacna bezpecCnost zakomponovana v jednotlivych
zakonoch

— Specialne zakony

Uplatnuju sa oba pristupy

,ObyCajne” zakony

— Trestny zakon, Trestny poriadok, Obciansky zakonnik,

Obchodny zakonnik, TelekomunikaCny zakon, Zakon o
poskytovani zdravotnej starostlivosti, Zakon o archivnictve a i

Specialne zakony

— Ochrana utajovanych skutoCnosti
— Ochrana osobnych udajov

— Elektronicky podpis

— Elektronicky obchod



Legislativa - Nemecko

Federal Data Protection Act of December 20, 1990 (Bundesdatenschutzgesetz-
BGBI.I 1990 S.2954), amended by law of September 14, 1994 (BGBI. | S. 2325), law
of December 16, 1997 (BGBI. | S. 2325) and December 17, 1997 (BGBI. | S. 2325),
last amendment 14.01.2003

Act on Digital Signature (Gesetz zur digitalen Signatur) Federal Law Gazette
(Bundesgesetzblatt) 1997 | 1872

Act on the Protection of Personal Data used in Teleservices (Gesetz Uber den
Datenschutz bei Telediensten). The Act was adopted on 22 July 1997 and entered
into force on 1 August 1997.

Act for the Establishment of the BSI (dated 17 December 1990, Federal Law Gazette
| p. 2834 et seq.)

Penal Code (1871) last amended 24.03.2005 (Strafgesetzbuch-StGB)

Code of Criminal Procedure (1950) last amended 22.03.2005 (Strafprozessordnung-
StPO)

Telecommunications Act (2004) last amended 14.03.2005 (Telekommunikations-
gesetz-TKG)

Teleservices Act (1997) last amended 14.12.2001 (Gesetz fur die Nutzungvon
Telediensten-TDG)

Unfair Competition Act (2004) (Gesetz gegen den unlauteren Wettbewerb-UWG)
Proéect)ion of Minors in the Media Treaty (2004) (Jugendmedienschutz-Staatsvertrag-
JMStV
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Legislativa — USA (1)

(Vybrané zakony a prezidentské smernice tykajuce sa informacnej
bezpecCnosti)

The National Security Act of 1947, Pub. L. No. 235, 80 Cong., 61 Stat. 496 (
July 26, 1947)

the National Security Council Intelligence Directive (NSCID) No. 9 on 24
October 1952, ktorou bola zalozena NSA on 4 November 1952.

Privacy Act of 1974, Public Law 93-579 93rd Congress, Title 54 .S.C Sec.
552a U.S. Code -CITE- 5 USC Sec. 552a 01/16/96

Computer Security Act of 1987 Public Law 100-235 (H.R. 145) January 8,
1988
— NIST povereny vypracovanim Standardov pre minimalnu uroven bezpecnosti
— VyZzaduje bezpecénostné politiky pre systémy pracujuce s citlivou informaciou
— Povinné skolenia pracovnikov pracujucich s tymito systémami

http://en.wikipedia.org/wiki/Category:Computer_law


http://en.wikipedia.org/wiki/July_26
http://en.wikipedia.org/wiki/1947

Legislativa — USA (2)

Presidential Decision Directive/NSC — 29 on Security Policy
Coordination (1994)

Paperwork Reduction Act of 1995

Uniting and Strengthening America by Providing Appropriate Tools
Requflred to Intercept and Obstruct Terrorism (USA PATRIOT ACT)
Act of 2001

Homeland Security Act of 2002
The E-Government Act of 2002. (H.R. 2458/S. 803)

The Federal Information Security Management Act of 2002
("FISMA", 44 U.S.C. § 3541, et seq.) is a United States federal law
enacted in 2002 as Title Il of the E-Government Act of 2002 (
Pub.L. 107-347, 116 Stat. 2899).

Cyber Security Research and Development Act of 2002. PUBLIC
LAW 107-305—NOV. 27, 2002

Help America Vote Act of 2002


http://en.wikipedia.org/wiki/Title_44_of_the_United_States_Code
http://www.law.cornell.edu/uscode/44/3541.html
http://en.wikipedia.org/wiki/United_States_federal_law
http://en.wikipedia.org/wiki/E-Government_Act_of_2002
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107
http://en.wikipedia.org/wiki/United_States_Statutes_at_Large

Legislativa — USA (3)

Cyber Security Research and Development Act of 2002

A Department of Defense Joint Task Force concluded after a 1997 United
States information warfare exercise that the results “clearly demonstrated
our lack of preparation for a coordinated cyber and physical attack on our
critical military and civilian infrastructure”.

Computer security technology and systems implementation lack—
(A) sufficient long term research funding;

(B) adequate coordination across Federal and State government agencies

and among government, academia, and industry; and
(C) sufficient numbers of outstanding researchers in the field.
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Legislativa — USA (4)

* Federal investment in computer and network security
research and development must be significantly increased
to—

(A) improve vulnerability assessment and technological and
systems solutions;

(B) expand and improve the pool of information security
professionals, including researchers, in the United States
workforce; and

(C) better coordinate information sharing and collaboration among
Industry, government, and academic research projects.

* http://frvebgate.access.gpo.gov/cqgi-bin/getdoc.cqi?
dbname=107_cong_public_laws&docid=f:publ305.107.pdf
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Legislativa EU (1)

Najdllezitejsie dokumenty Eurdpskej unie pre oblast
iInformacnej bezpecnosti su

Council Directive 1991/250/EEC on the legal protection of computer
programmes.

Directive 1995/46/EC on personal data protection.
Directive 1997/66/EC on data protection in the telecommunications sector.
Directive 1999/93/EC on community framework for electronic signatures.

Directive 2000/31/EC on certain legal aspects of information society
services, in particular electronic commerce, in the Internal Market (Directive
on electronic commerce)

Regulation 2001/45/EC on personal protection in personal data processing
by authorities and institutions.

Council Directive 2001/264/EC on the protection of classified information.
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Legislativa EU (2)

Directive 2002/58/EC on privacy and electronic communications.

Directive 2002/58/EC on the processing of personal data and privacy
protection.

Regulation (EC) No 460/2004 of the European parliament and of the Council
of 10 March 2004 establishing the European Network and Information
Security Agency)

Directive 2006/24/EC on the retention of data generated or processed in
connection with the provision of publicly available electronic
communications services or of public communications networks and
amending Directive 2002/58/EC.

Communication From The Commission To The European Parliament, The
Council, The European Economic And Social Committee And The
Committee Of The Regions On Fighting spam, spyware and malicious
software

Communication From The Commission To The European Parliament, The
Council, The Economic And Social Committee And The Committee Of The
Regions Creating a Safer Information Society by Improving the Security of
Information Infrastructures and Combating Computer-related Crime
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Regulation Directive Decision Resolution Recommendation or | Framework Directive Regulation
Communication Decision Proposal Proposal
MNetwork and Yes Yes Yes Yes
Information Security
Attacks against Yes Yes Yes Yes
Information Systems
Corporate Yes Yes Yes
Governance [ IT
Governance
Data Authentication | Yes Yes Yes
and Security
Data Protection and Yes Yes
Data Retention
Pravision of [ Yes Yes Yes
Electronic
Communications
Networks amnd
Services
Intellectual Property Yes Yes
rights and
Pratection of
Technical
Mechanisms
designed to prevent
copying and
counterfeiting
Security and Yes Yes Yes

financial Services
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Legislativa EU (4)

ENISA ad hoc working group on regulatory aspects of network and
information security (RANIS) Inventory and assessment of EU regulatory
activity on network and information security (NIS) December 2006

Pravne a regulativne prostredie NIS (sietova a informacna bezpec€nost) je
charakterizované

— neuplnymi a zavadzajucimi zakonmi a regulaciami, ktore tvoria
ovzdusSie neistoty pre implementaciu celoeurdpskej NIS,

— hoci su zakony a regulacie dobre mienené a su v zhode s dihodobou
viziou elektronickej fakturacie (e-billing), zavadzaju neprimeranu
zataz pre vyrobcov, podnikatefov a obchodnikov,

— je prili§ vela (otvorenych) otazok okolo interoperability, najma
cezhranicnej NIS, hoci Standardy NIS su dostupné a nejaky Cas sa
pouzivaju.

http://www.enisa.europa.eu/Pages/ENISA_Working _group RANIS.htm
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http://www.enisa.europa.eu/Pages/ENISA_Working_group_RANIS.htm

Council Directive 1991/250/EEC on the legal

protection of computer programs

Article 1 Object of protection 1. In accordance with the provisions of this Directive,

Member States shall protect computer programs, by copyright, as literary works
within the meaning of the Berne Convention for the Protection of Literary and Artistic
Works. For the purposes of this Directive, the term 'computer programs™ shall include
their preparatory design material.

2. Protection in accordance with this Directive shall apply to the expression in any
form of a computer program. Ideas and principles which underlie any element of a
computer program, including those which underlie its interfaces, are not protected by

copyright under this Directive.

3. A computer program shall be protected if it is original in the sense that it is the
author's own intellectual creation. No other criteria shall be applied to determine its

eligibility for protection.

Article 7 Special measures of protection 1. (c) any act of putting into circulation,

or the possession for commercial purposes of, any means the sole intended purpose
of which is to facilitate the unauthorized removal or circumvention of any technical

device which may have been applied to protect a computer program.
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Legislativa SR (1)

Zakon €. 483/2001 Z.z. o bankach a o zmene a doplneni niektorych
zakonov a nan navazujuce

Metodické usmernenie Useku bankového dohladu NBS &. 7/2004
Iéovkereniu bezpecnosti informacného systému banky a poboc¢ky zahraniCnej
anky

Zakon C. 275/2006 Z.z. o informacnych systémoch verejnej spravy
a 0 zmene a doplneni niektorych zakonov

Vynos Ministerstva dopravy, p6st a telekomunikacii SR ¢. 1706/M-2006
o Standardoch pre informacné systémy verejnej spravy (obsahujuci aj
bezpefnostné Standardy)

Zakon €. 618/2003 Z.z. o autorskom prave a o pravach suvisiacich

s autorskym pravom

Zakon €. 610/2003 Z.z. o elektronickych komunikaciach v zneni neskorsich
predpisov

Zakon €. 211/2000 Z.z. o slobodnom pristupe k informaciam v zneni
neskorsich predpisov

Zakon ¢. 22/2004 Z. z. o elektronickom obchode
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Legislativa SR (2)

ustavny zakon ¢. 254/2006 Z.z. o zriadeni a ¢innosti vyboru
Narodnej rady Slovenskej republiky na preskumavanie rozhodnuti
Narodného bezpecnostného uradu

Nariadenie vlady ¢. 216/2004 Z.z. ktorym sa ustanovuju oblasti
utajovanych skutoCnosti

Zakon 300/2005 Z.z, z 20. maja 2005, Trestny zakon
Zakon €. 395/2002 Z. z. o archivoch a registraturach a o doplneni
niektorych zakonov v zneni neskorsich predpisov.

Zakon €. 428/2002 Z.z. o ochrane osobnych udajov v zneni neskorsich
predpisov Uplne znenie 428 2002.pdf

Zakon €. 215/2002 Z.z. o elektronickom podpise a 0 zmene a doplneni
niektorych zakonov

Zakon €. 215/2004 Z.z. o ochrane utajovanych skutoCnosti a 0 zmene
a doplneni niektorych zakonov
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http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/254_2006.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/216_2004.pdf
Uplne_znenie_428_2002.pdf

Trestny zakon

Pozrieme sa na trestny zakon

Dva typy zmien:

— RozsSirenie ,tradiCcnych” trestnych Cinov aj na oblast digitalneho
priestoru (pocCitaCe ako nastroj na pachanie tradicnej trestnej
cinnosti, ako je falSovanie dokumentov, penazi a pod.)

— Nova pocitacova kriminalita (prieniky do systémov,
odpocCuvanie, elektromagnetické vyzarovanie)

Odporucam si pozriet' aj iné zakony, minimalne zakony o

ochrane utajovanych skutoCnosti, elektronickom podpise,

ochrane osobnych udajov a informacnych systémoch

verejnej spravy.
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Trestny zakon

§ 196
Porusovanie tajomstva prepravovanych sprav

(1) Kto umyselne porusi

a) listové tajomstvo vyzvedanim alebo otvorenim uzavretého

listu alebo inej pisomnosti prepravovanej postovym podnikom alebo
iInym obvyklym spbsobom,

b) tajomstvo informacie prenasanej prostrednictvom

elektronickej komunikacnej sluzby, alebo

c) tajomstvo neverejného prenosu pocitaCovych dat do

pocitacoveho systemu, z neho alebo v jeho ramci,

vratane elektromagnetickeho vyzarovania z pocitacového

systému, prenasajuceho takéto pocitacové data,

potresta sa odnatim slobody az na tri roky.

20



Trestny zakon

§ 219
Neopravnené vyrobenie a pouzivanie elektronického
platobného prostriedku a inej platobnej karty

(1) Kto neopravnene vyrobi, pozmeni, napodobni, falSuje alebo si
obstara elektronicky platobny prostriedok alebo inu platobnu kartu
vratane telefonnej karty alebo predmet spdsobily plnit taku funkciu
na ucel pouzit ho ako pravy alebo na taky ucel ho prechovava,
prepravuje, pouzije alebo poskytne inému, potresta sa odnatim
slobody na jeden rok az pat rokov.

(2) Kto neopravnene vyrobi, prechovava, obstara si alebo inak
zadovazi alebo poskytne inemu nastroj, pocitacovy program alebo
iny prostriedok Specialne prisp6sobeny na spachanie Cinu
uvedeneho v odseku 1, potresta sa odnatim slobody az na tri roky.

21



Trestny zakon

§ 226
Neopravnené obohatenie

(1) Kto na Skodu cudzieho majetku seba alebo iného
obohati tym, ze neopravnenym zasahom do technickeho
alebo programoveho vybavenia pocitaca, automatu
alebo iného podobného pristroja alebo technického zariadenia
sluziaceho na automatizované uskutocnovanie

predaja tovaru, zmenu alebo vyber penazi alebo na
poskytovanie platenych vykonov, sluzieb, informacii Ci
inych plneni dosiahne, ze tovar, sluzby alebo informacie
ziska bez pozadovanej uhrady alebo peniaze ziska
neopravnene, a sposobi tym na cudzom majetku malu
skodu, potresta sa odnatim slobody az na dva roky.
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Trestny zakon

§ 247
Poskodenie a zneuzitie zaznamu
na nosici informacii

(1) Kto v umysle sposobit inemu skodu alebo inud ujmu alebo zadovazit sebe
alebo inemu neopravneny prospech ziska neopravneny pristup do
pocCitaCového systému, k inému nosiCu informacii alebo jeho Casti a

a) jeho informacie neopravnene pouZije,

b) také informacie neopravnene znici, poskodi, vymaze, pozmeni alebo znizi
ich kvalitu,

c) urobi zasah do technického alebo programového vybavenia pocitaca, alebo

d) vkladanim, prenasanim, poSkodenim, vymazanim, znizenim kvality,
pozmenenim alebo potlacenim pocitacovych dat mari funkénost
poCitaCového systému alebo vytvara neautentické data s umyslom, aby sa
povazovali za autenticke alebo aby sa s nimi takto na pravne ucely
nakladalo,potresta sa odnatim slobody na Sest mesiacov az tri roky.
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Trestny zakon

§ 283
Porusovanie autorského prava

(1) Kto neopravnene zasiahne do zakonom chranenych prav k dielu,
umeleckému vykonu, zvukovému zaznamu alebo zvukovo-obrazovemu
zaznamu, rozhlasovemu vysielaniu alebo televiznemu vysielaniu alebo
databaze, potresta sa odnatim slobody az na dva roky.

(2) Odnatim slobody na Sest’ mesiacov az tri roky sa pachatel potresta, ak
spacha Cin uvedeny v odseku 1

a) a sp6sobi nim vacsiu skodu,

b) zavaznejSim sp6sobom konania,

c) z osobitného motivu, alebo

d) prostrednictvom pocitacového systému.

24



Trestny zakon

§ 283
Porusovanie autorského prava

(3) Rovnako ako v odseku 1 sa potresta, kto na ucel spachania €inu uvedeného
v odseku 1

a) neopravnene sleduje prostrednictvom technickych prostriedkov neverejny
prenos pocitaCovych dat do pocitaCového systému, z neho alebo v ramci
pocitacoveho systéemu, alebo

b) zaobstara alebo spristupni pocCitaCovy program a iné zariadenia alebo
pocitaCoveé heslo, pristupovy kdd alebo podobné udaje umoznujuce pristup
do celého pocitacového systému alebo do jeho Casti.

(4) Odnatim slobody na jeden rok az pat rokov sa pachatel potresta, ak spacha
Cin uvedeny v odseku 1 alebo 2 a spdsobi nim zna¢nu skodu.

(5) Odnatim slobody na tri roky az osem rokov sa pachatel potresta, ak spacha
Cin uvedeny v odseku 1 alebo 2

a) a sp6sobi nim skodu velkého rozsahu, alebo
b) ako ¢len nebezpelného zoskupenia.
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Trestny zakon

§ 376

Kto neopravnene porusi tajomstvo listiny alebo inej pisomnosti, zvukového
zaznamu, obrazového zaznamu alebo iného zaznamu, pocitacovych dat
alebo iného dokumentu uchovavaného v sukromi iného tym, ze ich zverejni
alebo spristupni tretej osobe alebo inym sp6sobom pouzije a inému tym
spOsobi vaznu ujmu na pravach, potresta sa odnatim slobody az na dva
roky.
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Legislativa SR (3)

Vyhlasky NBU upravujice ochranu utajovanych skutoénosti

Vyhlaska NBU ¢. 314/2006 Z. z. z 23., ktorou sa meni a doplia vyhlaska Narodného
bezpecnostného uradu €. 337/2004 Z. z., ktorou sa upravuju podrobnosti o certifikacii
mechanickych zabrannych prostriedkov a technickych zabezpecCovacich prostriedkov
a o ich pouzivani

Vyhlaska NBU ¢. 315/2006 Z. z., ktorou sa meni a doplia vyhlaska Narodného
bezpecnostného uradu ¢. 336/2004 Z. z. o fyzickej bezpecénosti a objektovej
bezpelnosti

Vyhlaska NBU ¢. 325/2004 Z. z. o priemyselnej bezpednosti

Vyhlaska NBU ¢&. 331/2004 Z. z. o personalnej bezpednosti a o skuske
bezpecnostného zamestnanca

Vyhlaska NBU ¢&. 336/2004 Z. z. o fyzickej bezpeénosti a objektovej bezpednosti

Vyhlaska NBU ¢&. 337/2004 Z. z., ktorou sa upravuju podrobnosti o certifikacii
mechanickych zabrannych prostriedkov a technickych zabezpecCovacich prostriedkov
aoich pouiivgnl’

Vyhlaska NBU ¢. 338/2004 Z. z. o administrativnej bezpecCnosti

Vyhlaska NBU ¢&. 339/2004 Z. z. o bezpeénosti technickych prostriedkov

Vvyhlaska NBU ¢&. 340/2004 Z. z., ktorou sa ustanovuju podrobnosti o Sifrove;
ochrane informacii
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http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/314_2006.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/315_2006.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/325_2004.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/331_2004.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/336_2004.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/337_2004.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/338_2004.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/339_2004.pdf
http://www.nbusr.sk/ipublisher/files/nbusr.sk/informace-pro-verejnost/informacie/340_2004.pdf

Vytvaranie bezpecnostného povedomia

Legislativa tvori ramec, potrebujeme aj vediet ako napinat
definované poziadavky

Vzdelavanie v Skolach

Skolenia pouzivatelov IKT (v organizaciach, ktoré maju
implementovany systém riadenia informacnej
bezpecCnosti)

Masovokomunikacné prostriedky (osveta a propaganda)

zavedenie programov zvysovania bezpecnostneho
povedomia a kompetentnosti pouzivatelov IKT so

zvlastnymi narokmi na informacnu bezpecnost
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Budovanie know-how

individualne (vzdelavanie)
Vyuzivanie cudzieho know-how
OECD zasady

Best practices

Normy

Standardy

— Oficialne (narodné a medzinarodné) (de iure)
— Neoficialne (de facto)

29



OECD GUIDELINES FOR THE SECURITY OF
INFORMATION SYSTEMS AND NETWORKS

Awareness Participants should be aware of the need for security of
information systems and networks and what they can do to enhance
security.

Responsibility All participants are responsible for the security of
information systems and networks.

Response Participants should act in a timely and co-operative manner to
prevent, detect and respond to security incidents.

Ethics Participants should respect the legitimate interests of others.

Democracy The security of information systems and networks should be
compatible with essential values of a democratic society.

Risk assessment Participants should conduct risk assessments.

Security design and implementation Participants should incorporate
security as an essential element of information systems and networks.

Security management Participants should adopt a comprehensive
approach to security management.

Reassessment Participants should review and reassess the security of
information systems and networks, and make appropriate modifications to
security policies,practices, measures and procedures.



Best practices

* Information Security Forum  Standard of Good Practice
2007
— Security Management (enterprise-wide)
— Critical Business Applications
— Computer Installations
— Networks
— Systems Development
— End User Environment

https://www.isfsecuritystandard.com/SOGPO07/index.htm
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https://www.isfsecuritystandard.com/SOGP07/index.htm
https://www.isfsecuritystandard.com/SOGP07/index.htm

Metodicke materialy NIST

* A Guide to NIST Information Security Documents
http://csrc.nist.gov/publications/CSD_DocsGuide.pdf

* http://csrc.nist.gov/publications/CSD DocsGuide Trifold.ps
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http://csrc.nist.gov/publications/CSD_DocsGuide.pdf
http://csrc.nist.gov/publications/CSD_DocsGuide_Trifold.pdf

Metodiky BSI

* http://www.bsi.de/english/publications/bsi_standards/index
* BSI-Standard 100-2: IT-Grundschutz Methodology
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http://www.bsi.de/english/publications/bsi_standards/index.htm

Normy a standardy

* Vela Standardizacnych organizacii

— ISO,IEC, CEN, CENELEC, ETSI, NIST, BSI, DIN,...

— Sukromné spolocnosti RSA Labs - PKCS
— Profesné zdruzenia IETF — RFC
— Ad hoc iniciativy (EESSI, UNCITRAL)
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ISO/IEC

ISO/IEC JTC 1/SC 27: IT Security techniques

JTC 1/SC 27/WG 1 Information security management systems
The convener can be reached through: BS|

JTC 1/SC 27/WG 2 Cryptography and security mechanisms
The convener can be reached through: JISC

JTC 1/SC 27/WG 3 Security evaluation criteria
The convener can be reached through: SIS

JTC 1/SC 27/WG 4 Security controls and services
The convener can be reached through: SPRING SG

JTC 1/SC 27/WG 5 Identity management and privacy technologies
The convener can be reached through: DIN

http://www.iso.org/iso/iso_catalogue/catalogue tc/catalogue_tc browse.htm’
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http://www.iso.org/iso/technical_committee_contact.html?commid=45308
http://www.iso.org/iso/technical_committee_contact.html?commid=45310
http://www.iso.org/iso/technical_committee_contact.html?commid=45312
http://www.iso.org/iso/technical_committee_contact.html?commid=531495
http://www.iso.org/iso/technical_committee_contact.html?commid=531496
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_tc_browse.htm?commid=45306

Aktualny zoznam bezpecnostnych noriem
1ISO

 TK37 _SK27 Standards.xls
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TK37_SK27_Standards.xls

International

Vybrane ISO standardy Sindordzsion

* Bezpecnostnych ISO Standardov je vela, pozri

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue
_tc_browse.htm?commid=45306

 Ktoré su zakladné?

* Manazment informacnej bezpecnosti

* ISO/IEC 27001:2005
Information technology -- Security techniques -- Information security
management systems — Requirements

* ISOJ/IEC 27002:2005 Information technology -- Security techniques --
Code of practice for information security management

* Hodnotenie bezpecnosti systemov

* ISO/IEC 15408:2005
Information technology -- Security techniques -- Evaluation criteria for IT
security
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ISO/IEC 27001:2005 Information security management
systems Requirements

ISO/IEC 27001:2005 covers all types of organizations (e.g.
commercial enterprises, government agencies, not-for
profit organizations).

ISO/IEC 27001:2005 specifies the requirements for
establishing, implementing, operating, monitoring,
reviewing, maintaining and improving a documented
Information Security Management System within the
context of the organization's overall business risks. It
specifies requirements for the implementation of security
controls customized to the needs of individual
organizations or parts thereof.
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ISO/IEC 27002:2005 Code of practice for
information security management

ISO/IEC 27002:2005 establishes guidelines and general principles for initiating, implementing,
maintaining, and improving information security management in an organization. The objectives
outlined provide general guidance on the commonly accepted goals of information security
management. ISO/IEC 27002:2005 contains best practices of control objectives and controls in the
following areas of information security management:

security policy;

organization of information security;

asset management;

human resources security;

physical and environmental security;
communications and operations management;
access control;

information systems acquisition, development and maintenance;
information security incident management;
business continuity management;

compliance.

The control objectives and controls in ISO/IEC 27002:2005 are intended to be implemented to meet
the requirements identified by a risk assessment. ISO/IEC 27002:2005 is intended as a common
basis and practical guideline for developing organizational security standards and effective security
management practices, and to help build confidence in inter-organizational activities.
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ISO/IEC 15408-1:2005 Common Criteria

ISO/IEC 15408-1:2005
Information technology -- Security techniques -- Evaluation criteria
for IT security -- Part 1: Introduction and general model

ISO/IEC FCD 15408-2 Information technology -- Security
techniques -- Evaluation criteria for IT security -- Part 2: Security
functional requirements

ISO/IEC 15408-3:2005 Information technology -- Security
techniques -- Evaluation criteria for IT security -- Part 3: Security
assurance requirements

ISO/IEC CD TR 15446 Information technology -- Security
techniques -- Guide for the production of Protection Profiles and
Security Targets
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Budovanie bezpecnych systémov

Bezpecnostna konfekcia (opakované riesenia)
Certifikované komponenty
Standardné rieSenia

Zmysel — nie je potrebnych tolko kvalifikovanych ludi a
dosiahne sa potrebna bezpecCnostna uroven vo vacsom
rozsahu

Viacero rieseni (BSI, NIST)
Pozrieme sa na Common Criteria

41



Efektivha odpoved na riesenie
bezpecnostnych incidentov

Bezpecnostny incident = udalost narusujuca zasady bezpecCnostnej
politiky organizacie

Preventivhe opatrenia mali za ciel zabranit vzniku bezpecnostnych

incidentov, ale nemohli ich vylucit

Dal3ia linia ochrany — efektivne riedenie bezpeénostnych incidentov

Ciele : minimalizovat dopad, urychlene dosiahnut navrat do
normalneho stavu, zaistit’ stopy, vyvodit désledky

Viaceré zo spomenutych uloh spadali tak do prevencie ako aj do
rieSenia bezpecnostnych incidentov
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CERT a CSIRT - histéria

Morrisov cerv 1988

Stretnutie expertov — zaver vytvorit jeden kontaktny bod, v ktorom
by sa sustredovali informacie o bezpecnostnych incidentoch

kratko na to vznikol prvy CERT® (Computer Emergency Response
Team), ktorého ulohou bolo poskytovat pomoc pri rieSeni

bezpecnostnych incidentov (na Internete).

v Eurdpe zauzival SirSi pojem CSIRT (Computer Security and
Incident Response Team)

1990 zalozena medzinarodna organizacia FIRST (Forum of Incident
Response and Security Teams) zdruzujuca v sucasnosti viac nez

180 CSIRT a CERT timov z celého sveta.
Eurépa TF-CSIRT
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Poslanie a ulohy CSIRT

* Analogia — hasiCska stanica
* Pre verejnost, alebo vybranu skupinu pouzivatelov
* Ulohy

Riesenie akutnych problemov

CviCenia, metodiky, Skolenia, posudzovanie urovne ochrany
konkrétnych systémov

Monitorovanie a varovne signaly
Legislativa a Standardy

Zaistovanie stop

Spolupraca s vysetrovatelmi a policiou
Medzinarodna spolupraca
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Zakladny ramec CSIRT

Zakladny ramec CSIRT-u sa da neformalne vyjadrit odpovedami na
nasledujuce otazky

. co bude CSIRT robit' (reaktivne, proaktivne sluzby)
. pre koho,

. v akom lokalnom prostredi.

. s kym bude spolupracovat’ ?

. CERTS in Europe v1.4 © European Network and Information Security
Agency (ENISA), 2006 cert_inventory v1 4.pdf

. Moira J. West-Brown, Don Stikvoort, Klaus-Peter Kossakowski,
Georgia Killcrece, Robin Ruefle, Mark Zajicek, Handbook for

Computer Security Incident Response Teams (CSIRTSs) First
release: December 1998 2nd Edition: April 2003
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cert_inventory_v1_4.pdf

Systemy riadenia informacnej bezpecnosti

* KomplexnejSie (pozri ISO/IEC 27001) — budeme sa nim
zaoberat neskor

* Sucastou je aj rieSenie bezpecCnostnych incidentov
* Specialne

— Business continuity planning

— Disaster recovery

46



Kriticka infrastruktura

* |IKT su sucCastou kritickej infrastruktury spoloCnostsi

Revolutionary advancements in computing and communications
technology have interconnected government, commercial, scientific,
and educational infrastructures—including critical infrastructures for
electric power, natural gas and petroleum production and
distribution, telecommunications, transportation, water supply,
banking and finance, and emergency and government services—in
a vast, interdependent physical and electronic network.

* TercC potencialnych utokov (posledny priklad — prerusenie
podmorskych kablov na Blizkom vychode)

* http://fen.wikipedia.org/wiki/2008 submarine cable_disruption
* http://image.guardian.co.uk/sys-images/Technology/Pix/pictures/2008/02/01/SeaCableHi.jpg
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http://en.wikipedia.org/wiki/2008_submarine_cable_disruption
http://image.guardian.co.uk/sys-images/Technology/Pix/pictures/2008/02/01/SeaCableHi.jpg

SEA-ME-WE-4 near Alexandria
- FLAG cable near Alexandria
FALCON cable between Muscat and Dubai, UAE
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Top ten security guidelines

1. assess the risks to your business

2. consider security first when planning building works

3. establish a security culture in your business

4. keep premises clear and tidy

5. control access points and use staff and visitor passes

6. install physical measures e.g. locks, alarms, CCTV, lighting etc
/. establish good mail handling procedures

8. recruit carefully, checking identities and following up references
9. take proper IT security precautions

10.test your business continuity plans regularly

http://www.cpni.gov.uk/About/topTen.aspx
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http://www.cpni.gov.uk/About/topTen.aspx

This chechlist is designed to help
staff o deal with a felephoned
bomb threat effectively and to
record the necessary information

Photocopy this form or visit
www.mi5.gov.uk

fo download the pdf and
print it out

Priklad: Bomb threat chec

Actions to be taken on receipt of a bomb threat:
Switch on recorder/voicemail (if connected)
Tell the caller which townidistrict you are answering from
Record the exact wording of the threat:

Ask the following questions:

Where is the bomb right now?

When is it going to explode?

What does it look like?

What kind of bomb is it?

What will cause it to explode?

Did you place the bomb?

Why?

What is your name?

What is your address?

What is your number?

Record time call completed:

Where automatic number reveal equipment is available,
record number shown:

Inform the Security Co-ordinator of name and telephone number
of the person informed:

Contact the police on 999. Time informed:

The following part should be completed once the
caller has hung up and the Security Co-ordinator and
the police have heen informed.

Time and date of call:

Length of call:

Number at which the call was received
(i.e. your extension number):

About the caller
Sex of caller: Age:

Tick |

where
appropriate

Language
Well spoken
Irrational

Taped message
Offensive
incoherent

Message read by threat-maker

Caller's voice
Calm

Crying
Clearing throat
Angry

Nasal

Slurred
Excited

Stutter
Disguised
Slow

Lisp

Accent

Type of accent

klist

Background sounds
Street noises
House noises
Animal noises
Crockery

Motar

Clear

Voice

Static

PA system

Booth

Music

Factory machinery
Office machinery

Other (specify)

Other remarks

Rapid
Deep
Hoarse
Laughter
Familiar

If so, whose voice did it sound like?

Signature:

Date:

Print name;
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Trvale udrzatelna uroven

* Vzdelavanie
— Pouzivatelia
— Informatici neSpecialisti
— Specialisti na InfoSec
— Neinformatici InfoSec (pravnici)
— Vyskumnici v InfoSec

* Vyskum
* Medzinarodna spolupraca
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Slovensko

SR musi v oblasti informacCnej bezpecCnosti riesit tie isté alebo
podobné problémy, ako informacne najvyspelejSie krajiny,

s vynimkou toho, ze slovenska NIKI nie je pre medzinarodny
terorizmus zatial natofko zaujimava, ako IKI inych krajin,

Na zaistenie svojej informacnej bezpeCnosti ma SR podstatne
mensSie zdroje ako informacCne vyspelé krajiny

Stat sa sustredil na zaistenie informaénej bezpe&nosti vo
vybranych oblastiach (utajované skutoCnosti a osobné udaje);

v ostatnych oblastiach (informacCnej bezpecCnosti) su aktivity Statu
nedostatocné

pripravuju sa rozsiahle (Statne) IKT projekty (e-Government, e-
Health a i.) pri rieSeni ktorych treba zohladnovat informacnu
bezpeclnost uz od fazy navrhu,
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Co chyba

koncepcia informacnej bezpecnosti,

legislativa, normy a Standardy informacnej bezpecnosti,
explicitné rozdelenie kompetencii za informacnu bezpecnost,
koordinacia rozlicnych aktivit v Statnej a sukromnej sfére,
organizacné zabezpecCenie informacnej bezpecnosti na urovni
Statu,

odborné kapacity (know-how a ludia),

vlastny vyskum v oblasti informacnej bezpecnosti,
systematické budovanie bezpecnostného povedomia,
medzinarodna spolupraca.
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Perspektiva

Vlada koncom augusta 2008 schvalila Narodnu strategiu, ktora by
mala vytvorit zakladny ramec

rozumne vyuzitie existujucich zdrojov, vyuzitie medzinarodnej
spoluprace, spolupraca stat-sukromny sektor-akademicke institucie-
IT firmy a obCania mbze priniest’ vyrazné zlepsSenie.
Aktualne projekty

— Navrh systému vzdelavania v informacnej bezpec€nosti

— Posudzovanie stavu informacnej bezpecnosti — metodika

— Analyza standardizaCnej Cinnosti
— CSIRT.SK
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BezpecCnostneé normy a
standardy

Prednaska ¢. 4



Hodnotenie bezpecnosti systemov

Trocha historie (USA)
DoD projekt na zabezpecenie svojich pocCitacov uz v roku 1977

NIST (Brooks Act, 1965) stal inStituciou zodpovednou za navrh a vyvoj
federalnych noriem stanovujucich podmienky pre vyber a pouzivanie

vypoctovej techniky
Dve oblasti
— navrh noriem pre pocitacovu kryptografiu a

—  noriem pre vytvaranie a hodnotenie zabezpecCenych pocitaCovych
systemov

V r 1981 bola NSA poverena zaistenim vSetkych systémov v pdsobnosti
Ministerstva obrany USA a vzniklo Computer Security Center, ktoré sa
neskor (1985) zmenilo na National Computer Security Center (NCSC),
zabezpecujuce pocitaCoveé systémy federalnej vliady
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The Brooks Act

Public Law 89-306 (Brooks Act), dated October 30, 1965
Public Law 89-306 89th Congress, H.R.4845

October 30, 1965

An Act 79 STAT. 1127

To provide for the economic and efficient purchase,
lease, maintenance, operation, and utilization of
automatic data processing equipment by Federal
departments and agencies.
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Hodnotenie bezpecnosti systemov 2

CSC vypracovalo dokument Trusted Computer System Evaluation
Criteria, znamu ako Orange Book,

Neskor rainbow series

V roku 1987 bol prijaty Computer Security Act, ktorym boli
redukované pravomoci NCSC na oblast narodnych

(klasifikovanych) systémov.

Ostatné systémy NIST
Koordinacia s NSA

Federal Information Security Management Act (FISMA) v roku 2002
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Narodné a medzinarodné kritéria

[TCSEC] Trusted Computer Systems Evaluation Criteria, US DoD
5200.28-STD, December 1985.

DalSie narodné kritéria (Kanadské) [CTCPEC] Canadian Trusted
Computer Product Evaluation Criteria, Version 3.0, Canadian
System Security Centre, Communications Security Establishment,
Government of Canada, January 1993.

[FC] Federal Criteria for Information Technology Security, Draft

Version 1.0, (Volumes | and Il), jointly published by the National
Institute of Standards and Technology and the National Security
Agency, US Government, January 1993.

[ITSEC] Information Technology Security Evaluation Criteria,
Version 1.2, Office for Official Publications of the European
Communities, June 1991.
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Common Criteria

* Tvorcovia

* Canada: Communications Security Establishment

* - France: Service Central de la Sécurité des Systemes d'Information
* - Germany: Bundesamt fiir Sicherheit in der Informationstechnik

* - Netherlands: Netherlands National Communications Security
Agency

- United Kingdom: Communications-Electronics Security Group
- United States: National Institute of Standards and Technology
- United States: National Security Agency

Struktuara

Part 1: Introduction and General Model
* Part 2: Security Functional Requirements
Part 3: Security Assurance Requirements
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Cielové skupiny CC

Pouzivatelia

— Consumers can use the results of evaluations to help decide
whether an evaluated product or system fulfils their security
needs

— Specifikacia poziadaviek pouzivatelov v podpobe PP
Vyvojari
— The CC is intended to support developers in preparing for and
assisting in the evaluation of their products or systems and in

identifying security requirements to be satisfied by each of their
products or systems.

Posudzovatelia

— The CC contains criteria to be used by evaluators when forming
judgements about the conformance of TOEs to their security
requirements.
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Ako vyzera evaluacia podla CC?

Evaluation
Criteria
/ (the CC) N
Evaluation
i Methodology h
Evaluation
! Scheme T"
TN 7N
/ \ Final [ Avorovel ) List of
| Evaluate |——= Evaluation ———= gf;?jf t——| Certificates/
\ / ) Register
Y / Results / =
\H.h__ _ / \ﬁ.___ ___.,-/

Figure 3.1 - Evaluation context
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Vztahy medzi zakladnymi bezpecCnostnymi
konceptami podla CC

N value
[ Owners wish to minimise \
impose )
P ~ to reduce
countermeasures h
y that may
that may be possess
reduced by
- vulnerabilities
may be aware of

Issdmg to
that
[ Threat agents J exploit risk
give that | m-::rssss '
rise to
threats tc:- assets ]
J

\_ wish to abuse and/or may damage j

Figure 4.1 - Security concepts and relationships



Zakladne pojmy evaluacie systemov

Assurance
Techniques Evaluation
produce gives evidence of
assurance

giving

( Owners J
require
g H confidence J
that I [ ]
countermeasures
. LP[ risk J
minimise
¥D-| assets.
to }

Figure 4.2 - Evaluation concepts and relationships
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Vyvoj bezpecneho systemu

Security
requirements

N
*’( J

;

S

-

'\ )-.— specification |-}

Correspondence

integration testing \ Uk‘L Hardware

Functional /_\\ Df‘Sig]l and

implementation

f refinement
/N | Highlewel ’J/ - \\}
_/
V!
r — _\L - 7
|
+=H
| | i
L — 4
| | -

analysis and /"T\ Source code/ | \

drawings w /
e T [mplementatio
|

\ -t n

Figure 4.3 - TOE development model
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TOE physical
environment

A

Assumptions

CC requirements |

catalogus

Functional
requiremenis

Azszats requinng
proteclion

v
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_ __——l security .'____—=
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Threats

/ Estalblish
security ||
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Security
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.f Estal:-lsh
e | security
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v

Assurance
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Y
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|'
| TOE summary

Qemr cat?

TOE summary
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TOE purpose

I

H\\
N

Organisationa
security policies

Reguirements for
the environment

Security
Environment
material (PR/ST)

Security
Objectives
material (PP/ST)

Security
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Security
Specification
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PROTECTION PROFILE

PP Introduction

TOE Description

TOE Security
environment

IT security

PP identification
PP overview

Assumptions
Threats

Organisational security policies

Security objectives Security objectives for the TOE
Security objectives for the environment

TOE security

requirements

= PP application notes

Rationale |

requirements

T

TOE security functional
requirements
TOE security assurance
requirements

Security requirements for the IT environment

Security objectives rationale
Security requirements rationale

Figure B.1 - Protection Profile content




SECURITY TARGET

ST introduction

ST identification

— ST overview

—— CC conformance

TOE Description

TOE Security
environment

Assumptions
. Threats

L Organisational security policies

Security objectives

Security objectives for the TOE
| Security objectives for the environment

IT security
requirements

TOE security TOE security functional
requ Irements requirements
| TOE security assurance

requirements

L Security requirements for the IT environment

TOE summary
specification

TOE security functions
Assurance measures

PP claims

PF reference

PP refinements

— PP additions

Rationale

Security objectives rationale

Security requirements rationale

—— TOE summary specification rationale
PP claims rationale




Funkcionalne bezpecCnostné poziadavky

Security audit (FAU)

Communication (FCO)
Cryptographic support (FCS)

User data protection (FDP)

Security management (FMT)
|dentification and authentication (FIA)
Privacy (FPR)

Protection of the TOE Security Functions (FPT)
Resource utilisation (FRU)

TOE access (FTA)

Trusted path/channels (FTP)
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