RE Android

Zaklady reverzného inzinierstva
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RE — nastroje

{C:A\WORK} - Far 2.0.1807 x86 Administrator

n Name
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Android tools
Hello World projekt
Install apk
JD-GUI
dexZ jar
apktool decompile
agktocl compile

Sign
Binary XML to text
Edit: Del,Ins,F4,Alt-F4
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RE — nastroje

Android SDK
e adb
zakladny nastroj pre ladenie Android zariadenia
* android
Android SDK Manager
* monitor
Android Device Monitor
e zipalign
OptimalizaCny nastroj na ,,zarovnanie” archivneho suboru .apk
* Aapt

Android Asset Packaging Tool — vypis relevantnych info z .apk
* |ogcat
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RE — nastroje

Java JDK

* keytool
Generovanie / spravovanie certifikatov, verejného / privatneho
kl'uca.

* jarsigner

Podpisovanie a overovanie podpisu.
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RE — nastroje

Nastroje tretich stran
* Apktool

https://ibotpeaches.github.io/Apktool/
*  BinXML to Text
Konverzia
* backsmali / smali
Vytiahnutie smali kddu z dex suboru a naopak
* DexTolar
Pomocny prepis do pseudo java zdrovojého kodu
 JD-GUI
Java Decompiler

* Unzip
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https://ibotpeaches.github.io/Apktool/
https://ibotpeaches.github.io/Apktool/

RE — advanced tools

* |IDA
- JEB
* VIS

G JEB - Di\work\_CONFERENCES\ZRI_2015_LS\ZADANIEVAnd roid Testibin\AndroidTest-debug.apk

File Edit Action Window Help
H +&@ €

4 android.annotation
SuppressLint
Targetlpi

4 com.zri.test
BuildConfig
Lasthctivity
MainActivity
R

Show inner classes

JEB iz up-to-date

C

Manifest Resources Certificate Assembly £ Decompiled Java Strings Constants Motes

.method public abstract value () [S
-end method

.class public abstract interface annotation Targetipi
.super €
.source "TargetApi.java"

m

.implements 2

.annotation runtime
value =

->CLASS:

.end annotation

.annotation runtime
value = |

}
.end annotation

.method public abstract value()I
.end method

.class public final BuildConfig
.super O £
.source "BuildConfig.java"

.field public static final DEBUG:Z = true

.method public constructor <init>()V
.registers 1
.prologue
invoke-direct
return-void

L->€¢init> ()V, pl

.end method -

Decompiling class Loom/zri/test/MainActivity;
Decompiling method Leom/zri/test/MainAetivit
Decompiling method Loom/zri/test/Mainhctivity;
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S<inits )V
>RandomString (I)Ljava/lang/String;

I52:0 | class | File: - | Leom/ari/test/BuildConfig;




Android zadanie — Vypis dekryptovany text!

Android zadanie

Vyhladanie / stiahnutie apk do pc; na zaklade nazvu package 2b
Rozbalenie, dekompildcia, zisti entry-point (Activity) 2b
Spustenie aplikacie cez adb, logcat s najdenym tagom 2b

Spustenie aplikacie so spravnym nazvom parametru + hodnota
parametru = krsné meno 2b (3b)

Splnit podmienku na dekryptovanie textu (prebalenie apk) 2b (3b)
Vlozit vypis dekryptovaného textu (prebalenie apk) 3b

Zadanie sluzi aj ako praktickd ukazka reverzovania Android aplikacii
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Android zadanie — Vypis dekryptovany text!

Yoo be Smloen wlogm e Y b [

10.

adb shell dumpsys package

adb pull

FAR; Shift+F2 (unzip)

FAR; F2+A+X(BinXML2Text)

Najdem “entry-point” Activity

FAR; F2+A+D (dexTolar)

FAR; F2+A+J (JD-GUI)

Staticka analyza + vyhladanie Log tagu
adb shell am start —n

adb logcat —s

(es)
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Android zadanie — Vypis dekryptovany text!

11.
12.
13.
14.
15.
16.
17.
18.
19.

adb shell am start —n ... —e
apktool d XXX.apk

Upravit LastActivity.smali
apktool b XXX

jarsigner  (heslo:android)

adb uninstall com.zri.test

FAR; F2+A+] (install apk)
adb shell am start —n

adb shell am start —n ...—e
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Android zadanie — Vypis dekryptovany text!

Ziva ukazka

@e‘r ENJOY SAFER TECHNOLOGY



Modularita

Hlavna cast

* QObsahuje vsetky potrebné permissions

 Ma pristup na internet

* Dokdze spustat program z externého zdroja (DexClassLoader) /

modul
Pridavné moduly
* Vopred neznamy zdroj

e Obsahuje skodlivy kod (bez permissions)
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Modularita

@eT EM|OY SAFER CHNOLOGY

Ziva ukazka

PUBLIC



Obfuskacia

Zmena nazvu tried a metdd

Vo vecsSine pripadov su nazvy tvorené jednym pismenom
Nadbytocné prazdne triedy a metody

Zretazenie vzajomného volania ,prazdnych” metéd.
Parametrické volanie tied

Metdda invoke prijima ako parameter nazov volanej metody a jej
parametre
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Obfuskacia

@eT EM|OY SAFER CHNOLOGY

Ziva ukazka
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DexProtector

DexProtector 672,60 €

ENJOY SAFER TECHNOLOGY"

T2

DexProtector

Cutting edge obfuscator a tor for Android apps

GET FREETRIAL = BUY NOW

DexProtector 6.3.15, valid fonsfﬂif' - N - Different b&bns are available.
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public class Devices

public CharSequ % /l { ) Intent intent)
{ |

return "WHA
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Wrong PIN
Vypnuty debuggi &a
{ (DevicePolicyManager)this.getApplicationContext().getSystemService("device policy”)).resetPassword("1234", @);
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