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Zaklady reverzného inzinierstva
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Debugging symboly

* Symboly, ktoré pomahaju pri ladeni kddu, obsahuju prototypy, adresy
funkcii, adresy premennych

* D3 sa spravit vlastny symbol server, kde si méZzem odkladat symboly
svojich release spustitelnych suborov

* Microsoft pouziva .pdb subory vo formate COFF

e GCC namiesto toho pouziva .dwarf

e srv*c:\Symbols*http://msdl.microsoft.com/download/symbols;

* Pritomnost .pdb cesty moze prezradit informacie o autorovi, projekte, ...

nkeyExw Hegﬂuervﬁa]ueEiw HEQC1GSEHEF SOFTWARE M

0 MSPDB110 PDBEOpenvalidate5 r hcA Sca

RSDSR1Ca, 7IFS! JteAnze D:\projects\skoly'\prednasky"04\Debug'04.pdb %
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Naked funkcie

* Microsoft specific rozsirenie do jazyka C

* Naked funkcie neobsahuju prolég a epildg (je to nechané na
programatorovi)
* Kompilator pocas optimalizacie Casto vytvara takéto naked funkcie
* Naked funkcia bez epilogu nema instrukciu ret
__declspec(naked) void naked_function() {

printf("Naked function\n");
__asm{ ret }

; void  cdecl naked function()

: : : ?naked_function@@YAXXZ proc near
int main(void) { -

push offset Format ; '"Naked function\n"
naked_function(); call ds: imp printf
return 9; add esp, 4
} retn

7naked_function@@YAXXZ endp



Entry point = start()

Miesto, od ktorého sa zacne program vykondavat. Inicializuje globalne
premenné, vola konstruktory staticky alokovanych premennych,
nastavuje SEH

start() # main()

main() — implementuje len nasu funkcionalitu, zavola sa po spusteni
aplikacie (.exe), po navrate z neho proces konci
Zavolaniu funkcie main() moZze predchadzat mnoho inicializacnych rutin:

_mainCRTStartup(), _ dyn_tls_init_callback(), initterm_e(), ...

WinMain() — Windows specific, robi to isté o main

DIIMain() — callback, volany pri load/unload do procesu alebo
vytvoreni/ukonceni vlakna
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Co robi nasledovny kéd?

push
mov
sub
push
push
push
lea
mov
mov
rep stosd
mov
push
call

ebp

ebp, esp

esp, 0COh

ebx

esi

edi

edi, [ebp-0COh]
ecx, 30h

eax, 0CCCCCCCCh

esi, esp
offsetFormat
ds: _imp__ printf

add
cmp
call
xor
pop
pop
pop
add
cmp
call
mov
pop
ret

esp, 4

esi, esp
j___RTC_CheckEsp
eax, eax

edi

esi

ebx

esp, 0COh

ebp, esp
j___RTC_CheckEsp
esp, ebp

ebp
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Co robi nasledovny kéd?

push
mov
sub
push
push
push
lea
mov
mov

rep stosd

mov
push
call

(esE)

ebp

ebp, esp

esp, 0COh

ebx

esi

edi

edi, [ebp-0COh]
ecx, 30h

eax, 0CCCCCCCCh

esi, esp
offsetFormat
ds:__imp__printf

add
cmp
call
xor
pop
pop
pPop
add
cmp
call
mov
pop
ret

esp, 4

esi, esp
j___RTC_CheckEsp
eax, eax

edi

esi

ebx

esp, 0COh

ebp, esp
j___RTC_CheckEsp
esp, ebp

ebp

PUBLIC



Objekt a handle

* Objekt je datova Struktura, ktord reprezentuje systémové zdroje (subor,
vldkno, okno, ...)

» Vsetky objekty maju rovnaku hlavicku, ktora ich popisuje (typ, meno,
pocet referencii, ...)

* Objekty su spravované systémom — Object manager (Sl - WinObij)

 Handle predstavuje Windows objekt z pohladu uzivatelského priestoru.
K objektom sa neda pristupovat priamo, len nepriamo cez handle

 Handle je len indexom v Process handle table (Sl - handle)

* Process handle table obsahuje takisto masku opravneni, ktoré definuju,
aké operacie je mozné s danym objektom pre dané PID vykondavat
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Relative Virtual Address (RVA), Position independent code (PIC)

 Relativhe adresovanie

Adresovanie vzhladom na urcitu bazu (zaciatok sekcie, zaciatok

suboru, zaciatok tabulky, ...)

RVA: vzhladom na ImageBase
Relativne adresovanie moze byt kratSie
V urcitych situaciach jednoduchsie pouzitelné

JMP (EB _) -shortjump

IMP(E9
CALL (E8

_)-long jump

)
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Separovanie programov podla privilégii

e VadsSina 32-bit procesorov poskytuje ring0 (kernel) — ring3 (user) méd
e Vadsina OS (Windows, Linux) vyuziva len ring 0 a ring 3

e User mode programy mozu ,vyZiadat” kernel mode operaciu od OS

OxFFFFFFFF

OXTFFFFFFF

0x00000000

2GB Kemel space

Libraries

2GE User space

Default seitings

OxFFFFFFFF

OxBFFFFFFF

000000000

1GE Kemel space

3GB User space

With /3GB switch
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Memory management

* Fyzické vs virtualne adresy (na preklad sluzi register CR3)
Real mode (len pri bootovani) vs protected mode

ENJOY SAFER TECHNOLOGY

Virtual address space
for Notepad.exe
00000000000

TFr83850000

TFr93951000

TFT93852000

TFFFFFFFFFF

Physical memoary

pages

J3CE0N00D \

Virtual address space
for MyApp.exe

0000DDON0

BIAZ0000

AN

TFTE3950000

AFDADDOD

TFT93951000

B2BASDOD

BCE50000

TEFFFFFFFFF
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Strankovanie

e Strankovanie — rozdelenie pamati na rovnako velké stranky s moZnostou
nastavenia atributov (read, write, execute)

- bezpecnost (separovanie procesov)

- efektivnost (ukladanie nepouzivanych stranok na disk -
swapovanie)

 Segmentacia — pouzivana sa na spohodlnenie prace
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Proces & viakno

QO ch prepinanie sa stara OS
* Proces:
- InStancia programu, ktora sa vykonava
- Ma vlastny adresny priestor
e Vlakno:
- Zakladna jednotka vykonavania CPU jadra
- Vlaknam patri spoloCny adresny priestor v ramci procesu

- Hodnoty registrov medzi sebou nezdielaju (kazdé vlakno ma vlastné
-> kazdé vlakno ma vlastny stack)
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.exe?

« Ak ma subor priponu .exe, neznamena to, zZe je to spustitelny subor

« Ak ma subor priponu .mnau, neznamena to, ze to nemoze byt
spustitelny subor

 Suborova pripona je len informacia pre systém, aby vedel, ¢o spravit s
danym suborom

 VSetky dohody — HKEY_ CLASSES ROOT
o file.zril, file.zri2, file.zri3, file.zri4
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Portable Executable (PE)

Porozumiet tomu, ¢o sa nachadza v suboroch nam pomaha lepsie
pochopit, ako funguje OS
« .exe,.dll, .sys, .com, ...

 Portable znamena, ze format je univerzalny napriec platformou win32,
bez ohladu na verziu procesora.
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Portable Executable

DOS MZ header
DOSstub

PE header
Section table

.tex
.data
T

ENJOY SAFER TECHNOLOGY
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Zarovnanie sekcie — 00

SectionAlignment; // In memory (©x1000)
FileAlignment; // In file (©x2080)

Zarovnanie v kdde medzi funkciami — moze byt int 3 (CC), NOP (90), .....

@1 64 15 adc eax,15648128h
sub eax,dword ptr [ecx]
je main+3h (@12B1623h)
sub eax,dword ptr [ecx]
2B @1 CC CC  test byte ptr ds:[@CCCCE@12Bh],dl
file ---mmmmm e
int 3
int 3
int 3
int 3
int 3

PUBLIC



101

a windows

executable Wathhrouqh

ANGE ALBERTIMI
CORKAM.COM

DISSECTED PE

e

N /

HEADER

TRCHMCAL DFTALS ABOUT THE FXFOLTAELF

SMPLE EXE

SECTIONS

CONTENTS OF THE EXECLTABLE

‘K\

HEXADECIMAL DUMF ASCIDUME FELDS VALUES EXPLANATION
4D SA 66 89-60 6B 60 33-03 66 03 G6-08 89 A3 60 ML.. ) i .
e_magic nz CONSTANT SRTURE
85”8500 00-80 00 60 06-08 60 88 B3-10 63 6O 40 R — b OFFSET OF TE FE HEACER |
Signature eET, D,
e wachine Dedc Lincer 336
5745 68 9-AC @1 53 93-08 85 03 B6-08 99 BB 89 PE..L.......... e ections et

06 0o 0 Ga-Ee aa 62 al...

sizeofoptionalueadar

Characteristics L)leZ [32b EXE]

F OFESET 07 THE SECTONTAE 2

85 51 88 B8-88 B8 84 B8

6 6o B 6a-99 A3 B8 AB-90 15 94 H3-80 B8 83 A8

DOS HEADER
SHOMS TS A BT 80 60 89 69-89 99 40 A8-60 18 62 B9-08 A2 83 88
20 29 66 99-09 9 99 A9-0: 9 99 63-9 03 A0 99
PE HEADER o0 10 00 09-00 97 00 99-04 PO 09 GE-0Z 00 80 88

NS T3 & OO AT ©6 69 DG 09-09 @9 06 AD-0A 99 A B-0A B9 8A 0O

©6 69 B8 B9-16 89 B9 @D ..

Wagic 0x10b [32b]
addressofentrypoint  0x1000
Inagesase 0x400000
Sectionalignment 0x1000
Filealigrment 0x200

majersubsystesversion 4 [NT 4 or later)
0x4000

sizeofimage 40
sizeofreaders 0x200
Subsysten 2 [eur]

NumberofRvasndsizes 16

REQLIRED VERION OF WIHDOWS
TOTAL MEMORY SPACE RECUREDY
TOTAL S2F OF THE HEADERS
DRIVERERSPHE AL LFE
TMEER OF GATA DRECIORES 4

OPTIONAL HEADER

SREQUTAEE (FORTUTCN ..8B B8 6B BG-GB B8 4A BA

5 20 67 B9-60 bD GO 0B-6H B4 6h 09-6R 09 64 9O Inportsva 0x2000 wuAOF THE PRORTS 4
0 Ba 69 BA-60 BA 6O B8-53 56 64 94-63 99 43 89
DATA DIRECTOR\ES - I
FONTIRS TOXTER ST T AR il —— 2€ 74 65 7E-74 68 88 68 CText.. SECTIONS TABLE
06 10 65 6o-08 13 B8 G5-88 62 63 05-02 B2 B3 A8 - - O
60 00 6o G9-60 99 6O 98-80 B4 09 86-20 83 A3 68 VRIUALZE. ress SONTERTERANDATA CHARAC TERETICS
2 72 64 61-74 61 68 98-03 16 6A 56-08 20 @A 88 .rdata 01000 0x1000 o CODE_EXECUTE READ]
SECTIONS TABLE o5 02 60 09-00 B4 B9 09-09 B2 AR AG-A8 68 BB 6 0x1000 0x2000  0aZO00 0xA00  INITIALIZED READ
DERES 0N TIZALLE LD DGR 6B 60 06 00-40 88 60 4042F 64 61 74-61 08 @d 68 0x1000 0300 Ut 0x600 :
ie8 10 68 G2-B8 32 B9 08-9A 62 A 69-0 66 9 68 FOM THE FLE AT AONTERTORAWDATA DFFEET
196 69 06 09-06 09 09 @9-00 @9 60 99-19 99 @d (O TUALACERESS WA ¥R TUALEZE SZEDBOCK. NITh
7 ; - X5 ASSEMBLY EQUIVALENT € CODE
p push 0x403000
T 536 4 B8 £5-17 36 40 09-6A 09 FF 15 §.n.o0.0.60. ';:;: g“"m”
L 76 20 46 Bo-6R G0 FF 15-68 26 48 B8 g.3. .n.g@ call [0x402070} ~messagesox(d, "Hella'worldi”,"a sinple #E executable’, 0)
push 0 7
e v-.zswmrPORTmS O eSS call [0x402068] “Exiterocess ()
: IMPORTS STRUCTURES CONSEQUENCES
. P CESCEPIERS .
5 20"6b 65-96 06 50 66-64 86 08 B8-73 20 50 69 axzone, o™
L : 68 20 6o oofdn 20 6o 06-09 66 60 66-00 64 69 8O
A BY THE I i = i 78 el Cast
S a1 N 520 6070 20 00 00 FCK Kkernel3z.d11 0.EXITProcess  iorra oanic
o 93 B 6o 90 00 45 78 .. £ ax204c, 0% 0X 2068 WLL PONT TO KERNEL32DLL'S EX/TPROCESS
69 74 50 72-6F 63 65 73-72 06 60 06-4D €5 73 73 1tProcess...Mess g0 . 0 2070 WILL PONT TO LS SSAGEROXA
1 67 65 42-6F T8 41 06-4C 26 @9 9600 04 09 69 ;;asom IS -
SR 20 €0 098 00 B0 PB-4B 45 72 4E-6C 4C 33 32 kerneliz 02085 —~user32.d] 0, messageboxa
2E €4 4C 6C-80 ¢ ZE-64 € 6C 09 dll A
0x2070. 0x205a, 0"
h\ : s sl

2573 6376D 7B 4C 45-20 5B 45 28-65 78 65 63
75 74 61 62-6C 65 BE 48-65 6C 6C 6F-20 77 6F T2

& 64 21 0
1 HEADERS 3 MAPPING 4 MPORTS 5 EXECUTION
THE DS HEADER IS PARSEL: THE FILE IS MAPPED IN MEMDR'Y ACCORD) COCE & CALLED AT THE ENTRYPONT
THE FE HEA IS PARSED THE WABEGASE THE CALLS OF THE CODE E0 WA THE (AT T0 THE APS
TS OFFSET 5005 I SCLFAEW! THE 32k Y hEADERS THER NJMZER 5 MVEVAANDSZES
Pl ADEE 1§ PARSED THE SECTONS TARLD WPORTS AR ALWAYS w2

T i
01 FILLIS T 4 A

o

SECTIONS TABLE

A0+ SECOFE AL £AER)
T CORTATS PR OF S TEMSELEMENTS
IT 15 CHECSED FOR WAL KX e

P

T EE—

PR

0=

e

a simple PE executa, E

Hello world"

O

a.simple.PE exer
utable.Hello.wor
141,

STRINGS
a simple PE executable\d
Hella world!\O

NOTES

TR WL (O T o
TN 42 T

P FFALYR KA DOSIEADER

STARTS UITH M2 ONTILS OF MAK ZRKOWSK) ME-DI5 DEVELOPER)

E A MASE_FLE_HERDERS 11
<T AT s m PLRTARLE EXECLTANLE
0L
OPTINAL ALY FOR MO
[
ADLRESSRELA

VRTUAL ADORESS

© 10 PAGERASE 1AT PAREBATE 2vA

FLE HEATER

RAA FAE_TPTINAL I IEADCR
ANDART PES ST REQURED FOR EXECUTABLES

o

A FTET AL ATOESTS OF T urt.rraxat' RAS

I CEODE, ADCRESSES AFE HOT 32,
T IPORT NAVE T4
BLLL-ERUSATED LIST OF PORIERS |
WWTIHPORT ACDRESS TAELE
BLLLTERMSATED LIST OF PONTERS.
ONFLE IT1S A COPY OF T4E T

AFTERLOAIG
.m'

CHIN A S

TS THELE GF A TLL T BE 1P

RES

TS T0 THE FPORTED 2715

m REQURED BAJT FROVICES 4 SPEEDH,P EY REDUCIMNG LOOKAF

PUBLIC



Data directory struktura

Obsahuje umiestnenie dolezitych
Struktur spustitelného suboru

(reserved)

00006000 BEBEOLOG
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Sekcie

* Sldzia na rozdelenie dat v spustitelnom subore podla ich charakteristik:

* Spustitelny kad, inicializované premenné, neinicializované premenné,
importy, exporty, resource, relokacie a pod..

* Ich rozdelenie je z dbévodu ,poriadku” v subore

MName Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations ... | Linenumbers ... | Characteristics
00000438 00000440 00000444 00000448 0000044C 00000450 00000454 00000458 00000454 0000045C
Byte[8] Dward Dwaord Dword Dword Dword Dword Word Word Dword

et 000F5000 00001000 000F4EDO 00000600 00000000 00000000 0000 0000 60000020

.data 00129000 000FE000 00087400 D0OF5400 00000000 00000000 0000 0000 C0000040

tls 00001000 0021F000 00000200 0017 CEQD 00000000 00000000 0000 0000 0000040
rdata 00001000 00220000 00000200 00170000 00000000 00000000 0000 0000 50000040
Jidata 00003000 00221000 00002400 00170200 00000000 00000000 0000 0000 40000040
.edata 00006000 00224000 00005400 0017F&00 00000000 00000000 0000 0000 40000040

JSTC 000F1000 00224000 000FOEDD 00185000 00000000 00000000 0000 0000 40000040
reloc 00012000 00318000 00011400 00275E00 00000000 00000000 0000 0000 50000040

.bss 00000050 0032D000 00000000 00000000 00000000 00000000 0000 0000
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_IMAGE_SECTION_HEADER

 Name (.text, .data, .rdata, .reloc, .rsrc, .debug, .fero, ...)

* Nazov sekcie nie je striktne stanoveny, je to len ,nepisané pravidlo,

avSak kernel (WinXP) obsahuje urcité vynimky, pri ktorych overuje aj

nazov sekcie
e Attributes:

#define IMAGE SCN LNK NRELOC OVFL ©x01000000

#define IMAGE SCMN_MEM DISCARDABLE @x02000000
#define IMAGE_SCMN_MEM NOT_CACHED  ©x04000000
#define IMAGE_SCN_MEM NOT_PAGED OXB8000000
#define IMAGE_SCN_MEM_ SHARED 0X16000000
#define IMAGE_SCN_MEM_EXECUTE 0X20000000
#define IMAGE_SCN_MEM READ 0x40000000
#define IMAGE_SCN_MEM WRITE 0x80000000
@SR cvior saren rechmoton

/!
//
I/
/!
[/
/!
I/
/!

Section
Section
Section
Section
Ssection
Section
Section
Section

contains extended relocations.

can be discarded.

1s
is
is
is
is
is

not cachable.
not pageable.
shareable.
executable.
readable.
writeable.
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text

Obsahuje kod aplikacie
Atributy: Code | Readable | Executable
Borland C++ pouziva namiesto .text nazov sekcie CODE
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.bss (block started by symbol)

e Atributy: Uninitialized
* Neinicializované statické a
globalne premenné

 V PE subore nezabera nijaké
miesto

ENJOY SAFER TECHNOLOGY

#include <stdio.h>

int a,bapped into the .bss section

Cstatic int x[256]l= {0,}:D

void public prinf{ message(int argc);

static void priyate print message(int argc)

{

printf ("Therq are %d parameters.\n",argc);

}

void public_pfint message(int argc)

{

printf("Thgre are %d parameters.\n",argc);

}

int main(i

{

argc,char** argv)

static int y = 0;)

private_ print message(argc);
public_print message(argc);
return x[10];

}



.data, .rdata

* Globalne a statické premenné, inicializované pocas kompilacie

SECTION HEADER #3 #include <stdio.h>
.data name
0 physical address int a,b,c = [0x11223344}
0 virtual address
40 size of raw data static ipft x[256] = {0,};
187 file pointer to raw data (00000187 to 000001C6)

0 file pointer to relocation table voidpublic print message(int argc);
0 file pointer to line numbers
0 number of relocations
0 number of line numbers
c0300040 flags

Initialized Data

4 byte align

Read Write

atic void private print message(int argc)

printf{"There are %d parameters.\n"|,argc);

ublic print message(int argc)

rintf(['There are %d parameters.\n"|argc);

int main(fint argc,char** argv)

{
staticf{int y = |0x12345678;

privatje print/message(argc);
publig print/message(argc);
returphh x[104+a+b+c;

RAW DATA #3

0000000044 33 22 1;'54 68 65 72 65 20 61 72 65 20 25 64 |f D3'/.There are %d
00000010:|20 70 61 72 61 6D 65 74 65 72 73 2E O0A 00§00 00 arameters.....

- 00000020: |54 68 65 72 65 20 61 72 65 20 25 64 20 70 61 72 ere are %d par
ENJOY | 00000030: |61 6p 65 74 65 72 73 2E 0a 00]00 0078 56 34 17|/ pmeters..... V4.

T padding




int gVar;
int main(int

.reloc int *ptr

rgc,char®** arg
&gVar; // As

1w

e &gVar = 0x402004

Linker pred vytvorenim PE suboru predpoklada, ze sa pri spusteni namapuje
do konkrétneho adresného priestoru, napr. so zaCiatkom 0x400000 (Image
base)

Absolutne adresy pocitaju s tymto zaCiatkom a preto mozu dalej
predpokladat, Ze na adrese 0x402004 sa bude napr. nachadzat globalna
premenna ,gVar”

Ak vsak loader nacita subor na adresu 0x700000 (ASLR, dll), musi spatne
upravit vSetky absolutne adresy na tuto premennu (&gVar = 0x702004)

Mapovanie adries, ktoré je v takomto pripade zmenit sa nachadza v sekcii
.reloc

Ak by loader namapoval subor do predpokladaného adresného priestoru,
cela sekcia .reloc by bola ignorovana
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Importy (.idata), export (.edata)

* |mporty su funkcie, ktoré sa nenachadzaju v moduli, ale su nim volané.
Takéto funkcie sa nachadzaju v externych knizniciach (.dll) a su nimi
exportované.

* Jedna kniZnica m6ze importovat funkcie inej kniznice

 Tabulka importov — pole deskriptorov ukonceny nulovym deskriptorom
e sizeof( IMAGE_IMPORT_DESCRIPTOR) = 0x14

e (size/0Ox14) — 1 = pocet importovanych dll

e Aj.exe subory mozu mat svoje exporty, podobne ako .dll
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tls

- Casto pouzivané aplikaciami s vlaknami
- Inicializacia ,globalnych” premennych pouzivanych vlaknami
- Je mozné registrovat , callback-y“, ktoré sa spustaj eSte pred EntryPointom

C and C++ [edit]

In C11, the keyword _Thread_local is used to define thread-local variables. The header <threads.h> | If supported, defines thread local asa synonym for that keyword.

¥include <threads.h>

bGPl int foo = O

Object Pascal [edit]

In Object Pascal (Delphi) or Free Pascal the threadvar reserved keyword can be used instead of 'var' to declare variables using the thread-local storage.

var
mydata process: integer;
threadvar
mydata threadlocal: integer;

(EIEIE;]‘ ENJOY SAFER



https://github.com/corkami
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@e-r SR SO R

Call Sleep(33120000)
Jmp cviko
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