Windows Kernel, Kernel Driver-y

Robert Lipovsky

Zaklady Reverzného Inzinierstva 7.4.2016

@e]‘ ENJOY SAFER TECHNOLOGY

PUBLIC



Kernel? Kernel Mode? Ring 0?

* x86 podporuje 4 privilege levels —ring 0 —ring 3 mno !

Ring 0
* Windows pouziva 2:

Kernel
* user mode (ring 3) — kdd aplikacii
* kernel mode (ring 0) — system services,

Device drivers

device drivers

Applications

* Kernel mode — pristup k celej pamati a vSetkym instrukciam CPU

* Procesy maju vlastny adresny priestor

* Windows kernel a kod driverov zdielaju jeden adresny priestor
* na 32bit (bez PAE) 0x8000000 —> Oxffffffff na x86

Oxffffffff

0x80000000

Ox7ffeffff

0x00000000

Least privileged

Most privileged

kernel

user
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A problem has been detected and Windows has been shut doun to prevent damage
to your computer.

IRQL_NOT_LESS_OR_EQUAL

If this is the first time you’ve seen this Stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any Windows updates you might need.

If problems continue, disable or remove any newly installed harduware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup Options, and then
select Safe Mode.

Technical Information:

*xx STOP: Ox00000001 (Ox00000001, Ox00000001, Ox00000000, O0x00000000)



Kernel? Kernel Mode? Ring 0?

* source:

SSJStZTt Service User Environment
pro?:gsses processes applications subsystems
Subsystem DLLs
I I User mode
Kernel mode
Executive Windowing
and graphics
Kernel Device drivers grap

Hardware abstraction layer (HAL)
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Kernel, Executive, Drivery

* Windows kernel —jadro OS — ¢ast Ntoskrnl.exe — nizkourovriové funkcie: thread scheduling,
interrupt & exception dispatching, multiprocesorova synchronizacia

* Windows executive — horna cast Ntoskrnl.exe — zakladné sluzby OS —manaZment pamate,
manazment threadov a procesov, power manazment, PnP, bezpecnost, I/O, networking,
kounikacia medzi procesmi a mnoho dalsich

* Drivery (ovladace) — hardware device drivery (prekladaju I/O volania do requestov pre
konkrétne hw zariadenie) a nehardwarové device drivery (napr. filesystem, sietové drivery,
atd)

* Frameworky: WDF (KMDF, UMDF). Starsi WDM
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Systémové volania (Native API)

User Mode

Kernel32.dll Nidll.dll

Kernel Mode

CreateFile i NtWriteFile

ZwWriteFile

. % MSR_SYSENTER_EIP

KiFastCall Enter

Ntoskrnl

MtWriteFile

ZwWriteFile
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Driver Hello World ©

- DEMO

- Windows driver debugging with WinDbg and VMWare:
https://briolidz.wordpress.com/2012/03/28/windows-driver-debugging-with-windbg-
and-vmware/

- Driver Development Part 1: Introduction to Drivers
http://www.codeproject.com/Articles/9504/Driver-Development-Part-Introduction-to-
Drivers
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https://briolidz.wordpress.com/2012/03/28/windows-driver-debugging-with-windbg-and-vmware/
http://www.codeproject.com/Articles/9504/Driver-Development-Part-Introduction-to-Drivers

Nie je service ako service...

o8 Windows

Dashboard Get started Design

Desktop technologies  Server and system

b Systemn Services
b Services
b Service Reference

4 Service Functions

ChangeServiceConfig
ChangeServiceConfig2
CloseServiceHandle
ControlService
ControlServiceEx
CreateService
DeleteService
EnumDependentServices
EnumServicesStatus
EnumServicesStatusEx
GetServiceDisplayMName
GetServiceKeyName
Handler

HandlerEx

InstallELAMCertificatelnfa

Develop Test and deploy Certify

APlindex  Samples  Community

v CreateService function

Creates a service object and adds it to the specified service control manager database.

Syntax

[ces |
_In_
_In_
_In_opt_
_In_
_In_opt_
_In_opt_
_Out_opt_
_In_opt_
_In_opt_
_In_opt_

|H
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SC_HANDLE WINAPI CreateService(

SC_HANDLE hSCManager,
LPCTSTR lpServiceName,
LPCTSTR lpDisplayName,
DWORD dwDesiredAccess,
DWORD dwServiceType,
DWORD dwStartType,

DWORD dwErrorControl,
LPCTSTR lpBinaryPathName,
LPCTSTR lploadOrderGroup,
LPDWORD lpdwTagId,
LPCTSTR lpDependencies,
LPCTSTR lpServiceStartName,
LPCTSTR lpPassword

dwServiceType [in]

The service type. This parameter can be one of the following values.

Value

SERVICE_ADAPTER
0x00000004

SERVICE_FILE_SYSTEM_DRIVER
0x00000002

SERVICE_KERNEL_DRIVER
0x00000001

SERVICE_RECOGNIZER_DRIVER

0x00000008

SERVICE_WIN32_OWN_PROCESS

0x00000010

SERVICE_WIN32_SHARE_PROCESS

0x00000020

Meaning

Reserved.

File system driver service,

Driver service,

Reserved.

Service that runs in its own process.

Service that shares a process with one or more other services.
For more information, see Service Programs.



Kernel Mode debugging

» Debugging Tools for Windows (sucast WDK — Windows Driver Kit)

* Kd.exe, WinDbg

* Analyza crash dumpov

* Live remote debugging (2 poclitace — target, host; cez kabel alebo pipe)
e Local kernel debugging

*  Symboly!
* WinDbg CheatSheet: https://labs.snort.org/awbo/windbg.txt
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https://labs.snort.org/awbo/windbg.txt

B Kernel 'comipipe, port=\\\pipekstupidPipe,resets=0, reconnect’ - WinDbg:6.11.0001, 404 X86 [ [
File Edit View Debug Window Help

| & | | [0 D REEEREEOE ([0 A =
divprojectsidriverdpres o\driveridriver.c =@ Disassembly 3| Registers =
~ || Offset @$scopsip [Pravious ||| Met | customize..,
RtlInitUnicodeString(éusSymboliclink, symbolicLinkBuffer): £68437463 Gbec now [ygp— ustamize
) IoDeleteSymboliclink{éusSynboliclink} ; fedirict aoon Loy it Req Yalus L
£8d37467 5d b
£8d37468 20800 zet B &= v
NTSTATUS OnCreate{IN PDEVICE OBJECT theDevieeObject, IN PIRP Irp) fedirin oo = ] ‘e 20
{
#<DbgPrint("OnCreate~n"): ﬁggg;:gg o= 1"; g c8 23
return STATUS_SUCCESS: Lol race oo i 3 ds 23
¥ £843746¢ oo int 3 edi 8242a6s0
NTSTATUS OnClose(IN PDEVICE_OBJECT theDeviceObject. IN PIRP Irp) driverdprssy Onbevicelotontrol: esi  8240ize0
sbx 8222b2e8
e vy £8d37472 55 push  ebp
[/DbgPrint( OnClosenn): £0d437473 Ghec now ebp. esp edx  B20b5EbE
= : £8d37475 83ecO® sub esp. 8 ecx 8222b2e8
£8d37478 8b450c now cax, dvord ptr [ebptOCh] 4227b358
WTSTATUS OnDevicelOControl(IN PDEVICE_OBJECT theDeviceObject. IN PIRP Irp) £8d3747h 50 push  eax e:x b197ac24
il — : £8d3747c e84£000000 call driverdpresol! IoGetCurrent IrpStacklocation (f8d374d0) =hp fEdB:de
i . = | |18d37481 9945f8 now dword ptr [cbp-8],eax eip
g\l{gfgnc;f#gsg&ggr3rp5ta;k, £8d37484 DR4d0c new ecx, dvord ptr [ebp+0Ch] s a
D! . £8d37487 8b5S1l0c mov edx.dword ptr [ecz+0Ch] el 297
it : vy £8d3748a 8955fc now dword ptr [ebp-4],edx
| 7/DhgPrint ("OnDeviceContralin’y; £8d3748d SbdSic now eax, dword pir [ebp—4] ss: 0010:5137ac30-320b5fhe esp  bl97aclc
- £8d37490 50 push  e=ax ss 10
irpStack - IoGetCurrentIrpStackLocation{Izp); . ) =
: - _ : £8d37491 £8c075d3E8 push  offset driveripresol 77 . :FNODOBFM.: string' (£8d375e0) £
inputBuffer = Irp->hssociatedIrp SystemBuffer: £8d37496 821010000 call  driverdpreso!DbgPrint (f8d375ca) :rs 3
P £8d3749b B3c408 add =sp. 8 r
P e b o 1 S g fomeecn) o
; ; ; ; . al ¢ now word ptr [ecz+ .,
/-Hide((int) *(int *}inputBuffer): £0d37428 BbSEla now edz, dword ptr [ebp+iCh] grg ?fff4ff0
Irp-s>ToStatus Status - STATUS SUCCESS £8d374ab c7421c00000000 nov dword ptr [ed=+l1Ch].0 3
Rt : £8d374b2 32d2 =or dl,dl dr? 400
%;E;;Iﬁ'é:g;suégi?gat1?3 LT £8d374bd Dhdd0c now ecx, dvord ptr [sbp+0Ch] s 2620
P q P = . £8d374b7 ££159076d43£8 call dword ptr [driverdpreso!_inp_lofConpletseRequest (£8d437690)] =i 300
. £8d374bd 33c0 =or cax, cax
' return STATUS_SUCCESS: £8d374bf ObeS now ssp. sbp bz b2es
£8d374cl 5d pop ebp dx Sfba
NTSTATUS DriverEntry(IN PDRIVER_OBJECT theDriverObject. IN PUNICODE_STRING theRegistryPath) ﬁggg;:gé EEUSUU fit g o p2es
Y v — Rl — =Ly - [|£8d374c6 oo int 3 ax b358
L o v £8d374c? oc int 3 bp acid
£8d374c8 oo int 3 ip Pame
Mernary Ei= £8d374c? co int 3 en 265
Virtuali 0x820b5£b8 Display format: | Byte ~ | |[ Previews | [ Mewt | Comrmand =p ac2c
820B5fEE 31 32 33 00 a0 35 Ge 82 02 00 08 Da 4= 74 66 72 00 o 53 82 dO ec Oa 82 70 95 G20B5E£6 00000000 DODODOON 48467253 0000073 « | bl =8
820b5£d2 5c 82 00 00 00 00 00 00 00 00 00 DO 00 00 00 0O 00 00 00 00 00 00 00 00 00 OO 82066008 00000000 00500000 00000000 00000000 41 be
820bSfec 00 00 00 00 OO0 00 00 00 OO0 0O 00 0O 00 00 00 OO 00 00 00 0D 53 72 48 48 d3 07 220b6018 00000000 00000000 000000ND £842e920 o o
82066006 00 00 00 00 00 00 00 00 S0 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO 820b6028 §20%aeds 00000000 00000000 00O000ON
82006020 00 00 00 00 20 =9 42 £8 dc as 09 82 00 00 00 00 00 00 OO0 0O OO0 OO0 0O 00 00 0O .... . kd> db poi{inputBuffer) N al 58
820b603a 00 00 00 00 00 00 00 DO 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 220b5ERE 31 32 33 00 a0 35 Se 82-02 00 08 Oa 4e 74 66 72 123..5".. . Ntfr bh b2
820b6054 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO 820bEfc8 00 c3 53 82 d0 ec 0s 82-70 95 Ec 82 00 00 00 00 S B ah 5
820b606s 00 00 00 00 OO0 00 OO 0O 00 00 00 00 00 00 00 00 00 00 OO0 00 OO 00 OO 00 00 00 G20B5£d8 00 00 00 00 00 00 00 D0-00 OO 00 00 00 00 00 00
220L6098 00 00 00 00 00 00 00 00 OO0 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 220bEfc8 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ... ... .. ..... ch b2
820b60a2 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO 820bEE£8 00 00 00 00 00 00 00 00-53 72 48 42 d3 07 00 00 SrHH ah b3
820b60bc 00 00 00 00 00 00 00 00 00 00 00 0O 00 0 00 OO 00 00 00 00 0O 00 00 00 0O OO 820L6008 00 00 00 00 00 00 50 00-00 00 00 00 00 00 00 00 P fpew 0
220b60d6 00 00 00 00 00 00 00 00 OO0 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 82066018 00 00 00 00 00 00 00 00-00 00 00 00 20 =9 42 £8 ... .. ... .B. q 7
820b60£0 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 22006028 do as 09 82 00 00 00 00-00 00 00 00 00 00 00 00 ... .. .. .. ..... psw
8206610 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO kd> db *(inputBuffer) Eptw 0
§20b6124 00 00 00 00 00 OO0 0O 0O OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO Address expression nissing from ‘*(inputBuffer)’ fop ]
820b613 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO kd> db #({{char#*)inputBulfer) . o RS0
920bA15E 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Address expression mnissing from '#{(char*)inputBuffer)’ Pip awB
820b6172 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 0O 00 00 00 00 00 00 00 00 00 OO kd> db poi(inputBuffer) . fpi... 0
320b618c 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 OO OO0 00 OO 00 OO 00 00 00 220b5EhE 31 32 33 00 al 35 Se 82-02 00 08 Oa de 74 66 72 123..57... Htfr fpdp  bl97a8f0
820b61a6 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO 820bEfcE8 00 c3 53 82 d0 ec 0a 82-70 95 Ec 82 00 00 00 00 S B o] -
820b61c0 00 00 00 00 00 00 00 00 OO0 00 00 DO 00 00 00 0O 00 00 00 00 00 00 00 00 00 OO 820b5£d8 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ... ... .. .. .. ... pd. ..
$20b61da 00 00 00 00 00 Q0 00 00 00 00 00 DO 00 00 00 00 0 00 00 00 00 00 00 00 00 00 220b5E8 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ................ st0 0.0000000000C
320b61f4 00 00 00 00 OO0 00 OO 00 00 00 00 0O 00 00 00 00 00 OO OO0 00 OO 00 00 00 00 00 @20b5££8 00 00 00 00 00 00 00 DN-53 72 48 48 d3 07 00 00 SrHH stl -0.0000000000C
820b620= 00 00 00 00 00 00 00 00 00 00 0O DO 00 00 00 0O 00 00 00 00 00 00 00 00 00 OO 820b6008 00 00 00 00 00 00 50 00-00 00 00 00 00 00 00 OO P =t2 —0.0000000000C
220L6228 00 00 00 00 00 00 00 0O OO0 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 22006018 00 00 00 00 00 00 00 00-00 00 00 00 20 =9 42 £8 ............ .B.
820b6242 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO0 00 00 00 00 00 00 00 00 00 OO 82006028 dc as 09 82 00 00 00 00-00 00 00 00 00 00 00 00 =t3 0.0000000000C
820b625c 00 00 00 00 00 00 00 00 00 00 00 0O 00 40 00 0O 00 00 00 00 OO 00 00 00 0O OO kd> g st4 -0.0000000000C
820b6276 00 00 00 00 00 00 00 00 OO0 00 00 DO 00 00 OO OO 00 00 00 00 00 00 00 00 00 00 123 =10 =is 0 00000000000
82066290 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO0 00 00 00 00 00 00 00 00 00 OO Onlnload
820b62aa 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO - | sté 0.0o000000000C
220b62c4 00 00 00 00 00 00 00 00 OO0 00 00 0O 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 . ...oveeronnnnnnnnnn ... « i v st7 -0.0000000000C _
820b62de 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 00 00 00 00 00 00 00 00 OO = - Annn o s
820b62£6 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - | [*BUST= |Dsbugges is running 4 [t '

Ln 40, Coll  Sys 0:KdSr«S  Proc 000:0 Thrd 000:0 45k OWR CAPS  MNUM

el meme 1T T o T e W = m T —= 1L .
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