Zaklady reverzného inzinierstva

18.2.2016

@e]‘ ENJOY SAFER TECHNOLOGY



Prednasajuci / cviciaci

Win RE: Robert Lipovsky lipovsky@eset.sk
Filip Kafka
Daniel lvanis

Juraj Bartko
Linux RE, bezpecné programovanie: Peter Kosinar

Android, Java RE: Gabriel Branisa, Miroslav Legén
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Harmonogram & Hodnotenie

TyZzdne (cca):
e 1.18.2 Uvod
e 2-7.Windows RE
e 22.2 vstupny test, prvé cviCenie stvrtok 25.2 namiesto prednasky.
» vseobecne vedomosti, pouzivanie toolov — disassemblery, debuggery (OllyDbg, IDA

Pro)
e anti-debug triky, unpacking, kernel drivery
* 50b.

e 8-10. Linux RE, bezpecne programovanie, scriptove zranitelnosti, reverzovanie
naburaneho serveru

e 20b.
e 11-12 Android RE
e 15b.

15b. Zaverecny test
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Na co to je dobré?

Analyza malwaru

Debugging = hladanie a odstrariovanie bugov ©
Vyskum zranitelnosti

Zabava ©

atd’
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Ukazky

(na €o je to dobré a ¢o nas caka)
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x86 ASM

(Co by sme mali vediet)

PUBLIC



x86 registre, datové typy

32 bhit
ERX £X EFLAGS

| 2H | AL | | FLAGS |
EBX pBx

| BH | BL | cs | Fs
ECX CX

| cH | L | pDs | 6es |
EDEX DX

| DH | DL | ES | ss
E'TI ST | DRO-DR3,DR6,DRT (32

' CRO-CE3 (32

ETI pT | FPU: STO-ST7 (80
— MMX:  MMO -7 (64

e | XMM: XMMl-XMT (128
ESP

| sp |
EIP

| 1P |

bit)
bit)
bit)
bBit)
bit)

BYTE: 8 bit

WORD: 16 bit

DWORD: 32 bit

QWORD: 64 bit... EDX:EAX
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x64

General-Purpose
Registers (GPRs)

RAX
RBX
RCX
RDX
RBP
RSI
RDI
RSP
R8
R9
R10
R11
R12
R13
R14
R15

63 Q

:] Legacy %86 registers, supported in all modes

64-Bit Media and 128-Bit Media
Floating-Point Registers Registers
MMXo/FPRO
MMX1/FPR1
MMX2/FPR2
MMX3/FPR3
MMX4/FPR4
MMX5/FPR5S
MMX6/FPR6
MMX7/FPR7
63 0
Flags Register
| o [EFLAGS] RFLAGS
63 0
Instruction Pointer
| EP | RIP
63 0 127

l:] Register extensions, supported in 64-bit mode

ENJOY SAFER TECHNOLOGY

Appliation-programming registers ako indude the
128-bit media control-and-status register and the
%87 tag-nord, controbword, and status-word registers

XMMoO
XMM1
XMM2
XMM3
XMM4
XMM5
XMMé
XMM7
XMM8
XMM9
XMM10
XMM11
XMM12
XMM13
XMM14
XMM15
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Pamat

- Virtualna = Fyzicka
- Real mode / Protected mode
- Segmentacia, flat memory model, paging
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ASM Instrukcie

PoCet operandov: 0-3
° O:nop
°* 1. inc eax

* 2. mov eax, ebx

* 3:inStrukcie z inStrukcnej sady SSE,

SSE2
Druhy operandov

* Registereax, ebx, al, ah...

- Pamat [0x12345678],
[eax+5]

« KonStanta (mov eax, 0x12345678)

Op codes

[eax],

Syntax:
* Intel:

- ATLT:

AABBCCDDh

[eax]

mov ecx,
mov ecx,
mov ecx, eax

movl S$SOxAABBCCDD,

mov 1l

Tecx
(Seax), %ecx

movl %eax, %ecx
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ASM instrukcie

- Pomocné direktivy
* mov [0x00401000], O

- Kolko bytov mame zapisat na adresu 0x0040100022? 1? 2? 42

« Na presné urcenie slizia pomocné direktivy:
* BYTE PTR (1 byte): mov byte ptr [0x00401000],

* WORD PTR (2 byte)
- DWORD PTR (4 byte)

* x86 — Little-endian

0x00
Register

OAOBOCOD Memory
o r:!:;:]_[;

> a+1:/0C

» a+2:|0B

: r:!+3:_[]_£

Little-endian ——
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Pamatové instrukcie

SlUzia na prenos udajov medzi:
 CPU-—>CPU

* CPU->RAM

* RAM —> CPU

* RAM ->RAM - neda sa

MOV (Move)

PUSH / POP

PUSHAD / POPAD

LEA (Load effective address) - vypocet adries
lea eax, [ecxteax*2+16]

lea eax, [eaxteax*2]
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Aritmetické instrukcie

ADD add eax, dword ptr [0x401000]

SUB sub [eax], eax

MUL / IMUL imul ecx (edx:eax = eax*ecx)

DIV / IDIV div ebx

INC — Inkrement inc eax

DEC — Dekrement dec dword ptr [esi]

NEG — Negacia neg al

Multiplier (explicit) Multiplicand (implicit) Result
8-bit reg/mem operand AL AX
16-bit reg/mem operand AX DX :AX
32-bit reg/mem operand EAX EDX:EAX

Divisor (explicit) Dividend (implicit) Quotient (result) Remainder
8-bit reg/mem operand AX AL AH
16-bit reg/mem operand DX :AX AX DX
32-bit reg/mem operand EDX:EAX EAX EDX

(esE)
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Logické, bitové instrukcie

AND and ax, 0xOF

OR or eax, ebx

XOR XOr eax, eax

NOT not eax

SHL, SHR — posun o n bitov shl eax, 5

ROL, ROL — rotéacia o n bitov rol ebx, 4

BT, BS — bit test, bit set bt eax, 0 (C Flag)

Casto pouzivané pri nasobeni a deleni 2n

shl eax, 1<=>vynasobenieecax = eax*2
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Operacie so stringami

STOSB, STOSW, STOSD ...ulozi AL,AX,EAX do [EDI]
LODSB, LODSW,LODSD... Nacita do AL,AX,EAX hodnotu z [ESI]

CMPSB, CMPSW, CMPSD ...Porovnavanie stringov. Porovnava [esi] s [edi]
SCASB, SCASW, SCASD ...Hladanie znaku - porovnavanie [EDI] s AL/AX/EAX

- mozné kombinovat s REP, REPZ, REPE, REPNE, REPNZ

- smer kopirovania/porovnavania: DF (Direction Flag). cld (smer dopredu), std (smer dozadu)

push 8

pPop ecx

mov esi, offset Src
mov edi, offset Dst
rep movsd

memcpy (&Dst,

&Src,

32);
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Operacie so stringami

SCASB, SCASW, SCASD ...Hladanie znaku - porovnavanie [EDI] s AL/AX/EAX

mov al, 40h
mov edi, offset String

repne scasb
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Vetvenie programu, cykly

Ziadne FOR, WHILE, REPEAT!

JMP — nepodmieneny skok
JE,JNE,JA,INA... — podmienené skoky (Jcc)
LOOP

CMP Odpocita operandy a podla vysledku nastavi EFLAGS
TEST Vykona AND a podla vysledku nastavi EFLAGS
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Podmienené skoky - Jcc

jb,jnae,jc jump if below, jump if not above or equal, jump if carry CF=1
jae,jnb,jnc  |jlump if above or equal, jump if not below, jump if not carry CF=0

jbe,jna jump if below or equal,jump if not above CF=1orZF=1
ja,jnbe jump if above,jump if not below or equal CF=0and ZF=0
je,jz jump if equal,jump if zero ZF=1

jne,jnz jump if not equal,jump if not zero ZF=0

il,jnge jump if less,jump if not greater or equal SF'OF

ige,jnl jump if greater or equal,jump if not less SF = OF

ile,jng jump if less or equal,jump if not greater ZF=1orSF'OF
jg,jnle jump if greater,jump if not less or equal ZF =0 and SF = OF
ip,ipe jump if parity,jump if parity even PF=1

inp,jpo jump if not parity,jump if parity odd PF=0

js jump if sign SF=1

ins jump if not sign SF=0

jo jump if overflow OF=1

ino jump if not overflow OF=0
(es[z))
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Co robi tento kéd?

loop start:

mov eax, [edi+4]
mov eax, [eaxtebx*4]
Lest eax, eax

Jz short loc continue

loc continue:
inc ebx
cmp ebx, [edi]

Jj1 short loop start

typedef struct FOO

{
DWORD size; // +0x00
DWORD arrayl[..]; // +0x04

} FOO, *PFOO;

PFOO bar = ..;

for (i= ..; i< bar->size; 1++) {
1if (bar->array[i] !'= 0) {
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Funkcie — CALL, RET

int  cdecl addme (short a,

{

return a+tb;

short b)

push ebp

mov ebp, esp

movsx eax, word ptr
movsx ecx, word ptr
add eax, ecx

mov esp, ebp

pop ebp

retn

[ebp+8]
[ebp+0Ch]

addme (x, V)

(esE)

push eax
push ecx
call addme
add esp, 8
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RET
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