N 2 ® | D x
| i | 7
oz fau | = & o
= " -
< f — - S A —
= — sh © 0 — ¢h ©
4 o | B & o |
— = . =
N & ® | D oy

:l: | URAD PODPREDSEDU VLADY SR Mobilné siete

pelnslds ) CSIRT.SK

Univerzita Komenského, 2019



KIucove slova

e Ki

* Kc

e RAND

 SRES (XRES)

e RES

e A3,A5

e |MSI - 15 Cisel

e AUTN, MAC, SON
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KIucove slova

e USIM - Universal Subscriber Identity Module

* UE - User Equipment

e SRNC - Serving Radio Network Controller

* VLR - Visitor Location Register

e SQN - Sequence number

 AuC - Authentication Centre

e AUTN | S - Authentication token | Synchronization
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GSM autentifikacia

RNC
MS/USIM/UE
U BTS/VLR/SRNC AL
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GSM autentifikacia

RNC
MS/USIM/UE
U BTS/VLR/SRNC AL

IMSI
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GSM autentifikacia

RNC
MS/USIM/UE
U BTS/VLR/SRNC AL

IMSI IMSI
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GSM autentifikacia

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI IMSI

RANDOM() =RAN
A3(RAN, Ki) = SRES
A8(RAN, Ki) = Kc
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GSM autentifikacia

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI IMSI

Y
Y

RANDOMY() = RAN
A3(RAN, Ki) = SRES
RAN, SRES, Ke | Ag(RAN, Ki) = K

F 3
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GSM autentifikacia

RNC

MS/USIM/UE AuC
/USIM/ BTS/VLR/SRNC -
IMS| IMS|
: "' RANDOM() = RAN
A3(RAN, Ki) = SRES
RAN RAN, SRES, Kc RAN, SRES, Kc AS(RAN, Ki) = Kc

F 3
F 3
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GSM autentifikacia

RNC

MS/USIM/UE AuC
/USIM/ BTS/VLR/SRNC -
IMS| IMS|
: "' RANDOM() = RAN
A3(RAN, Ki) = SRES
RAN RAN, SRES, Kc RAN, SRES, Kc AS(RAN, Ki) = Kc

F 3
F 3

RAN
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc
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GSM autentifikacia

RNC

MS/USIM/UE AuC
/USIM/ BTS/VLR/SRNC .
IMS! IMSI
> "' RANDOM() = RAN
A3(RAN, Ki) = SRES
RAN RAN, SRES, Kc RAN, SRES, Kc AS(RAN, Ki) = Kc
RAN ‘ ‘
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc RES

Y
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GSM autentifikacia

RNC
MS/USIM/UE AuC
/USIM/ BTS/VLR/SRNC .
IMSI IMSI
> " RANDOM() = RAN
A3(RAN, Ki) = SRES
RAN RAN, SRES, Kc RAN, SRES, Kc AS(RAN, Ki) = Kc
RAN ‘ ‘
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc RES
RES = SRES
Enc. mode
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Historia chyb algoritmov

1991 — GSM implementacia

April 1998 - The Smartcard Developer Association (SDA) spolu s U.C. Berkeley
researches prelomili COMP128 algoritmus ulozeny v SIM karte a uspesne ziskali Ki v
priebehu par hodin. Zistili, ze Kc pouziva iba 54 bitov.

e August 1999: Slabd A5/2 bola prelomend pouzitim PC v priebehu par sekund.

e December 1999: Alex Biryukov, Adi Shamir a David Wagner publikovali schému
utoku na algoritmus A5/1. Pri ziskani dvoch minut rozhovoru boli schopny prelomit
A5/1 algoritmus v priebehu 1 sekundy.

e Ma3j2002: IBM Research group objavila novy spdsob rychleho ziskavania Kc z
COMP128 pouzitim utokov side channels.
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3G alLlE

m_mmm

Nahodneé cisla p. Spec.
f1 Sietova autentifikacia (X)MAC-A USIM, AuC  Op. Spec., (M) 64
f1* Sietova autentifikacia resynch. (X)MAC-S USIM, AuC  Op. Spec., (M) 64
f2 UZivatelska autentifikacia RES/XRES USIM, AuC  Op. Spec., (M) 32-128
f3 Derivacia kl'ica pre sifru CK USIM, AuC  Op. Spec., (M) 128
f4 Derivacia kl'ic¢a pre integritu IK USIM, AuC  Op. Spec., (M) 128
f5 Derivacia kl'ica pre anonymitu AK USIM, AuC  Op. Spec., (M) 48
f5* Derivacia kltca pre anonymitu resynch. AK USIM, AuC  Op. Spec., (M) 48
f8 Sifrovacia funkcia MS, RNC PS(K,S,AES)
f9 Generovanie peciatky integrity MAC-I/XMAC-I MS, RNC PS(K,S,AES) 32
K KI'G¢ na karte — zdielany Ziadny USIM, AuC 128
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RNC
MS/USIM/UE BTS/VLR/SRNC AuC
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3G alLlE

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI

Y
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3G alLlE

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI IMSI

Y
Y
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3G alLlE

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI IMSI

Y

Y

RANDOM() = RAN
AV(IMSI, RAN) = AV(L,...,n)
AV(1,..n)=XRES || CK || IK ||
|| AUTN || RAN

AUTN = SQN xor AK | | AMF ||
|| MAC

+421 2 59 278 262 Stefanikova 15 - 011 05 Bratislava
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3G alLlE

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI IMSI

Y

Y

RANDOM() = RAN
AV(IMSI, RAN) = AV(1,...,n)
AV(1,..,n) AV(1,..n)=XRES || CK | | IK | |
|| AUTN || RAN

F 3

AUTN = SQN xor AK | | AMF ||
|| MAC
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3G alLlE

RNC
MS/USIM/UE BTS/VLR/SRNC AuC

IMSI IMSI

Y

Y

RANDOM() = RAN
AV(IMSI, RAN) = AV(1,...,n)
RAN | | AUTN XRES, CK, IK AV(1,...n) AV(1,..n) = XRES | | CK || IK ||
AUTN, RAN [ AUTN [|| RAN

F 3

F 3

AUTN = SQN xor AK | | AMF ||
|| MAC
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MS/USIM/UE

IMSI

Y

RAN | | AUTN

F 3

AUTN OK ?
SQN OK ?
f2(RAN, Ki) = RES
f3(RAN, Ki) = Kc
F4(RAN, Ki) = IK

4._._ | URAD PODPREDSEDU VLADY SR
PRE INVESTICIE.
A INFORMATIZACIU
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RNC
BTS/VLR/SRNC

XRES, CK, IK
AUTN, RAN

{CU) CSIRT.SK

IMSI

Y

AV(1,...,n)

F 3
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AuC

RANDOM() = RAN

AV(IMSI, RAN) = AV(L,...,n)
AV(1,..n)=XRES || CK || IK ||
|| AUTN || RAN

AUTN = SQN xor AK | | AMF | |
| | MAC
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MS/USIM/UE
IMSI
RAN || AUTN

AUTN OK ? :
SQN OK ?
f2(RAN, Ki) = RES RES
f3(RAN, Ki) = Kc ’
F4(RAN, Ki) = IK

4._._ | URAD PODPREDSEDU VLADY SR
PRE INVESTICIE.
A INFORMATIZACIU

3G alLlE

RNC
BTS/VLR/SRNC

XRES, CK, IK
AUTN, RAN

RES = XRES
OK?

{CU) CSIRT.SK

IMSI

Y

AV(1,...,n)

F 3
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AuC

RANDOM() = RAN

AV(IMSI, RAN) = AV(L,...,n)
AV(1,..n)=XRES || CK || IK ||
|| AUTN || RAN
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3G alLlE
m_mmm

Nahodné cisla p. Spec.
f1 Sietova autentifikacia (X)MAC-A USIM, AuC  Op. Spec., (M) 64
f1* Sietova autentifikacia resynch. (X)MAC-S USIM, AuC  Op. Spec., (M) 64
f2 Uzivatelska autentifikacia RES/XRES USIM, AuC  Op. Spec., (M) 32-128
f3 Derivacia kl'ica pre Sifru CK USIM, AuC  Op. Spec., (M) 128
f4 Derivacia klUca pre integritu IK USIM, AuC  Op. Spec., (M) 128
f5 Derivacia klica pre anonymitu AK USIM, AuC  Op. Spec., (M) 48
f5* Derivacia kluca pre anonymitu resynch. AK USIM, AuC  Op. Spec., (M) 48
f8 Sifrovacia funkcia MS, RNC PS(K,S,AES)
f9 Generovanie peciatky integrity MAC-I/XMAC-I MS, RNC PS(K,S,AES) 32
K KIU¢ na USIM — zdielany s AuC Ziadny USIM, AuC 128
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Algoritmy

* GSM:
*ENC: A5/1 & A5/2
*COMP128: A3 — 32 bit, A8 — 64 bit
eUtajované
* 3G
*ENC: KASUMI (GEAO, GEA1) -> RNC CHOOSE ENC. -> MS
*f9: Milenage
e 4G:
*ENC: Snow 3G | | AES 128b.
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ALGORITHMS ON THE AuC SIDE
Authentication Vector Ceneration

Generate SQN

URA A P
g | pRAD FODEREDSEDU VLADY SR (J CS' RT SK +421 2 59 278 262 $tefanikova 15 - 011 05 Bratislava
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MS/USIM/UE
IMSI
RAN || AUTN

AUTN OK ? :
SQN OK ?
f2(RAN, Ki) = RES RES
f3(RAN, Ki) = Kc ’
F4(RAN, Ki) = IK

4._._ | URAD PODPREDSEDU VLADY SR
PRE INVESTICIE.
A INFORMATIZACIU

3G alLlE

RNC
BTS/VLR/SRNC

XRES, CK, IK
AUTN, RAN

RES = XRES
OK?

{CU) CSIRT.SK

IMSI

Y

AV(1,...,n)

F 3
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AuC

RANDOM() = RAN

AV(IMSI, RAN) = AV(L,...,n)
AV(1,..n)=XRES || CK || IK ||
|| AUTN || RAN

AUTN = SQN xor AK | | AMF | |
| | MAC
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ALGORITHMS ON THE USIM SIDE
User Authentication Response

AN

Use received SQN+AK

Use received RAND
K -

Use received AMF =

e v —

R

[ >4
) —

f1

XMAC-A RES CK
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MS/USIM/UE
IMSI
RAN || AUTN

AUTN OK ? :
SQN OK ?
f2(RAN, Ki) = RES RES
f3(RAN, Ki) = Kc ’
F4(RAN, Ki) = IK

4._._ | URAD PODPREDSEDU VLADY SR
PRE INVESTICIE.
A INFORMATIZACIU
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RNC
BTS/VLR/SRNC

XRES, CK, IK
AUTN, RAN

RES = XRES
OK?

{CU) CSIRT.SK

IMSI

Y

AV(1,...,n)

F 3
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AuC

RANDOM() = RAN

AV(IMSI, RAN) = AV(L,...,n)
AV(1,..n)=XRES || CK || IK ||
|| AUTN || RAN

AUTN = SQN xor AK | | AMF | |
| | MAC
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ALGORITHMS USED OVER THE RADIO ACCESS LINK

At Dl ezies elzpdz) It ) rhay 2l eJziizl o)l of Shejaizil e elzpez]

UE/RNC -NTé:!?Ace RNC/UE ;

MESSAGE

DIRECTION DIRECTION

Receiver

MAC-1 ¢(

XMAC-I
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ALGORITHMS USED OVER THE RADIO ACCESS LINK
Clusiagls)e) USar ziplel Sle )izl lsle ) elzhiz)

UE/RNC lNTél:!'éAce RNC/UE )
d
Bl
i
i
] DIRECTION
i H | LENGTH
i
i
i
I
i
]
KEYSTREAM
f BLOCK
i ]
+ L i Boaver | +
PLAINTEXT B 1! £ (“PHEJTEXT = PLAINTEXT

BLOCK | BL .CK | xorl BLOCK

i
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Lamanie A5/1
Rainbow tables
Time memory data tradeoff



A5/1

 Prudove Sifry
 Kryptoanalyza v realnom cCase

 BTS simulacia

 Narocna implementacia

e bb.osmocom.org

 5x Motorola C155 15S || bladeRF x40 4205
* RTL-SDR

 Armada (agata)
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A5/1

181716 1514131211109 8 7 6 5 4 3 2
0111010011.000011004—1

I
i\_ﬁ v
1 01
212019181716 1514131211109 8 7 6 5

Y
1«1 01001011101.0010100000+—1
A [
Y
v 1

222120 19 18 17 16 15 14 13 12 11 10 9
111010010111.0

= | Co

v
‘_
Ole—|r |
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A5/1

= 261 _poclet moznych stavov

=  Chris Paget a Karsten Nohl
= 2 TB predpocitanych dat
= Zdielané znadmou P2P sietou
= Par sekund = prelomena A5/1

" Time-memory-data tradeoff
= S urcitou pravdepodobnostou
= Rainbow table

= NOP spravy
= Detekovanie klucs
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A5/1 Time-Memory-data tradeoff

64b
000...1
000...2
000...3

Koncovy bod

Koncovy bod

N\ Z

Koncovy bod

fff...f -  Koncovy bod
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A5/1 Time-Memory-data tradeoff

264 64b
000...1
000...2
000...3

Koncovy bod

Koncovy bod

N2\ Z

Koncovy bod

fff...f -  Koncovy bod
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A5/1 Time-Memory-data tradeoff

64b
000..1 —> A5/1 - A5/1 - A5/1 - Koncovy bod
000..2 —> A5/1 - A5/1 - A5/1 - Koncovy bod
000..3 —> A5/1 - A5/1 —> A5/1 - Koncovy bod
fff...f - A5/1 > A5/1 - A5/1 - Koncovy bod
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A5/1 Time-Memory-data tradeoff

64b
000..1 - A5/1 - A5/1 - A5/1 - ...0000

000..2 - A5/1 - A5/1 - A5/1 - ...0000

000..3 - A5/1 - A5/1 - A5/1 - ...0000

fff.f > A5/1 > A5/1 .. > A5/1 >  ..0000
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A5/1 Time-Memory-data tradeoff

64b
000..1 - A5/1 - A5/1 - A5/1 - ...0000

000..2 - A5/145/

000..3 - A5/1 - A5/1

- A5/1 - ...0000

- A5/1 - ...0000

fff.f > A5/T > A5/1 .. > A5/1 >  ..0000
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A5/1 Time-Memory-data tradeoff
4 | ' !

000..1 - A5/1 - A5/1 - A5/1 - ..0000 - A5/1 -
000..2 - A5/1 - A5/1 - A5/1 - ...0000

000..3 - A5/1 - A5/1 - A5/1 - ...0000

fff..f > A5/1 > A5/1 .. > A5/1 - ..0000
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A5/1

« 261 _pocet moznych stavov
* Naivna tabulka: 296 EB (exabaijt)
e Zredukovanie vnutornych stavov o 3 bity (efektivny pocet bitov): 37 EB

e GSM Frame 4x po 114 bitov — potrebujeme len 64 => 204 r6znych posunov
37/204

e Zavedenie 4096 blokov ->37/204/4096 = 44 TB
e Zavedenie 8 farieb=5,5TB

« Zredukovanie vysky tabulky na 234

a pouzijeme hash

e Zakdédovanie endpointu = 1.8T
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| URAD PODPREDSEDU VLADY SR
PRE INVESTICIE.
A INFORMATIZACIU

Frame, burst

GSM - TDMA/FDMA

&/
& 890-915 MHz
§ 124 channels (200 kHz)
uplink
higher GSM frame structures | /
time g
GSM TDMA frame
1 2 3 4 5 6 7 8
< = ~4.615 ms
GSM time-slot (normal burst)
guard guar
space | tail | userdata S |Training| S| userdata | tail | 50
3 bits 57 bits 1 26 bits 1 57 bits 3
< ~546.5 us
< =877 ps

{U) CSIRT.SK o kotradyepesit i

Stefanikova 15 - 011 05 Bratislava




Spravy nop

* Fixny text
« Nemam ti ¢o povedat, ale nieco hovorim ©

Keystream 1 = BURST (114bitov)

52
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A5/1

181716 1514131211109 8 7 6 5 4 3 2
0111010011.000011004—1

v vy

pl 1| 0| 1

D 2120191817161514131211109 8 7 6 5

Y
1011001011100 4—14—01001011101.00101000004—1
A I
— Y
1101110001101 1

222120191817 16 151413121110 9 8
111010010111.0

v
—
oMk |
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Frame

= Kazdy frame ma svoje Cislo

= (Cislo je verejné zndme

= Kazdy frame ma niekolko burstvo

= Kazdy burst je Sifrovany individualne
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Frame update

= Kazdy frame ma svoje Cislo

= (Cislo je verejné zndme

= Kazdy frame ma niekolko burstvo

= Kazdy burst je Sifrovany individualne
= NOP ma nahodny padding

= rainbow tabulky na zaklade frame number
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DeSifrovanie na zaklade Frame number

Generovanie FM1

Vnutorny stav Vnutorny stav

Generovanie FM2
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Daldie moznosti

* Snoopsnitch

e SS7 protokol

e |MSI catcher

* Falosna BTS

e Falosny operator
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/droje

* https://brage.bibsys.no/xmlui/bitstream/handle/11250/137418/master i
kt 2001 _dohmen.pdf?sequence=1

o http://www.netlab.tkk.fi/opetus/s38153/k2003/Lectures/g42UMTS secu
rity.pdf

Pre 4G (LTE):

e http://www.ijritcc.org/download/1430372773.pdf
Klonovanie (U)SIM kariet:

e https://www.blackhat.com/docs/us-15/materials/us-15-Yu-Cloning-3G-
4G-SIM-Cards-With-A-PC-And-An-Oscilloscope-Lessons-Learned-In-
Physical-Security.pdf
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