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RSA problém

Definujeme RSA problém podla [1] nasledovne: Nech je dané kladné
celé Cislo n, ktoré je produktom dvoch odlisSnych neparnych prvocisel p
a g, kde |p| = |q|, kladné celé &islo e také, Ze nsd(e, (p —1)(q —
1)) = 1 a cislo ¢, pre ktoré existuje Cislo m, také, ze:
m® = c(modn)

Cislo pg nazyvame verejny modul a &islo e verejny exponent.
RSA problém: ,rozlozit ( faktorizovat ) verejny modul 17 (od 1024 bitov)
na sucin dvoch rovnako velkych prvocisel (od 512 bitov)“
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Problem faktorizacie

Definicia: Nech n € N,n > 1. Prvociselny rozklad (faktorizacia)

v/ v 7 Vé . ml mz mk 7 v . « 7
oznacime kazdy zapisp, =~ - p, “:...:p, -, ktory splnuje nasledujuce
podmienky:

1. pfl-pglz-...-p;?k

2. kmy,..,m, €N
3. Pq,..., Pk SUrdzne prvocisla.

=n,
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Algoritmy

e 2716 = 1075 — Tabulka prvocisel

* Menej ako 2270 = 10721 Modifikacia Pollard's rho algoritmu
* Menej ako 22166 = 10750: Lenstrov algoritmus

e Menej ako 27332 = 107100: Quadratic Sieve

* Viac ako 27332 = 107100: General Number Field Sieve

* [2?]
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Casova zlozitost faktorizacie

e 2760 - Cas v sekundach od vzniku vesmiru

1 2
* Number field sieve: O(exp((% b)3(log(b))3)), b-bitové Cislo [4]
 RSA - 2048 bit = 112-bit AES = 22112 operacii [nist.gov]

* (2010) Faktorizacia 768 bitového kluca by trvala 2000 rokov na 1
jadrovom 2,2 GHz procesore [4]
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Spolocny modulus — problém so zlym N
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Spolocny modulus — problém so zlym N

* Bob
(ebl N)) (de N)

e Alica
<eal N)I (dal N)
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Spolocny modulus — problém so zlym N

* Bob
(ebl N)) (de N)

e Alica
<eal N)I (dal N)

 Je tato schéma bezpecna ?
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Spolocny modulus — problém so zlym N

* Bob
(ebl N)) (de N)

e Alica
<eal N)I (dal N)

 Je tato schéma bezpecna ?
e-d=1modp(n)
pn)=@E-D(@-D=pg—p—-q+1
p+g=n—pn)+1
fx)=(@x—p)x—q)=x*+ @+ qx +pq
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,Zaslepenie”

e Bob
(e, N),{(d,N)

» Utoénik poziada o podpis spravy M
 Bob odmietne (neprevedie si nehnutelnost na cudziu osobu) ©

« Utoénik vyberie 7 ndhodné a poZiada o podpis M’ = r¢ M
S" = (reM)% mod N

e Utoénik odstrani r
(rem)?

r

S mod N
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Nizky privatny exponent d < §N1/4

ed —kp(N) =1
e _E| _ 1
e(N) df de(N)

o(N) =N-p—q+1,p+q—-1<3VN
IN — o(N)| < 3WN

3kVN

Nd

3k

~ |V/Nd

e k‘
N d

ed—kN+kp(N)—ko(N) _ ‘1—k(N—go(N))

‘ <
Nd Nd
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Nizky privatny exponent d < §N1/4

N d

3kVN| 3k‘
Nd | |VNd

e k‘

ed—kN+ko(N)—ko(N) | _ ‘1—k(N—<p(N))

‘ <
Nd Nd

ko(N) =ed -1 < ed
1
e<<p(N):~k<d<§N1/4
e k

N d

<

L
dN 4
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Nizky privatny exponent d < §N1/4

e k 1 1
N al =S| T s ‘Zdz
dN4
Dirichlet 1842 — k /d je “continued fractions” ze/N

Rastu rychlo Z—m, qm > FE,, kde E,, je m-te Fibbonaciho Cislo, potom
m

plati, ze log N konvergantov existuje.

Wienerov utok

Stefanikova 15 - 011 05 Bratislava
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Real Integer Fractional ) . Reciprocal
Step Simplified
Number  part part of f
649 649 49 1 200
——— =3 — —3 = — —
"= 200 ° = 300 00 f 49
200 200 4 1 49
2 = =4 = -4 = — = =7
"T 9 ° AT 19 f 4
49 49 1 1 4
3 = — 1=12 = — —12 = — - =T
T " f=3 4 fo1
4 r=4 | i=4 f=4-4 =0 @smp
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Coppersmith a Hastad

Veta: Nech N je prilrodzené Cislo a f € Z[x] je monicky polyndm stupna

d. Poloime X = Na_° pre nejaké € > 0. Potom pre dané (N, f) vieme
efektivne najst vSetky prirodzené Cisla |xy| < X, spliujuce f(xy) =
0 mod N.
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Coppersmith a Hastad

* Bob chce poslat spravu M pre prijemcu Py, ..., Py, kazdy ma kluc
(N;, e;). Bob zasifruje spravu pre kazdého prijemcu.

 Cinska veta o zbytkoch sa aplikuje na vypocet
C' = M* modN;N, ... Ny

Ak k > e, je mozné spravu desifrovat.

RieSenie je padding
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Coppersmith a Hastad

Ak je padding polynomialny, napriklad
f(x)=i2™+ M
* Lenze Coppersmith dokazal, Ze pre urcité polyndmy vieme ndjst
riesenie.
e Bob posiela:
f(M)°

e Hastad-ova veta hovori:

,Ak existuje M < N,,;., a g; spifiajuce g;(M) = 0 mod N;, je moiné
najst M*“
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Coppersmith a Hastad
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Bleichenbacher's Attack na PKCS 1

 Padding:

02 Random 00 M

 Ako odpoveda server ?
* Vieme konvergovat k sprdvnemu odhadu

 Chosen Ciphertext Attacks Against Protocols Based on the RSA
Encryption Standard PKCS #1, Daniel Bleichenbacher

o 220
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Timing attack

* Rychli vypocCet mocniny:

1. Nastavzrovné M a C rovné 1. Prei = 0, ..., n vykonaj:
2. Akd; = 1, nastav C rovné C - zmod N,

3. Nastav z rovné z° mod N.

Nakonci, C obsahuje hodnotu M% mod N.

* n je velkost bitov d.

e Zavislost medzi ¢asom t; a T}, kde t; je €as vypoltu M; - M? mod Na
T; je celkovy cas
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Problém faktorizacie v asymetrickej kryptografii alebo naozaj
sa Ron mylil ?

Bakalarska praca
Veduci prace: RNDr. Rastislav Krivos-Bellus, PhD.
Autor: Mgr. Jan Kotrady
UPJS, Kosice, 2017



Casova zlozitost faktorizacie

e 2760 - Cas v sekundach od vzniku vesmiru

1 2
* Number field sieve: O(exp((% b)3(log(b))3)), b-bitové Cislo [4]
 RSA - 2048 bit = 112-bit AES = 22112 operacii [nist.gov]

* (2010) Faktorizacia 768 bitového kluca by trvala 2000 rokov na 1
jadrovom 2,2 GHz procesore [4]
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RSA problém

Definujeme RSA problém podla [1] nasledovne: Nech je dané kladné
celé Cislo n, ktoré je produktom dvoch odlisSnych neparnych prvocisel p
a g, kde |p| = |q|, kladné celé &islo e také, Ze nsd(e, (p —1)(q —
1)) = 1 a cislo ¢, pre ktoré existuje Cislo m, také, ze:
m® = c(modn)

Cislo pg nazyvame verejny modul a &islo e verejny exponent.
RSA problém: ,rozlozit ( faktorizovat ) verejny modul 17 (od 1024 bitov)
na sucin dvoch rovnako velkych prvocisel (od 512 bitov)“
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Algoritmy

e 2716 = 1075 — Tabulka prvocisel

* Menej ako 2270 = 10721 Modifikacia Pollard's rho algoritmu
* Menej ako 22166 = 10750: Lenstrov algoritmus

e Menej ako 27332 = 107100: Quadratic Sieve

* Viac ako 27332 = 107100: General Number Field Sieve

 Algoritmus najvacsieho spolocného delitela
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Faktorizacia algoritmom najvacsieho
spolocného delitela

e Euklidov algoritmus
0(log(a) log(b)) = 0(n?),log(a) = n = log(b)

 NSD Euklidovym algoritmom: 37894060279 = 2 x 18272779829 + 1348500621
. 18272779829 = 13 x 1348500621 + 742271756
function nsd(u, v) 1348500621 = 1 x 742271756 + 606228865
ifv=0 742271756 = 1 x 606228865 + 136042891
606228865 = 4 x 136042891 + 62057301
return u 136042891 = 2 x 62057301 + 11928289
62057301 = 5 x 11928289 + 2415856
else 11928289 = 4 x 2415856 + 2264865
2415856 = 1 x 2264865 + 150991

return nsd(v, u mod v).

2264865 15 x 150991 + 0
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Najvacsi spolocny delitel

 Dve verejné moduly zdielajuce prave jedno prvocislo
"VVeta: Nech p,q,r € N, p, g, r su prvocisla. Nech n; =pq a
n, = pr, pricom n; # n,, tak nsd(n{,n,) = p.

 Bez databazy prvocisel
e Efektivny algoritmus
e Databaza verejnych modulov
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NSD ako riesenie RSA problému

Pravdepodobnost vysledku ?
Pocet 512 bitovy prvocisel: 1,8853 107151

Upraveny narodeninovy paradox

n(n-2)(n-4)--(n-2(k-1)) _ e[—2—4---7:2(k—1)] _ e[_(kvzl)k]

1-p, p' = =
k = \/n In(2)
50 % prav., potrebujeme: 2,898881 102150 modulov

5 % prav., potrebujeme: 9,833780957 10774 modulov (4,2 1079)
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Tak podme skusit nieco faktorizovat...



Faktorizacie modulov

e 1.768.019 rb6znych IP adries, port 22 (SSH), 443 (SSL)
e SSL-—209.499
e SSH - 1.558.520

e 20dni
e 1.363.129 SSH kldcov, unikatnych iba 591.864
e 93.505 SSL klucCov, unikatnych iba 53.487

e 591.267 pgp vypis
e 7map, openssl, ssh-keyscan, ssh-keygen, x509, pgpdump, asnl
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Faktorizacie modulov

e Ziskali sme priblizne 1,2M r6znych RSA modulov
e Spustili algoritmus NSD na kazdu dvojicu kltucov
* Priblizny Cas trvania tohto algoritmu bol 40 dni
e 0(m*n?), kde m je pocet verejnych modulov
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Faktorizacie modulov

e Ziskali sme priblizne 1,2M r6znych RSA modulov
e Spustili algoritmus NSD na kazdu dvojicu kltucov
* Priblizny Cas trvania tohto algoritmu bol 40 dni
e 0(m*n?), kde m je pocet verejnych modulov
 Tolko casu ale nemame
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Vylepsenie pocitania NSD

7 Ve V4 N N N‘ N

* Sucinovy strom 1\ Y 2 3\ / 1
— Stcinovy

* nmoda = (nmodab) mod a > /

X X
\‘ / strom
e Modularny strom Ny NaN3 Ny )
i / \
* mkrat nsd mod N2 N3 mod N3 NZ

Zvyskovy

° R FT \/ \r \/ \( strom

modN?  modN; modN? modN3

l l l !

/Ny /N> /N3 /Na

l l l l

nsd(-, V1) nsd(-, No) nsd(-, N3) nsd(-, Ny)
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Vylepsenie pocitania NSD

 Sucinovy strom [5] Nl\ /N‘Z NJB\ /N4
* O(nlog(n)log(log(n))) >< < Sy
* O(mnlog(m)log(mn)log(log(mn))) N\NN./N
e  Moduladrny strom [5] Ny
* O(nlog(n)log(log(n))) mod Ny N3 mod N3 Ng Zuyskovy
* 0(mnlog(m)log(mn)log(log(mn))) modN‘i{ I;dN% - j@ Eodef strom
* mkrat nsd [5] | | l l
» 0(n (log(n))*log(log(n))) /fl\’l /fl\f‘z /TB /fl\@
* 0(mn(log(n))*log(log(n))) nsd(-, N1) nsd(-, No) nsd(-, Na) nsd(-, Ny)
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Vysledok vypoctu

e Cas do 3000 sekind (16 GB RAM)
e 71,2M kldcov sme faktorizovali 66.

 Ron was wrong, Whit is right. Lenstra a kol. 2012 — pocet
faktorizovanych RSA klucov touto metodou bol [2] :

e 20251 zdielanych modulov zo 3.7M rozdielnych klucoy,
e ovplyvnenych 31620 X509 certifikatov,

* Pravdepodobnost ?
 Cojenatomzle?
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Vysledok vypoctu SSH

,Spravne” generované kluce:
Kérejska telekomunikacna spoloénost

Frontier Communications Solutions, NY USA
=Naviac: 74.45.0.0-255 — 101 klucov z portu 22, unikatnych 44, 3 faktorizované

*Brazilia, poskytovatel internetového pripojenia.
wirelessdataspco.org
UPJS — Ziadne vysledky
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Vysledok vypoctu SSH

,Spravne” generované kluce:
Kérejska telekomunikacna spoloénost

Frontier Communications Solutions, NY USA
=Naviac: 74.45.0.0-255 — 101 klucov z portu 22, unikatnych 44, 3 faktorizované

*Brazilia, poskytovatel internetového pripojenia.
wirelessdataspco.org
UPJS — Ziadne vysledky

Faktorizacie len v ramci organizacie
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Chybné zariadenia a os

« /dev/random

e DD-WRT v24 —-SP2

e Cisco RV042 WAP — stale v predaji
 Huawei S9300 switch

* C(Cisco ASR 9010 router
 pravdepodobne tlaciaren C2380

* Linux 2.6.X

e Ubuntu 10.x
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Vysledok vypoctu SSL

 Cinska telekomunikaéna spolo¢nost
e SSL certifikat
e 2048 bitovy kluc
* Jlogin stranky do spolocnosti HUAWEI a mnoho inych ...

e BACKDOOR alebo implementacna chyba?

 115.183.28.0-255, 124.193.190.0-255, 124.205.10.0-255

e 23 faktorizovanych ver. modulov, 3 r6zne prvocisla
* rozdielne zariadenia
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Vysledok vypoctu databazy PGP

e Vacsinou z|é generované prvocisla
* 4294967297, 12884901891, 6242474487359, 357, 2, 5485

e |ba 1 faktorizacia ,spravne” generovaného modulu
e Kluce generované napr. Fedorou alebo gnupg
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Zaver

 Implementacné chyby [2,3]

e /dev/random

 Backdoor ?

 Ron sa nemylil, ale programator ano

 Nedostatok testovania verejnych modulov (vyrobca)
* Neschopnost alebo nezaujem riesit problém

e Aktualizacia OS
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The Return of Coppersmith's Attack: Practical Factorization of
Widely Used RSA Moduli

Matus Nemec, Marek Sys, Petr Svenda
Dusan Klinec, Vashek Matyas
ACM CCS 2017



Coppersmith

* Ak pozname cast bitov prvocisla p alebo g, vieme celkom rychlo
faktorizovat
problem — f(x) = 0modp - g(x) =0 - x,

e Transformovat problém na modularnu polynomialnu rovnicu
f(x) = 0 mod p (p nezname)

* Transformovat polyndm na polyném g(x) v ramci Z[x] a tym
eliminovat neznamu p pri zachovani korenov

* Vyriesit tento problém jednoducho nad Z[x]
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Format prvocisel

p=kx*M+ (65537¢ mod M)
e Kde premenné k,a su nezname
« M = P, # =1][;-,P;, kde P; je i —té prvocislo
e M zavisi od velkosti generovaného prvocisla

e Pren =39,71,126,225 su velkosti kluc¢ov nasledovné:
|1512,960],[992,1952],[1984,3936], [3968,4096]

* Velkost M musi byt dostato¢na = velkost p
* Priamy dosledok tohto je, Zze velkost k, a je mal3 ...!
e (256 — 219 = 37) pre 512 bitovy modulus, kde 219 bitov je velkost M
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Format prvocisel - Dosledok

p=kx*M+ (65537¢ mod M)

* Fingerprint
* loggssz7 N mod M
* Moznost vypocitat lahko, pretoze M ma maly rozklad

e Faktorizacia
* Povedzme, Ze prejdeme kazdé a, polozime 65537% mod M, ,to je Cast bitov”
— a vypocitame Coppersmith-ovou metddou

« Stdle zI3 casova zlozZitost
* Je mozné vylepsit — vid. dalej
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Faktorizacia

N = (k * M + (65537% mod M)) * (L * M + (65537° mod M))
N = (65537%tP=¢ mod M)

 Coppersmith — parametrizovany black box
 Cim viac bitov, tym lepéi je algoritmus ...

e Casova naro¢nost uréena ako ord(a) a ¢asova zloZitost coppersmith
algoritmu

* ord —oznacuje rad prvku a v grupe Zy,

e V praxi- ord(a) je to najhorsie a dlhotrvajice — urcuje ¢asovu
zlozitost
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Faktorizacia

N = (k * M + (65537% mod M)) * (L * M + (65537° mod M))
N = (65537%tP=¢ mod M)

* Velkost M je analogicka velkosti znamych bitov v Coppersmith-ovom
algoritme

* Postacuje log,(N) /4
* log, M >log,(N) /4

* Najdeme mensie M’', také ze ord(a) je lepsie a stale budu prvocisla v
takom tvare...
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Faktorizacia

Prvocisla p, g su stale vdanom tvare (M’ | M)

2. Coppersmith-ov utok ndjde k' pre spravne uhadnuté a’, dostatocne
bitov musi byt znamych log, M’ > log,(N) /4

3. Celkovy ¢as faktorizacie bude minimalny, tj. ord,,s(a)
* Takéto M’ staci najst jeden krat pre danu velkost kluca ...

c f(x)=x*xM + (65537“’m0d M’), koren je k' a
f(x) =0modp

* \lylepsenia — LLL algoritmus — vybratie lepsich polyndmov
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Porovnanie zlozitosti

Key size M Size of M | Size of M’ Naive BF # attempts | Our BF # attempts | Time per Worst case
(ordpg(65537)/2) (ordpyr (65537)/2) attempt
512 b Pao# = 167# | 219.19b 140.77 b 261.09 219.20 11.6 ms | 1.93 CPU hours
1024 b Pyi# =353# | 474.92b | 285.19b 2133.73 229.04 152ms | 97.1 CPU days
2048 b Pioe# = 701# | 970.96b | 552.50b 9254.78 234.29 212ms | 140.8 CPU years
3072 b Piog# = 701# | 970.96b | 783.62b 2254.78 299.29 1159 sec | 2.84 % 10%° years
4096 b || Paos# = 1427# | 1962.19b | 1098.42b 2433.69 233-05 1086 ms | 1.28 x 107 years
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Order of 65537 (Number of Coppersmith attack attempts)

{1 —#— Full order of 65537: number of attempts with naive application of Coppersmith's attack X
e Order of 65537 for optimized M': number of attempts for optimized order of 65537 xx
X Worst case factorization time estimate %
No practical attack (theoretically possible - but lattice up to 71*71 insufficient) <
Attack not possible based on Coppersmith's attack (not enough known bits) x
Simulated private kevs based on knowledge of real public keys XX
X
X

B 1[}?2
s ‘lDES‘
_ 1{}55
R 1“53
B 1DED
s 1{]5?
L 1D54
L 1D51
R 1{]4-8
= 1D45
_ 1[‘]4-2
R ‘lDSQ
- 1036
s 1{}33
_ 1U3IJ
R 1{]2?
B 1D24-
s 'lDEl
- 1018
R 1[]15
B 1[]12
s 1[‘]9
_ ‘lDE
R 1{}3
- 1 year
- 8.75 hours
10-°

512 ?68 1{]24 128{} 1536 1?92 2048 23'[!4 256[} 28’16 30?2 3328 3b&4 384(!
Key size [bits]

4095

Worst case factorization time estimate [years]




Domain name Used length (bits) | Pub. key availability | Misuse

TLS/HTTPS 2048 easy MitM/eavesdropping

Message security (PGP) 1024/2048 easy message eavesdropping, forgery
Trusted boot (TPM) 2048 limited unseal data, forged attestation
Electronic IDs (eID, ePassport) 2048 limited clone passport, e-gov document forgery
Payment cards (EMV)* 768/960/1024/1182 limited clone card, fraudulent transaction
Certification authorities (root, intermediate)* 2048 or higher easy forged certificates, MitM
Authentication tokens 2048 or higher limited unauthorized access or operation
Software signing 2048 or bigger easy malicious application update
Programmable smartcard (Java Card) 1024-4096 depends on use depends on use

Table 3: The summary of the impact of key factorization in the different usage domains. The fingerprinted keys were found
within all listed domains with exceptions marked with an asterisk (*). No fingerprinted keys were found in the very limited
dataset of 13 EMV cards that we collected or for large datasets of browser-trusted root and intermediate CAs.

\ Domain name Analyzed datasets # Vuln. keys/devices | % Vulnerable
Complete/larger-scale datasets
Certification authorities all browser-trusted roots (173), level < 3 intermediates (1,869) 0 keys 0
ePass signing certificates ICAO Document Signing Certificates, CSCA Master Lists 0 keys 0
Estonian eID sample of 130,152 randomly selected citizens 71,417 keys 54.87
Estonian mobile elD sample of 30,471 randomly selected citizens 0 keys 0
Estonian e-residents sample of 4,414 e-residents 4,414 keys 100
Message security (PGP) complete PGP key server dump (9 M) 2,892 keys 0.03
Software signing (GitHub) | SSH keys for GitHub developers (4.7 M) 447 keys 0.01
Software signing (Maven) | signing keys for all public Maven artifacts 5 keys 0.003
TLS/HTTPS complete IPv4 scan, Certificate Transparency 15 keys <0.001
Trusted boot (TPM) 41 laptops with different chips by 6 TPM manufacturers 10 devices
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