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CSIRT.SK

Computer Security Incident Response Team Slovakia — CSIRT.SK

zabezpecenie ochrany narodnejinformacnej a komunikacnej
infrastruktury — NIKI a kritickej informacnej infrastruktury

sluzby spojené so zvladnutim bezpecnostnych incidentoy,

odstranovanim ich nasledkov a naslednou obnovou Cinnosti

informacnych systémov

o spolupraca s vlastnikmi a prevadzkovatelmi NIKI, telekomunikacnymi
operatormi, poskytovatelmi internetovych sluzieb (ISP) a inymi
statnymi organmi (napr. policia, vySetrovatelia, sudy, ...),

= budovanie a rozSirovanie poznania verejnosti vo vybranych oblastiach
informacnej bezpecnosti,

= aktivna kooperacia so zahranicnymi organizaciami,

- r,eprezentécia SR v oblasti informacnej bezpecnosti na medzinarodnej
drovni.
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Penetracv:ny test a.k.a. pentest, ethical hacking

, ... attack on a computer system with the intention of finding security weaknesses,
potentially gaining access to it, its functionality and data.” — Wiki

Ciele:
Urcenie, Ci je ista skupina vektorov utoku vykonatelna
Identifikacia zranitelnosti vysokého stupna, ktoré vyplynu z
kombinacie menej zavaznych nedostatkov, zneuzitych v urcitom
poradi

|dentifikdcia zranitelnosti, ktoré je naro¢né az nemozné odhalit
automatickou detekciou chyb systému

Urcenie potencialnych dopadov uspesného utoku

s Financna stranka

= Moralne straty
o Ohrozenie ludskych zivotov

Testovanie schopnosti vlastnikov (spravcov, administratoroy,
pouzivatelov, udrzbarov, ... ©) systému pri detekcii a rieSeni incidentu
Poskytnutie dokazov na podporu zvysenia investicii do bezpecnosti
organizacie
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Legal disclaimer...

Prednaska je pripravena pre vzdelavacie ucely.

Postupy, nastroje a priklady nie su urcené na
pouzitie bez pisomného suhlasu testovanej strany.

Testovanie bez predchadzajuceho suhlasu moze byt
klasifikované ako trestny cin!
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Pentest

Pri penteste ide o vonkajsieho alebo
vhutorného Utocnika, snaziaceho sa prelomit bezpecnost
organizacie: exploitovat kritické systémy, ziskat pristup k citlivym
datam, ...

V zavislosti od okruhu testovania mozno pouzit aj socialne inZinierstvo i
zamerat sa na fyzicku bezpecnost— nie Standardné...

Isté prvky socidlneho inZinierstva sa daju pouzit vidy (odhad nasledujiceho
hesla a podobne)



Postup testovania

Co by robil utoénik?

Reconnaisance

= Ziskavanie informacii o cieli: IP adresy, DNS info, typ/verzia systému,
data o zamestnancoch, ich kontach a prihlasovacich udajoch

Scanning and Enumeration
= Suhrn znalosti o cieli, identifikacia, ktoré ¢asti mozu byt zranitelné
Penetration

o Ziskanie pristupu zneuzitim zranitelnosti a obidenim bezpecnostnych
mechanizmov

Denial of Service

= Netreba komentar...

Escalation and Maintaining Access

= Kroky na vytvorenie a udrzanie stabilného a nenapadného pristupu do
systému

Covering Tracs and Hiding

= Zahladenie stop
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Postup testovania

Stanovenie okruhu testovania (scope)
Ziskavanie informacii o cieli
o Priklad = www.shodanhqg.com: net:85.248.149.56
= Priklad — nmap, scanovanie siete
Pokusy o exploitaciu na ziskanie pristupu do
systému a eskalaciu privilégii
o Scanery, manualne testovanie a utoky
Pokus o ziskanie citlivych dat

Upratovanie — zahladenie stop - a reportovanie
vysledkov



Typy testov

2 zakladné typy pentestu:
,white box“ — urcité info su zname, napriklad vystup vulnerability assesmentu

m]

]

,black box” — simulacia Utoku bez znalosti prostredia (zero-knowledge)

Podla predmetu testovania:
Interny — LAN
Externy — webové aplikacie a sluzby

O

m]

Metoda testovania:
automatické — scanovacie softvéry, online nastroje, skripty, ...

m ]

- manualne — najma na overenie vysledkov, vylucenie FP



Co robime my?

Penetracné testy webovych aplikacii a interné testy
infrastruktury
o rozsah podla dohody a podla potreby ©

Faktory:
= Poziadavky organizacie
= Typ aplikacie

o= (Cas...

Pri weboch +/- OWASP metodika
Pri internych testoch postup zalezi od pripadu
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Pred testom...

Vsetko osSetrit dohodou/zmluvou/suhlasom s
podpismi oboch(vsetkych zucastnenych) stran

Naozaj VSETKO ©

g URL s testovanymi aplikaciami

n Cielové IP adresy

o IP adresy, z ktorych budeme testovat (vynimky na FW, VPN, ...)

n Datumy a Casy testovania

g KONTAKT pre pripad rachnutia aplikacie

n (NE)rucenie za pripadné skody

g Zakaznik ma informovat dodavatelov, spravcov webu ¢i iné zainteresované subjekty
g SpoOsob reportovania vysledkov

g Pri internom teste napr. vylucené aplikacie, Casti siete patriace inym subjektom,

oSetrenie potencialneho pristupu k citlivym informaciam, ...
. NDA, NDA, NDA...



R RRRRRRRRRBRBRRZEwwER:L

Po teste...

Upratat po sebe

= Vytvorené ucty, modifikacie ACL, proxychains, port forwardery,
instalované tooly, ...

Vytvorit report
o NAajdené zranitelnosti, ich zavaznost a odporucanie, ako ich
odstranit

Bezpecne odstranit data, ziskané pocas testovania
= Formatovanie diskoy, ...
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Pentest NIKDY NEVYKONAVAT len tak!

Kazda krajina ma inu legislativu: aj obyCajny nmap,
ak pouzivame invazivne skripty, moze byt
povazovany za ilegalny — nedovolené scanovanie
oortov...

Rizika — pad aplikacie, manipulacia dat, ziskanie
citlivych informacii...
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Co pouzivame?
Komercné scannery a toolkity

Open-source
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Burpsuite
Proxy — zachytavanie prevadzky
Funkcie:
- a mnohé iné
TamperData

* Free doplnok Mozilla FF
* zachytenie a manipulacia requestov



N 1
OWASP WebGoat

Zamerne zranitelna aplikacia
Free

Na vzdeldvacie Ucely — mozno si vyskusat rozne typy
utokov na rézne zranitelnosti:

y Cross-site Scripting (XSS)

: Access Control

- Thread Safety

: Hidden Form Field Manipulation

o Parameter Manipulation

8 Weak Session Cookies

g Blind SQL Injection

d Numeric SQL Injection

0 String SQL Injection

s Web Services

- Fail Open Authentication

g Dangers of HTML Comments
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Kioptrix

Virtualny PC s mnohymi zranitelnostami

Cielom je ovladnut stroj s ¢o najvyssimi privilégiami
StarsSie, ale na vyskusanie velmi dobré

http://www.kioptrix.com/blog/

https://blog.g0tmilk.com/2012/02/kioptrix-level-4-sql-
injection/



http://www.kioptrix.com/blog/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
https://blog.g0tmi1k.com/2012/02/kioptrix-level-4-sql-injection/
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S ¢im sa (este stale) stretavame

Chybajuce flagy cookies

Clickjacking

,Ukecany“server Ci aplikacia — determinacia pouzitych
technologii, zverejnenie informacii o serveri €i o pouzivateloch
Neaktualne verzie softvéru

Zle implementované SSL Ci HTTPS

Reflexné (az perzistentné) XSS

SQL injection

Command&remote file injection/inclusion

Nedostatky v Session managemente
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OWASP Top 10 - 2013

Al-Injection

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as part
of a command or query. The attacker’s hostile data can trick the interpreter into executing unintended
commands or accessing data without proper authorization.

A2-Broken Authentication and Session Management

Application functions related to authentication and session management are often not implemented correctly,
allowing attackers to compromise passwords, keys, or session tokens, or to exploit other
implementation flaws to assume other users’ identities.

A3-Cross-Site Scripting (XSS)

XSS flaws occur whenever an application takes untrusted data and sends it to a web browser without proper
validation or escaping. XSS allows attackers to execute scripts in the victim’s browser which can hijack
user sessions, deface web sites, or redirect the user to malicious sites.

Ad-Insecure Direct Object References

A direct object reference occurs when a developer exposes a reference to an internal implementation object,
such as a file, directory, or database key. Without an access control check or other protection, attackers
can manipulate these references to access unauthorized data.

A5-Security Misconfiguration

Good security requires having a secure configuration defined and deployed for the application, frameworks,
application server, web server, database server, and platform. Secure settings should be defined,
implemented, and maintained, as defaults are often insecure. Additionally, software should be kept up
to date.
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OWASP Top 10 - 2013

A6-Sensitive Data Exposure

Many web applications do not properly protect sensitive data, such as credit cards, tax IDs, and authentication credentials.
Attackers may steal or modify such weakly protected data to conduct credit card fraud, identity theft, or other crimes.
Sensitive data deserves extra protection such as encryption at rest or in transit, as well as special precautions when
exchanged with the browser.

A7-Missing Function Level Access Control

Most web applications verify function level access rights before making that functionality visible in the Ul. However,
applications need to perform the same access control checks on the server when each function is accessed. If requests
are not verified, attackers will be able to forge requests in order to access functionality without proper authorization.

A8-Cross-Site Request Forgery (CSRF)

A CSRF attack forces a logged-on victim’s browser to send a forged HTTP request, including the victim’s session cookie and any
other automatically included authentication information, to a vulnerable web application. This allows the attacker to
force the victim’s browser to generate requests the vulnerable application thinks are legitimate requests from the
victim.

A9-Using Components with Known Vulnerabilities

Components, such as libraries, frameworks, and other software modules, almost always run with full privileges. If a vulnerable
component is exploited, such an attack can facilitate serious data loss or server takeover. Applications using
components with known vulnerabilities may undermine application defenses and enable a range of possible attacks
and impacts.

A10-Unvalidated Redirects and Forwards

Web applications frequently redirect and forward users to other pages and websites, and use untrusted data to determine the
destination pages. Without proper validation, attackers can redirect victims to phishing or malware sites, or use
forwards to access unauthorized pages.
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Flagy Cookies & HTTP Headers

Cookies = identifikatory spojenia:

o prebiehajuca relacia zodpoveda danému klientovi
Flag Secure — cookie nemozno prenasat mimo HTTPS
Flag HttpOnly — cookie nemoze byt manipulovana z
prehliadaca, modifikovat ju moze len vydavajuci
server
Header X-Frame-Options — ochrana voci
clickjackingu
Header X-XSS-Protection
Ainé
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Determinacia technologie, ziskanie info o serveri

Server v odpovediach prezradi aj to, Co nevie...
Napr. pri chybovych hlaseniach, no i pri normalnej
odpovedi mozno ziskat roznorodé informacie:

Rozna pricina a rézne zdroje uniku



R RRRRRRRBRRRERRA

Neaktualne verzie SW

Zastarané verzie nepodporované vendorom -
nevydavaju sa bezpecnostné zaplaty
Podporované, no neuplné ¢i vobec neupdatované
verzie — ak aj vendori vydaju zaplaty, ale spravca
ich neinstaluje...

Preco to nechceme???

o Vrazedné v kombinacii s moznostou determinovat
pritomnost starého softvéru:
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SSL a HTTPS

Staré verzie SSL/TLS

Slabé sSifry a hashovacie funkcie — zla randomizacia
RC4, kratke kluce, kolizie v MD?5,...
https://www.ssllabs.com/ssltest/

Nevynucované pouzitie HTTPS

Problematicka kombindcia HTTP a HTTPS casti
portalov


https://www.ssllabs.com/ssltest/
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Session Management

Pri strankach s autentifikaciou
Dodrzanie pravidiel na spravu identifikatorov
spojeni (cookies, session tokens)

3 scenare:
= Paralelné prihlasenie
s Znovupouzitie cookie
= Prenos cookie na stroj s inou verejnou IP

S prihliadnutim na funkciu stranky
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Cross-Site Scripting - XSS

Aplikacia nedostatocne osetruje pouzivatelske
vstupy Ci iné data z nedoveryhodnych zdrojov:
chyba validacia(zmysluplnost hodnot) ¢i escaping
(filtrovanie znakov)
XSS umoznuje Utocnikovi spustit skript v
prehliadaci obete - dosledky:

s Session hijacking

= Defacement — falSovanie stranky

= Redirect — presmerovanie pouzivatela na skodlive
stranky
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SQL Injection (a iné injection flaws)

SQL, OS ¢i LDAP

Nedoveryhodné data sa bez dostatocného
spracovania odosielaju interpreteru ako ¢ast
prikazu alebo dopytu.

Zaslané data budu interpretované na vykonanie
prikazu Ci ziskanie pristupu k datam bez
zodpovedajucej autorizacie... Vylistujeme si
databazu, dumpneme zoznam pouzivatelov,
spustime prikaz...

s Priklad — Kioptrix: ziskanie root pristupu cez SQLi
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Interne testy

Mnozstvo moznych pristupov

Podstatné je ziskat prvého pouzivatela
= Ako? Tazko! ©

Standardnad situacia:

= QOrganizacia s Windows doménou, sietovou
infrastrukturou, viac-menej oddelené segmenty;
mailové sluzby, weby, fileservery, VolP, monitoring
(kamery, klimatizacie, ...), Linux servery, ...

= Mame sietovu zasuvku v sieti beznych pouzivatelov
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Na ¢o sa zamerat’?

Architektura siete:

o oddelenie segmentov pouzivatelov, serverov, sietovych
prvkoy, ...

Infrastruktura

= ARP Poisoning? Routovacie protokoly?
Monitoring a manazment

s SNMP, Telnet, SSH, HTTP prihlasovanie, RDP, IPMI, ...
Doména

o Politika hesiel, CIFS NULL, NTLM autentifikacia, cached
logon credentials, ...

Servery a sluzby
= Staré verzie, chybajuce aktualizacie, patche, ...
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Na co sa zamerat’?
SSL/TLS

s Verzie, platnost a doveryhodnost certifikatov

Databazy
= SQL Injection, default credentials, ...

Sietové sluzby
o FTP, ...

Weby

SMB

Pouzivatelia
s Social engineering
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Priklad

Doména
o Server 2008 R2, PC Windows 7 EE

Kali a Windows 7
o utocCiace zariadenia v sieti

Bruteforce doménovych hesiel,
Eskalacia privilégii na lokalneho administratora,

Ziskanie administratorského hesla,

Vytvorenie administratora,
Dump hashov z doménového radica
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Referencie
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Sietova bezpecnost




O com to bude
Siet z pohladu utocnika
— Kam az a k akym ddtam sa viem dostat
Siet z pohladu administratora
— Ako obranit siet voci utokom
Prezentacia sa nezaobera:

— Socialnym inzinierstvom

— DoS a DDoS

#Note: [L-S] == lahké a? stredne naro¢né; {VL, L, S, T, VT}



Pozadie

Potencialna obet ma klasicku siet ako vacsina
spoloCnosti:

— Switched Ethernet network

— Switche, FWs, APs, servery (rozne OS), zverejnené
sluzby (web, DNS, VPN, ...), pracovné stanice, mozno
aj Windows domeéna

Utoénik chce:

-~ Kompromitovat siet svojho ciela

— Mat pod kontrolou jeho zariadenia
— Ziskat zaujimavé data



———————————————————
Utok
Reconnaisance

Socialne inzinierstvo

Exploitacia zranitelnhosti dostupnych sluzieb
(otvorené porty, nebezpecna konfiguracia)

Sniffovanie komunikacie

Pristup na spravcovskeé rozhrania

# Note: k dispozicii je mnozstvo toolov zasadne
# zjednodusujucich pracu utocnikovi...



Exploitacia zranitelnosti dostupnych sluzieb

Ciel: ziskat pristup do siete, alebo dalej v sieti, ultimatne
chcem pristup k OS s admin pravami

Otvorené porty a beziace sluzby

— (nmap) scan, software and OS version detection [L]

— Zname zranitelnosti, exploity (najdem zverejneny exploit
[L-S], alebo si urobim vlastny [S-VT])

Nebezpecna konfiguracia

— Taktiez zname zranitelnosti a exploity alebo utoky

— Directory trversal; username disclosure; ICMP redirects enabled; ...



Sniffovanie komunikacie
Ciel: odchytit zujimavé udaje
— prihlasovacie udaje: switche a routre/FWs,
virtualizacia (napr. VMWare servery), SSH/RDP na

servery, databazy, weby, SIP auth, I[PMI
rozhrania...

— pouzivané sluzby: kam pristupuju pouzivatelia
(najma admini)? Chcem dalsie IP:port kam sa
pozriem

— Session hijacking




Sniffovanie komunikacie - ako?

ARP spoofing/poisoning [VL]

MAC address spoofing [L-S]

DHCP spoofing [L]

WPAD MITM (Web Proxy Autodiscovery Protocol) [L]

DTP mode dynamic auto (Dynamic Trunking Protocol)

[S]
SPAN port [S]

dalSie metody...



Pristup na spravcovske rozhrania

Ciel: ziskat pristup do siete, alebo dalej v sieti,
mapovanie siete

Ako:

— Pomocou defaultnych prihlasovacich udajov
— Pomocou odsnifovanych prihlasovacich udajov
— Alebo mo6zem skusit slovnik

— Nejaky exploit?



Sniffovanie komunikacie - ochrana (1)

Sifrovanie komunikacie
# Sifrovanie len hesla nie je vyhra — moze to byt rozbité

Nepouzivat plaintext protokoly na manazment alebo pristup k
chranenym datam

Pouzitie VLAN (iné VLAN pre spravcov, pouzivateloy,
dodavatelov, ...)

ESte lepSie: implementacia PVLAN
|dealne: fyzicky oddelit spravcovsku siet od datovej

Rozumna architekura siete — aby utocnik niecCo podstatné
dosiahol nemalo by stacit prekonat/ovladnut jedno
zariadenie



Sniffovanie komunikacie - ochrana (2)

ARP spoofing/poisoning

— arp inspection (DAI)
— VLAN, PVLAN a ACL/FW

— Pouzitie (vhodne nastaveného) IDS
MAC address spoofing
— port security

DHCP spoofing
— DHCP snooping



Sniffovanie komunikacie - ochrana (3)

WPAD MITM (Web Proxy Autodiscovery Protocol)

— Vypnut “Automaticku detekciu nastaveni” proxy

DTP mode dynamic auto (Dynamic Trunking
Protocol)

— switchport trunk allowed vlan 42,666

— switchport mode {access|trunk}
SPAN port

— Podrobné logovanie + monitorovanie logov



Exploitacia zranitelnosti dostupnych sluzieb -
ochrana

Vypnutie nepotrebnych sluzieb
Nastavit lokdlny FW/ACL
Aplikovanie security patchov (pravidelné a véasné)

Planované vcéasné upgrady (nepouzivat zastaralé nepodporované
technolodgie)

Vynucovanie Sifrovania (DB access, proprietarne protokoly, ...)
Zmena default prihlasovacich uctov

Pouzivat komplexné hesla

Pravidelny scan otvorenych portov neuskodi:

— (nmap) otvorené porty na kritickych serveroch a routroch

— (nmap) Co vSetko vidim z Internetu?



Pristup na spravcovske rozhrania - ochrana

ACL/FW pravidl3d
spravcovska VLAN

Nepouzivat neSifrované protokoly - Telnet, HTTP,
nevynutené SSL/TLS....

Autentifikacia: pouzitie klientskych certifikatoy,
RSA kluce

Chranit zalohovacie servery, aj monitorovacie a
syslog servery

Nerecyklovat hesla, pouzivat komplexné hesl3



/abezpecenie aktivnych prvkov

ACL

— pristup na manazment rozhranie len zo Specifikovanych IP adries

— pristup len cez manazment IP.addr z manazment VLAN (nie cez kazdu
existujucu IP.addr)

Vypnutie HTTP a Telnet, pripadne aj HTTPS ak ho nepotrebujeme
Zvazit vypnutie CDP
SNMPv3 (ak je vbbec potrebny)

V konfigu ukladat Sifrované hesla (nie plaintext)

— Aj zalohy konfigurakov obsahuju mena a hesla...

Aktualizovat firmvéry
Vypnut password recovery so zachovanim pévodného konfigu

Fyzicka ochrana ;)



Nastavenie firewallov

Whitelisting (default DROP + vynimky)
Vyhnut sa dieram

Filtrovanie odchadzajucej komunikacie
— ldealne whitelisting

— Takmer urcite nechceme mat povolené: SMTP vSade, DNS
vSade, SMB von, SYSLOG von, ...

Zakazat ICMP smerom dovnutra
Vypnut posielanie ICMP host unreachable do Internetu
Centralny FW nestaci, vzdy nasadit aj lokalny FW

Nasadenie IPS (Intrusion Prevention System)



Tip: ako je na tom Vas domaci Wifi router?

Multiple vulnerabilities found in Quanta LTE routers
(backdoor, backdoor accounts, RCE, weak WPS ...)

— https://pierrekim.github.io/blog/2016-04-04-quanta-Ite-
routers-vulnerabilities.html

Priklad UPC router (EWW?3226)

— telnet s prihlasovacimi udajmi ako na web interface - zmena
hesla cez web sa neprejavi na telnet :/

— UPC WeFree (opt-out?)

— hm, heslo na telnet admina bolo zmené X tyzdnov dozadu a
zrazu je tam opat default?

Je pouzivatelské rozhranie na http://192.168.0.1 ?
— Pripadne 192.168.1.1/172.16.0.1
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Otazky

== LalIRT.aK

~2— www.csirt. gov.sk
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