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Motivation

• adversary tactics, techniques, and procedures (TTP)
• replicate in your testing (pentest, resilience assessment)
• improve security monitoring and incident response

• changing security landscape
• new TTPs
• evolving IT infrastructure (*aaS, upgrades, new systems etc.)
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(Cyber) Threat intelligence

Threat information that has been aggregated, transformed, analyzed, interpreted, or
enriched to provide the necessary context for decision-making processes.
[NIST SP 800-150]

• strategic (trends, general info)
• long-term plans, CISO level

• tactical (TTPs of recent threats)
• operational (indicators of compromise IOCs, URLs, IP addresses, etc.)

• often machine readable, consumed by firewalls, SIEM, IPS etc.
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(Cyber) Threat intelligence

• relevant up to date information, often tailored for specific organization
• who is likely to attack, what assets, and how
• how to detect
• recommended actions to defend

• prioritize effort and spending
• avoid neglecting old and obvious weaknesses

• commercial services, offered by many security vendors
• OSINT sources: see next lecture
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Cyber Kill Chain

• Lockheed Martin [1]
• model: what the adversaries must complete in order to achieve their objective
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Cyber Kill Chain – remarks

• high level and (strictly) sequential model
• idea: stop attack at any stage, plan and test controls for each stage

“Stopping adversaries at any stage breaks the chain of attack!”
• weaknesses of this model

• only high level info (details are missing)
• rigid structure (many attacks skips or combine stages)
• focus on perimeter (insider threats do not fit the model)
• focus on malware/payload (web app vulnerabilities, DoS, etc. are different)
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The Unified Kill Chain

• P. Pols, 18 attack phases; grouped into In, Through, and Out objectives
• limited usability for operational and tactical planning/testing

source: https://www.unifiedkillchain.com
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MITRE ATT&CK

“globally-accessible knowledge base of adversary tactics and techniques based on
real-world observations” [2]

• established, mid-level adversary model
• use cases

• Threat Intelligence
• Detection and Analytics
• Adversary Emulation and Red Teaming
• Assessments and Engineering

• tactic: (why) the reason for performing an action
• technique: how an adversary achieves a tactical goal by performing an action.
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MITRE ATT&CK cont.

• domains:
• Enterprise (subsets for various OS, cloud services, network, containers)
• Mobile (iOS, Android)
• ICS (industrial control systems)

• ATT&CK v14 (2023):
• Enterprise: 201 Techniques, 424 Sub-Techniques, 141 Groups, 648 Pieces of Software,

23 Campaigns, 43 Mitigations, and 109 Data Sources
• ATT&CK Navigator – interactive tool
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Enterprise (14 tactics)

• Reconnaissance (10 techniques)
• Resource Development (8)
• Initial Access (10)
• Execution (14)
• Persistence (20)
• Privilege Escalation (14)
• Defense Evasion (43)

• Credential Access (19)
• Discovery (32)
• Lateral Movement (9)
• Collection (17)
• Command and Control (17)
• Exfiltration (9)
• Impact (14)
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Structure

• Technique / sub-technique
• description
• info: platforms
• procedure examples: what threat actors used the technique and how
• mitigations: preventive measures
• detection: what to monitor
• references
• previous ATT&CK versions: CAPEC cross reference

• CAPEC (Common Attack Pattern Enumerations and Classifications)
• comprehensive dictionary of known patterns of attack employed by adversaries
• approx. 560 attack patterns
• crosslinked world: CAPEC 7→ ATT&CK, CWE
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Example – Discovery / Network Service Discovery (T1046)

• Tactic: Discovery
• Platforms: Containers, IaaS, Linux, Network, Windows, macOS
• Procedures (57)

• e.g. APT39 has used CrackMapExec and a custom port scanner known as
BLUETORCH for network scanning.

• Mitigations (3)
• Ensure that unnecessary ports and services are closed . . .
• Use network intrusion detection/prevention systems . . .
• Ensure proper network segmentation . . .

• Detection (3)
• Monitor cloud service usage for anomalous behavior . . .
• Monitor executed commands and arguments . . .
• Monitor network data for uncommon data flows . . .
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Example – Tactics and Techniques – threat actor (Lapsus$)
Active Scanning

Gather Victim Host Information

Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information

Phishing for Information

Search Closed Sources

Search Open Technical Databases

Search Open Websites/Domains

Search Victim-Owned Websites

Scanning IP Blocks

Vulnerability Scanning

Wordlist Scanning

Client Configurations

Firmware

Hardware

Software

Credentials

Email Addresses

Employee Names

DNS

Domain Properties

IP Addresses

Network Security Appliances

Network Topology

Network Trust Dependencies

Business Relationships

Determine Physical Locations

Identify Business Tempo

Identify Roles

Spearphishing Attachment

Spearphishing Link

Spearphishing Service

Spearphishing Voice

Purchase Technical Data

Threat Intel Vendors

CDNs

Digital Certificates

DNS/Passive DNS

Scan Databases

WHOIS

Code Repositories

Search Engines

Social Media

Reconnaissance
Acquire Access

Acquire Infrastructure

Compromise Accounts

Compromise Infrastructure

Develop Capabilities

Establish Accounts

Obtain Capabilities

Stage Capabilities

Botnet

DNS Server

Domains

Malvertising

Server

Serverless

Virtual Private Server

Web Services

Cloud Accounts

Email Accounts

Social Media Accounts

Botnet

DNS Server

Domains

Server

Serverless

Virtual Private Server

Web Services

Code Signing Certificates

Digital Certificates

Exploits

Malware

Cloud Accounts

Email Accounts

Social Media Accounts

Code Signing Certificates

Digital Certificates

Exploits

Malware

Tool

Vulnerabilities

Drive-by Target

Install Digital Certificate

Link Target

SEO Poisoning

Upload Malware

Upload Tool

Resource Development
Content Injection

Drive-by Compromise

Exploit Public-Facing Application

External Remote Services

Hardware Additions

Phishing

Replication Through Removable Media

Supply Chain Compromise

Trusted Relationship

Valid Accounts

Spearphishing Attachment

Spearphishing Link

Spearphishing via Service

Spearphishing Voice

Compromise Hardware Supply Chain

Compromise Software Dependencies and Development Tools

Compromise Software Supply Chain

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

Initial Access
Cloud Administration Command

Command and Scripting Interpreter

Container Administration Command

Deploy Container

Exploitation for Client Execution

Inter-Process Communication

Native API

Scheduled Task/Job

Serverless Execution

Shared Modules

Software Deployment Tools

System Services

User Execution

Windows Management Instrumentation

AppleScript

Cloud API

JavaScript

Network Device CLI

PowerShell

Python

Unix Shell

Visual Basic

Windows Command Shell

Component Object Model

Dynamic Data Exchange

XPC Services

At

Container Orchestration Job

Cron

Scheduled Task

Systemd Timers

Launchctl

Service Execution

Malicious File

Malicious Image

Malicious Link

Execution
Account Manipulation

BITS Jobs

Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts

Browser Extensions

Compromise Client Software Binary

Create Account

Create or Modify System Process

Event Triggered Execution

External Remote Services

Hijack Execution Flow

Implant Internal Image

Modify Authentication Process

Office Application Startup

Power Settings

Pre-OS Boot

Scheduled Task/Job

Server Software Component

Traffic Signaling

Valid Accounts

Additional Cloud Credentials

Additional Cloud Roles

Additional Container Cluster Roles

Additional Email Delegate Permissions

Device Registration

SSH Authorized Keys

Active Setup

Authentication Package

Kernel Modules and Extensions

Login Items

LSASS Driver

Port Monitors

Print Processors

Re-opened Applications

Registry Run Keys / Startup Folder

Security Support Provider

Shortcut Modification

Time Providers

Winlogon Helper DLL

XDG Autostart Entries

Login Hook

Logon Script (Windows)

Network Logon Script

RC Scripts

Startup Items

Cloud Account

Domain Account

Local Account

Launch Agent

Launch Daemon

Systemd Service

Windows Service

Accessibility Features

AppCert DLLs

AppInit DLLs

Application Shimming

Change Default File Association

Component Object Model Hijacking

Emond

Image File Execution Options Injection

Installer Packages

LC_LOAD_DYLIB Addition

Netsh Helper DLL

PowerShell Profile

Screensaver

Trap

Unix Shell Configuration Modification

Windows Management Instrumentation Event Subscription

COR_PROFILER

DLL Search Order Hijacking

DLL Side-Loading

Dylib Hijacking

Dynamic Linker Hijacking

Executable Installer File Permissions Weakness

KernelCallbackTable

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

Path Interception by Unquoted Path

Services File Permissions Weakness

Services Registry Permissions Weakness

Domain Controller Authentication

Hybrid Identity

Multi-Factor Authentication

Network Device Authentication

Network Provider DLL

Password Filter DLL

Pluggable Authentication Modules

Reversible Encryption

Add-ins

Office Template Macros

Office Test

Outlook Forms

Outlook Home Page

Outlook Rules

Bootkit

Component Firmware

ROMMONkit

System Firmware

TFTP Boot

At

Container Orchestration Job

Cron

Scheduled Task

Systemd Timers

IIS Components

SQL Stored Procedures

Terminal Services DLL

Transport Agent

Web Shell

Port Knocking

Socket Filters

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation

Account Manipulation

Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts

Create or Modify System Process

Domain Policy Modification

Escape to Host

Event Triggered Execution

Exploitation for Privilege Escalation

Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Bypass User Account Control

Elevated Execution with Prompt

Setuid and Setgid

Sudo and Sudo Caching

Temporary Elevated Cloud Access

Create Process with Token

Make and Impersonate Token

Parent PID Spoofing

SID-History Injection

Token Impersonation/Theft

Additional Cloud Credentials

Additional Cloud Roles

Additional Container Cluster Roles

Additional Email Delegate Permissions

Device Registration

SSH Authorized Keys

Active Setup

Authentication Package

Kernel Modules and Extensions

Login Items

LSASS Driver

Port Monitors

Print Processors

Re-opened Applications

Registry Run Keys / Startup Folder

Security Support Provider

Shortcut Modification

Time Providers

Winlogon Helper DLL

XDG Autostart Entries

Login Hook

Logon Script (Windows)

Network Logon Script

RC Scripts

Startup Items

Launch Agent

Launch Daemon

Systemd Service

Windows Service

Domain Trust Modification

Group Policy Modification

Accessibility Features

AppCert DLLs

AppInit DLLs

Application Shimming

Change Default File Association

Component Object Model Hijacking

Emond

Image File Execution Options Injection

Installer Packages

LC_LOAD_DYLIB Addition

Netsh Helper DLL

PowerShell Profile

Screensaver

Trap

Unix Shell Configuration Modification

Windows Management Instrumentation Event Subscription
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DLL Search Order Hijacking

DLL Side-Loading

Dylib Hijacking

Dynamic Linker Hijacking

Executable Installer File Permissions Weakness

KernelCallbackTable

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

Path Interception by Unquoted Path

Services File Permissions Weakness

Services Registry Permissions Weakness

Asynchronous Procedure Call

Dynamic-link Library Injection

Extra Window Memory Injection

ListPlanting

Portable Executable Injection

Proc Memory

Process Doppelgänging

Process Hollowing

Ptrace System Calls

Thread Execution Hijacking

Thread Local Storage

VDSO Hijacking

At

Container Orchestration Job

Cron

Scheduled Task

Systemd Timers

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation

BITS Jobs

Build Image on Host

Debugger Evasion

Deobfuscate/Decode Files or Information

Deploy Container

Direct Volume Access

Domain Policy Modification

Execution Guardrails

Exploitation for Defense Evasion

File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Impersonation

Indicator Removal

Indirect Command Execution

Masquerading

Modify Authentication Process

Modify Cloud Compute Infrastructure

Modify Registry

Modify System Image

Network Boundary Bridging

Obfuscated Files or Information

Plist File Modification

Pre-OS Boot

Process Injection

Reflective Code Loading

Rogue Domain Controller

Rootkit

Subvert Trust Controls

System Binary Proxy Execution

System Script Proxy Execution

Template Injection

Traffic Signaling

Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions

Use Alternate Authentication Material

Valid Accounts

Virtualization/Sandbox Evasion

Weaken Encryption

XSL Script Processing

Bypass User Account Control

Elevated Execution with Prompt

Setuid and Setgid

Sudo and Sudo Caching

Temporary Elevated Cloud Access

Create Process with Token

Make and Impersonate Token

Parent PID Spoofing

SID-History Injection

Token Impersonation/Theft

Domain Trust Modification

Group Policy Modification

Environmental Keying

Linux
and Mac File and Directory Permissions Modification

Windows File and Directory Permissions Modification

Email Hiding Rules

Hidden File System

Hidden Files and Directories

Hidden Users

Hidden Window

Ignore Process Interrupts

NTFS File Attributes

Process Argument Spoofing

Resource Forking

Run Virtual Instance

VBA Stomping
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DLL Search Order Hijacking

DLL Side-Loading

Dylib Hijacking

Dynamic Linker Hijacking

Executable Installer File Permissions Weakness

KernelCallbackTable

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

Path Interception by Unquoted Path

Services File Permissions Weakness

Services Registry Permissions Weakness

Disable or Modify Cloud Firewall

Disable or Modify Cloud Logs

Disable or Modify Linux Audit System

Disable or Modify System Firewall

Disable or Modify Tools

Disable Windows Event Logging

Downgrade Attack

Impair Command History Logging

Indicator Blocking

Safe Mode Boot

Spoof Security Alerting

Clear Command History

Clear Linux or Mac System Logs

Clear Mailbox Data

Clear Network Connection History and Configurations

Clear Persistence

Clear Windows Event Logs

File Deletion

Network Share Connection Removal

Timestomp

Break Process Trees

Double File Extension

Invalid Code Signature

Masquerade File Type

Masquerade Task or Service

Match Legitimate Name or Location

Rename System Utilities

Right-to-Left Override

Space after Filename

Domain Controller Authentication

Hybrid Identity

Multi-Factor Authentication

Network Device Authentication

Network Provider DLL

Password Filter DLL

Pluggable Authentication Modules

Reversible Encryption

Create Cloud Instance

Create Snapshot

Delete Cloud Instance

Modify Cloud Compute Configurations

Revert Cloud Instance

Downgrade System Image

Patch System Image

Network Address Translation Traversal

Binary Padding

Command Obfuscation

Compile After Delivery

Dynamic API Resolution

Embedded Payloads

Fileless Storage

HTML Smuggling

Indicator Removal from Tools

LNK Icon Smuggling

Software Packing

Steganography

Stripped Payloads

Bootkit

Component Firmware

ROMMONkit

System Firmware

TFTP Boot

Asynchronous Procedure Call

Dynamic-link Library Injection

Extra Window Memory Injection

ListPlanting

Portable Executable Injection

Proc Memory

Process Doppelgänging

Process Hollowing

Ptrace System Calls

Thread Execution Hijacking

Thread Local Storage

VDSO Hijacking

Code Signing

Code Signing Policy Modification

Gatekeeper Bypass

Install Root Certificate

Mark-of-the-Web Bypass

SIP and Trust Provider Hijacking

CMSTP

Compiled HTML File

Control Panel

InstallUtil

Mavinject

MMC

Mshta

Msiexec

Odbcconf

Regsvcs/Regasm

Regsvr32

Rundll32

Verclsid

PubPrn

Port Knocking

Socket Filters

MSBuild

Application Access Token

Pass the Hash

Pass the Ticket

Web Session Cookie

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

System Checks

Time Based Evasion

User Activity Based Checks

Disable Crypto Hardware

Reduce Key Space

Defense Evasion
Adversary-in-the-Middle

Brute Force

Credentials from Password Stores

Exploitation for Credential Access

Forced Authentication

Forge Web Credentials

Input Capture

Modify Authentication Process

Multi-Factor Authentication Interception

Multi-Factor Authentication Request Generation

Network Sniffing

OS Credential Dumping

Steal Application Access Token

Steal or Forge Authentication Certificates

Steal or Forge Kerberos Tickets

Steal Web Session Cookie

Unsecured Credentials

ARP Cache Poisoning

DHCP Spoofing

LLMNR/NBT-NS Poisoning and SMB Relay

Credential Stuffing

Password Cracking

Password Guessing

Password Spraying

Cloud Secrets Management Stores

Credentials from Web Browsers

Keychain

Password Managers

Securityd Memory

Windows Credential Manager

SAML Tokens

Web Cookies

Credential API Hooking

GUI Input Capture

Keylogging

Web Portal Capture

Domain Controller Authentication

Hybrid Identity

Multi-Factor Authentication

Network Device Authentication

Network Provider DLL

Password Filter DLL

Pluggable Authentication Modules

Reversible Encryption

/etc/passwd and /etc/shadow

Cached Domain Credentials

DCSync

LSA Secrets

LSASS Memory

NTDS

Proc Filesystem

Security Account Manager

AS-REP Roasting

Golden Ticket

Kerberoasting

Silver Ticket

Bash History

Chat Messages

Cloud Instance Metadata API

Container API

Credentials In Files

Credentials in Registry

Group Policy Preferences

Private Keys

Credential Access
Account Discovery

Application Window Discovery

Browser Information Discovery

Cloud Infrastructure Discovery

Cloud Service Dashboard

Cloud Service Discovery

Cloud Storage Object Discovery

Container and Resource Discovery

Debugger Evasion

Device Driver Discovery

Domain Trust Discovery

File and Directory Discovery

Group Policy Discovery

Log Enumeration

Network Service Discovery

Network Share Discovery

Network Sniffing

Password Policy Discovery

Peripheral Device Discovery

Permission Groups Discovery

Process Discovery

Query Registry

Remote System Discovery

Software Discovery

System Information Discovery

System Location Discovery

System Network Configuration Discovery

System Network Connections Discovery

System Owner/User Discovery

System Service Discovery

System Time Discovery

Virtualization/Sandbox Evasion

Cloud Account

Domain Account

Email Account

Local Account

Cloud Groups

Domain Groups

Local Groups

Security Software Discovery

System Language Discovery

Internet Connection Discovery

Wi-Fi Discovery

System Checks

Time Based Evasion

User Activity Based Checks

Discovery
Exploitation of Remote Services

Internal Spearphishing

Lateral Tool Transfer

Remote Service Session Hijacking

Remote Services

Replication Through Removable Media

Software Deployment Tools

Taint Shared Content

Use Alternate Authentication Material

RDP Hijacking

SSH Hijacking

Cloud Services

Direct Cloud VM Connections

Distributed Component Object Model

Remote Desktop Protocol

SMB/Windows Admin Shares

SSH

VNC

Windows Remote Management

Application Access Token

Pass the Hash

Pass the Ticket

Web Session Cookie

Lateral Movement
Adversary-in-the-Middle

Archive Collected Data

Audio Capture

Automated Collection

Browser Session Hijacking

Clipboard Data

Data from Cloud Storage

Data from Configuration Repository

Data from Information Repositories

Data from Local System

Data from Network Shared Drive

Data from Removable Media

Data Staged

Email Collection

Input Capture

Screen Capture

Video Capture

ARP Cache Poisoning

DHCP Spoofing

LLMNR/NBT-NS Poisoning and SMB Relay

Archive via Custom Method

Archive via Library

Archive via Utility

Network Device Configuration Dump

SNMP (MIB Dump)

Code Repositories

Confluence

Sharepoint

Local Data Staging

Remote Data Staging

Email Forwarding Rule

Local Email Collection

Remote Email Collection

Credential API Hooking

GUI Input Capture

Keylogging

Web Portal Capture

Collection
Application Layer Protocol

Communication Through Removable Media

Content Injection

Data Encoding

Data Obfuscation

Dynamic Resolution

Encrypted Channel

Fallback Channels

Ingress Tool Transfer

Multi-Stage Channels

Non-Application Layer Protocol

Non-Standard Port

Protocol Tunneling

Proxy

Remote Access Software

Traffic Signaling

Web Service

DNS

File Transfer Protocols

Mail Protocols

Web Protocols

Non-Standard Encoding

Standard Encoding

Junk Data

Protocol Impersonation

Steganography

DNS Calculation

Domain Generation Algorithms

Fast Flux DNS

Asymmetric Cryptography

Symmetric Cryptography

Domain Fronting

External Proxy

Internal Proxy

Multi-hop Proxy

Port Knocking

Socket Filters

Bidirectional Communication

Dead Drop Resolver

One-Way Communication

Command and Control
Automated Exfiltration

Data Transfer Size Limits

Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel

Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service

Scheduled Transfer

Transfer Data to Cloud Account

Traffic Duplication

Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Symmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted Non-C2 Protocol

Exfiltration Over Bluetooth

Exfiltration over USB

Exfiltration Over Webhook

Exfiltration to Cloud Storage

Exfiltration to Code Repository

Exfiltration to Text Storage Sites

Exfiltration
Account Access Removal

Data Destruction

Data Encrypted for Impact

Data Manipulation

Defacement

Disk Wipe

Endpoint Denial of Service

Financial Theft

Firmware Corruption

Inhibit System Recovery

Network Denial of Service

Resource Hijacking

Service Stop

System Shutdown/Reboot

Runtime Data Manipulation

Stored Data Manipulation

Transmitted Data Manipulation

External Defacement

Internal Defacement

Disk Content Wipe

Disk Structure Wipe

Application Exhaustion Flood

Application or System Exploitation

OS Exhaustion Flood

Service Exhaustion Flood

Direct Network Flood

Reflection Amplification

Impact
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Example – Tactics and Techniques – software (Cobalt Strike)
Active Scanning

Gather Victim Host Information

Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information

Phishing for Information

Search Closed Sources

Search Open Technical Databases

Search Open Websites/Domains

Search Victim-Owned Websites

Scanning IP Blocks

Vulnerability Scanning

Wordlist Scanning

Client Configurations

Firmware

Hardware

Software

Credentials

Email Addresses

Employee Names

DNS

Domain Properties

IP Addresses

Network Security Appliances

Network Topology

Network Trust Dependencies

Business Relationships

Determine Physical Locations

Identify Business Tempo

Identify Roles

Spearphishing Attachment

Spearphishing Link

Spearphishing Service

Spearphishing Voice

Purchase Technical Data

Threat Intel Vendors

CDNs

Digital Certificates

DNS/Passive DNS

Scan Databases

WHOIS

Code Repositories

Search Engines

Social Media

Reconnaissance
Acquire Access

Acquire Infrastructure

Compromise Accounts

Compromise Infrastructure

Develop Capabilities

Establish Accounts

Obtain Capabilities

Stage Capabilities

Botnet

DNS Server

Domains

Malvertising

Server

Serverless

Virtual Private Server

Web Services

Cloud Accounts

Email Accounts

Social Media Accounts

Botnet

DNS Server

Domains

Server

Serverless

Virtual Private Server

Web Services

Code Signing Certificates

Digital Certificates

Exploits

Malware

Cloud Accounts

Email Accounts

Social Media Accounts

Code Signing Certificates

Digital Certificates

Exploits

Malware

Tool

Vulnerabilities

Drive-by Target

Install Digital Certificate

Link Target

SEO Poisoning

Upload Malware

Upload Tool

Resource Development
Content Injection

Drive-by Compromise

Exploit Public-Facing Application

External Remote Services

Hardware Additions

Phishing

Replication Through Removable Media

Supply Chain Compromise

Trusted Relationship

Valid Accounts

Spearphishing Attachment

Spearphishing Link

Spearphishing via Service

Spearphishing Voice

Compromise Hardware Supply Chain

Compromise Software Dependencies and Development Tools

Compromise Software Supply Chain

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

Initial Access
Cloud Administration Command

Command and Scripting Interpreter

Container Administration Command

Deploy Container

Exploitation for Client Execution

Inter-Process Communication

Native API

Scheduled Task/Job

Serverless Execution

Shared Modules

Software Deployment Tools

System Services

User Execution

Windows Management Instrumentation

AppleScript

Cloud API

JavaScript

Network Device CLI

PowerShell

Python

Unix Shell

Visual Basic

Windows Command Shell

Component Object Model

Dynamic Data Exchange

XPC Services

At

Container Orchestration Job

Cron

Scheduled Task

Systemd Timers

Launchctl

Service Execution

Malicious File

Malicious Image

Malicious Link

Execution
Account Manipulation

BITS Jobs

Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts

Browser Extensions

Compromise Client Software Binary

Create Account

Create or Modify System Process

Event Triggered Execution

External Remote Services

Hijack Execution Flow

Implant Internal Image

Modify Authentication Process

Office Application Startup

Power Settings

Pre-OS Boot

Scheduled Task/Job

Server Software Component

Traffic Signaling

Valid Accounts

Additional Cloud Credentials

Additional Cloud Roles

Additional Container Cluster Roles

Additional Email Delegate Permissions

Device Registration

SSH Authorized Keys

Active Setup

Authentication Package

Kernel Modules and Extensions

Login Items

LSASS Driver

Port Monitors

Print Processors

Re-opened Applications

Registry Run Keys / Startup Folder

Security Support Provider

Shortcut Modification

Time Providers

Winlogon Helper DLL

XDG Autostart Entries

Login Hook

Logon Script (Windows)

Network Logon Script

RC Scripts

Startup Items

Cloud Account

Domain Account

Local Account

Launch Agent

Launch Daemon

Systemd Service

Windows Service

Accessibility Features

AppCert DLLs

AppInit DLLs

Application Shimming

Change Default File Association

Component Object Model Hijacking

Emond

Image File Execution Options Injection

Installer Packages

LC_LOAD_DYLIB Addition

Netsh Helper DLL

PowerShell Profile

Screensaver

Trap

Unix Shell Configuration Modification

Windows Management Instrumentation Event Subscription
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DLL Search Order Hijacking

DLL Side-Loading

Dylib Hijacking

Dynamic Linker Hijacking

Executable Installer File Permissions Weakness

KernelCallbackTable

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

Path Interception by Unquoted Path

Services File Permissions Weakness

Services Registry Permissions Weakness

Domain Controller Authentication

Hybrid Identity

Multi-Factor Authentication

Network Device Authentication

Network Provider DLL

Password Filter DLL

Pluggable Authentication Modules

Reversible Encryption

Add-ins

Office Template Macros

Office Test

Outlook Forms

Outlook Home Page

Outlook Rules

Bootkit

Component Firmware

ROMMONkit

System Firmware

TFTP Boot

At

Container Orchestration Job

Cron

Scheduled Task

Systemd Timers

IIS Components

SQL Stored Procedures

Terminal Services DLL

Transport Agent

Web Shell

Port Knocking

Socket Filters

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation

Account Manipulation

Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts

Create or Modify System Process

Domain Policy Modification

Escape to Host

Event Triggered Execution

Exploitation for Privilege Escalation

Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Bypass User Account Control

Elevated Execution with Prompt

Setuid and Setgid

Sudo and Sudo Caching

Temporary Elevated Cloud Access

Create Process with Token

Make and Impersonate Token

Parent PID Spoofing

SID-History Injection

Token Impersonation/Theft

Additional Cloud Credentials

Additional Cloud Roles

Additional Container Cluster Roles

Additional Email Delegate Permissions

Device Registration

SSH Authorized Keys

Active Setup

Authentication Package

Kernel Modules and Extensions

Login Items

LSASS Driver

Port Monitors

Print Processors

Re-opened Applications

Registry Run Keys / Startup Folder

Security Support Provider

Shortcut Modification

Time Providers

Winlogon Helper DLL

XDG Autostart Entries

Login Hook

Logon Script (Windows)

Network Logon Script

RC Scripts

Startup Items

Launch Agent

Launch Daemon

Systemd Service

Windows Service

Domain Trust Modification

Group Policy Modification

Accessibility Features

AppCert DLLs

AppInit DLLs

Application Shimming

Change Default File Association

Component Object Model Hijacking

Emond

Image File Execution Options Injection

Installer Packages

LC_LOAD_DYLIB Addition

Netsh Helper DLL

PowerShell Profile

Screensaver

Trap

Unix Shell Configuration Modification

Windows Management Instrumentation Event Subscription

COR_PROFILER

DLL Search Order Hijacking

DLL Side-Loading

Dylib Hijacking

Dynamic Linker Hijacking

Executable Installer File Permissions Weakness

KernelCallbackTable

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

Path Interception by Unquoted Path

Services File Permissions Weakness

Services Registry Permissions Weakness

Asynchronous Procedure Call

Dynamic-link Library Injection

Extra Window Memory Injection

ListPlanting

Portable Executable Injection

Proc Memory

Process Doppelgänging

Process Hollowing

Ptrace System Calls

Thread Execution Hijacking

Thread Local Storage

VDSO Hijacking

At

Container Orchestration Job

Cron

Scheduled Task

Systemd Timers

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation

BITS Jobs

Build Image on Host

Debugger Evasion

Deobfuscate/Decode Files or Information

Deploy Container

Direct Volume Access

Domain Policy Modification

Execution Guardrails

Exploitation for Defense Evasion

File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Impersonation

Indicator Removal

Indirect Command Execution

Masquerading

Modify Authentication Process

Modify Cloud Compute Infrastructure

Modify Registry

Modify System Image

Network Boundary Bridging

Obfuscated Files or Information

Plist File Modification

Pre-OS Boot

Process Injection

Reflective Code Loading

Rogue Domain Controller

Rootkit

Subvert Trust Controls

System Binary Proxy Execution

System Script Proxy Execution

Template Injection

Traffic Signaling

Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions

Use Alternate Authentication Material

Valid Accounts

Virtualization/Sandbox Evasion

Weaken Encryption

XSL Script Processing

Bypass User Account Control

Elevated Execution with Prompt

Setuid and Setgid

Sudo and Sudo Caching

Temporary Elevated Cloud Access

Create Process with Token

Make and Impersonate Token

Parent PID Spoofing

SID-History Injection

Token Impersonation/Theft

Domain Trust Modification

Group Policy Modification

Environmental Keying

Linux
and Mac File and Directory Permissions Modification

Windows File and Directory Permissions Modification

Email Hiding Rules

Hidden File System

Hidden Files and Directories

Hidden Users

Hidden Window

Ignore Process Interrupts

NTFS File Attributes

Process Argument Spoofing

Resource Forking

Run Virtual Instance

VBA Stomping

COR_PROFILER

DLL Search Order Hijacking

DLL Side-Loading

Dylib Hijacking

Dynamic Linker Hijacking

Executable Installer File Permissions Weakness

KernelCallbackTable

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

Path Interception by Unquoted Path

Services File Permissions Weakness

Services Registry Permissions Weakness

Disable or Modify Cloud Firewall

Disable or Modify Cloud Logs

Disable or Modify Linux Audit System

Disable or Modify System Firewall

Disable or Modify Tools

Disable Windows Event Logging

Downgrade Attack

Impair Command History Logging

Indicator Blocking

Safe Mode Boot

Spoof Security Alerting

Clear Command History

Clear Linux or Mac System Logs

Clear Mailbox Data

Clear Network Connection History and Configurations

Clear Persistence

Clear Windows Event Logs

File Deletion

Network Share Connection Removal

Timestomp

Break Process Trees

Double File Extension

Invalid Code Signature

Masquerade File Type

Masquerade Task or Service

Match Legitimate Name or Location

Rename System Utilities

Right-to-Left Override

Space after Filename

Domain Controller Authentication

Hybrid Identity

Multi-Factor Authentication

Network Device Authentication

Network Provider DLL

Password Filter DLL

Pluggable Authentication Modules

Reversible Encryption

Create Cloud Instance

Create Snapshot

Delete Cloud Instance

Modify Cloud Compute Configurations

Revert Cloud Instance

Downgrade System Image

Patch System Image

Network Address Translation Traversal

Binary Padding

Command Obfuscation

Compile After Delivery

Dynamic API Resolution

Embedded Payloads

Fileless Storage

HTML Smuggling

Indicator Removal from Tools

LNK Icon Smuggling

Software Packing

Steganography

Stripped Payloads

Bootkit

Component Firmware

ROMMONkit

System Firmware

TFTP Boot

Asynchronous Procedure Call

Dynamic-link Library Injection

Extra Window Memory Injection

ListPlanting

Portable Executable Injection

Proc Memory

Process Doppelgänging

Process Hollowing

Ptrace System Calls

Thread Execution Hijacking

Thread Local Storage

VDSO Hijacking

Code Signing

Code Signing Policy Modification

Gatekeeper Bypass

Install Root Certificate

Mark-of-the-Web Bypass

SIP and Trust Provider Hijacking

CMSTP

Compiled HTML File

Control Panel

InstallUtil

Mavinject

MMC

Mshta

Msiexec

Odbcconf

Regsvcs/Regasm

Regsvr32

Rundll32

Verclsid

PubPrn

Port Knocking

Socket Filters

MSBuild

Application Access Token

Pass the Hash

Pass the Ticket

Web Session Cookie

Cloud Accounts

Default Accounts

Domain Accounts

Local Accounts

System Checks

Time Based Evasion

User Activity Based Checks

Disable Crypto Hardware

Reduce Key Space

Defense Evasion
Adversary-in-the-Middle

Brute Force

Credentials from Password Stores

Exploitation for Credential Access

Forced Authentication

Forge Web Credentials

Input Capture

Modify Authentication Process

Multi-Factor Authentication Interception

Multi-Factor Authentication Request Generation

Network Sniffing

OS Credential Dumping

Steal Application Access Token

Steal or Forge Authentication Certificates

Steal or Forge Kerberos Tickets

Steal Web Session Cookie

Unsecured Credentials

ARP Cache Poisoning

DHCP Spoofing

LLMNR/NBT-NS Poisoning and SMB Relay

Credential Stuffing

Password Cracking

Password Guessing

Password Spraying

Cloud Secrets Management Stores

Credentials from Web Browsers

Keychain

Password Managers

Securityd Memory

Windows Credential Manager

SAML Tokens

Web Cookies

Credential API Hooking

GUI Input Capture

Keylogging

Web Portal Capture

Domain Controller Authentication

Hybrid Identity

Multi-Factor Authentication

Network Device Authentication

Network Provider DLL

Password Filter DLL

Pluggable Authentication Modules

Reversible Encryption

/etc/passwd and /etc/shadow

Cached Domain Credentials

DCSync

LSA Secrets

LSASS Memory

NTDS

Proc Filesystem

Security Account Manager

AS-REP Roasting

Golden Ticket

Kerberoasting

Silver Ticket

Bash History

Chat Messages

Cloud Instance Metadata API

Container API

Credentials In Files

Credentials in Registry

Group Policy Preferences

Private Keys

Credential Access
Account Discovery

Application Window Discovery

Browser Information Discovery

Cloud Infrastructure Discovery

Cloud Service Dashboard

Cloud Service Discovery

Cloud Storage Object Discovery

Container and Resource Discovery

Debugger Evasion

Device Driver Discovery

Domain Trust Discovery

File and Directory Discovery

Group Policy Discovery

Log Enumeration

Network Service Discovery

Network Share Discovery

Network Sniffing

Password Policy Discovery

Peripheral Device Discovery

Permission Groups Discovery

Process Discovery

Query Registry

Remote System Discovery

Software Discovery

System Information Discovery

System Location Discovery

System Network Configuration Discovery

System Network Connections Discovery

System Owner/User Discovery

System Service Discovery

System Time Discovery

Virtualization/Sandbox Evasion

Cloud Account

Domain Account

Email Account

Local Account

Cloud Groups

Domain Groups

Local Groups

Security Software Discovery

System Language Discovery

Internet Connection Discovery

Wi-Fi Discovery

System Checks

Time Based Evasion

User Activity Based Checks

Discovery
Exploitation of Remote Services

Internal Spearphishing

Lateral Tool Transfer

Remote Service Session Hijacking

Remote Services

Replication Through Removable Media

Software Deployment Tools

Taint Shared Content

Use Alternate Authentication Material

RDP Hijacking

SSH Hijacking

Cloud Services

Direct Cloud VM Connections

Distributed Component Object Model

Remote Desktop Protocol

SMB/Windows Admin Shares

SSH

VNC

Windows Remote Management

Application Access Token

Pass the Hash

Pass the Ticket

Web Session Cookie

Lateral Movement
Adversary-in-the-Middle

Archive Collected Data

Audio Capture

Automated Collection

Browser Session Hijacking

Clipboard Data

Data from Cloud Storage

Data from Configuration Repository

Data from Information Repositories

Data from Local System

Data from Network Shared Drive

Data from Removable Media

Data Staged

Email Collection

Input Capture

Screen Capture

Video Capture

ARP Cache Poisoning

DHCP Spoofing

LLMNR/NBT-NS Poisoning and SMB Relay

Archive via Custom Method

Archive via Library

Archive via Utility

Network Device Configuration Dump

SNMP (MIB Dump)

Code Repositories

Confluence

Sharepoint

Local Data Staging

Remote Data Staging

Email Forwarding Rule

Local Email Collection

Remote Email Collection

Credential API Hooking

GUI Input Capture

Keylogging

Web Portal Capture

Collection
Application Layer Protocol

Communication Through Removable Media

Content Injection

Data Encoding

Data Obfuscation

Dynamic Resolution

Encrypted Channel

Fallback Channels

Ingress Tool Transfer

Multi-Stage Channels

Non-Application Layer Protocol

Non-Standard Port

Protocol Tunneling

Proxy

Remote Access Software

Traffic Signaling

Web Service

DNS

File Transfer Protocols

Mail Protocols

Web Protocols

Non-Standard Encoding

Standard Encoding

Junk Data

Protocol Impersonation

Steganography

DNS Calculation

Domain Generation Algorithms

Fast Flux DNS

Asymmetric Cryptography

Symmetric Cryptography

Domain Fronting

External Proxy

Internal Proxy

Multi-hop Proxy

Port Knocking

Socket Filters

Bidirectional Communication

Dead Drop Resolver

One-Way Communication

Command and Control
Automated Exfiltration

Data Transfer Size Limits

Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel

Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service

Scheduled Transfer

Transfer Data to Cloud Account

Traffic Duplication

Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Symmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted Non-C2 Protocol

Exfiltration Over Bluetooth

Exfiltration over USB

Exfiltration Over Webhook

Exfiltration to Cloud Storage

Exfiltration to Code Repository

Exfiltration to Text Storage Sites

Exfiltration
Account Access Removal

Data Destruction

Data Encrypted for Impact

Data Manipulation

Defacement

Disk Wipe

Endpoint Denial of Service

Financial Theft

Firmware Corruption

Inhibit System Recovery

Network Denial of Service

Resource Hijacking

Service Stop

System Shutdown/Reboot

Runtime Data Manipulation

Stored Data Manipulation

Transmitted Data Manipulation

External Defacement

Internal Defacement

Disk Content Wipe

Disk Structure Wipe

Application Exhaustion Flood

Application or System Exploitation

OS Exhaustion Flood

Service Exhaustion Flood

Direct Network Flood

Reflection Amplification

Impact
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Lapsus$ (DEV-0537)

• stealing data, threatening to publish, demanding ransom
• victims (2021-2022):

• Brazil’s Ministry of Health and other targets (deleting data)
• Microsoft, Okta, T-Mobile, Nvidia, Samsung, Uber, etc.

• arrests: UK and Brazil (mostly teenagers)
• Telegam channel
• analysis by Microsoft [3] (other reports and observations exist)
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Lapsus$ – Tactics and Techniques

Initial Access

• obtaining credentials:
• password stealer
• purchasing credentials
• paying employees (company, suppliers, business partners) for credentials and MFA

approval
• searching public code repositories

• VPN, RDP, VDI
• MFA: replay session tokens, MFA fatigue
• SIM swapping

17



Lapsus$ – recruiting (Telegram channel)
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Lapsus$ – Tactics and Techniques (2)

Reconnaissance and privilege escalation

• AD enumeration (AD Explorer)
• searching for SharePoint, Confluence, JIRA, GitLab, Teams, Slack
• discover privileged accounts, credentials and secrets
• exploiting publicly known vulnerabilities
• DCSync attack, Mimikatz
• after obtaining domain admin: ntdsutil to extract the AD database
• observed: calling helpdesk to get password reset (privileged accounts)
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Lapsus$ – Tactics and Techniques (3)

Exfiltration, destruction, and extortion

• group operated dedicated infrastructure in known VPS provider
• usage of NordVPN to geographically match the target
• with access to target’s cloud environment – creating own virtual machines
• if successful, redirect all e-mails
• removing all other global admin accounts
• deleting systems and resources

• on-prem, e.g. VMware vShpere/ESXi, as well as in the cloud
• in some cases extortion, in others just public release of stolen data

20



Lessons learned – recommendations

• strengthen MFA implementation
• healthy and trusted endpoints
• better authentication options for VPNs
• strengthen and monitor your cloud security
• awareness of social engineering attacks

You can always do more, do better. Justify the resources (money, time, effort) and
inconvenience. When is it enough?
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Conti

• Conti: ransomware group (RaaS)
• playbook leaked in 2021 [4]:

• exact procedures (not only tactics and techniques)
• detailed, easy to follow (after some training), low expertise needed
• known tools, techniques

• leaks of chat messages, tutorials, guides etc. started in February 2022
• detailed view of inner workings of the group
• guides written better than the playbook
• various analyses, summaries, e.g. [5]
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Conti playbook – excerpts (1)

• Cobalt Strike
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Conti playbook – excerpts (2)
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Dark Pink

• based on https://www.group-ib.com/blog/dark-pink-apt/
• Vietnam, Malaysia, Indonesia, Cambodia, Philippines, Bosnia and Herzegovina
• victims: military bodies, government agencies, religious organizations, etc.
• goals:

• corporate espionage
• steal documents
• capture the sound from the microphones
• exfiltration of data from messengers

• communication: Telegram API

25



Dark Pink – Tactics and Techniques

Initial access

• spear-phishing emails (job applicant)
• shortened URL to ISO image, or ISO image as an attachment
• content: non-malicious files (doc, pdf, jpg), malicious exe and dll files
• DLL Sideloading (abusing the DLL search order mechanism in Windows)

• 3 different paths how to obtain persistence:
• ISO contains all files
• malicious template document download from the Github
• MSBuild project XML file with task to execute the malware

26



Dark Pink – Tactics and Techniques (2)

Reconnaissance and lateral movement

• collect info (sysinfo, web browsers, installed SW, USB drives and network shares)
• lateral movement: network and USB drives

Data exfiltration

• self-made stealers Cucky and Ctealer
• passwords, history, logins, and cookies from web browsers
• three paths to exfiltrate data:

• via Telegram API (extensions: doc, docx, xls, xlsx, ppt, pptx, pdf)
• via Dropbox (HTTP request with hardcoded token)
• vie e-mail
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Testing based on attackers’ TTPs

MITRE Engenuity – Cybersecurity

• Center for Threat-Informed Defense – Adversary Emulation Library
• emulation plans for selected threat actors (available on Github)

ATT&CK Evaluations [6]

• evaluating vendors/tools
• open-book and minimally sized environment
• goal: to understand baseline capabilities of security tools
• screenshots, detections, data sources, protection results
• SW components, configuration
• example: Turla (2023), 31 vendors
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Turla 2023

• Turla – a threat group active since early 2000s
• victims in more than 50 countries
• targets: government agencies, diplomatic missions, military groups, research and

education facilities, critical infrastructure, and media
• campaigns aimed at exfiltrating sensitive information from Linux and Windows

infrastructure

Emulation plans, each contains detection and protection scenarios (details):

• Carbon
• spearphishing, fake software installer, lateral movement (DC, Linux Apache server)

• Snake
• drive-by compromise, malicious installer, privilege elevation, lateral movement (IIS,

Exchange Server), email collection, exfiltration
29

https://github.com/center-for-threat-informed-defense/adversary_emulation_library/tree/master/turla


Turla 2023 – Carbon
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Turla 2023 – Snake

31



Exercises

1. TryHackMe: Moniker Link (CVE-2024-21413)
• take a screenshot of the Net-NTLMv2 hash
• read the original analysis by Check Point Research (link)
• identify tactics and techniques from MITRE ATT&CK applicable for this exploit

2. Analyze the phishing e-mail available on course’s web page (encrypted zip)
• decrypt and unzip the archive
• validate the inner link with Virustotal
• find the URL, domain and IP address for collecting credentials (describe your

approach)

32

https://research.checkpoint.com/2024/the-risks-of-the-monikerlink-bug-in-microsoft-outlook-and-the-big-picture/


Resources

1. Lockheed Martin, The Cyber Kill Chain
2. MITRE, ATT&CK
3. Microsoft, DEV-0537 criminal actor targeting organizations for data exfiltration and

destruction, 2022
4. W. Largent, Translated: Talos’ insights from the recently leaked Conti ransomware

playbook, Cisco Talos, 2021
5. S. Kupchik, Conti’s Hacker Manuals - Read, Reviewed & Analyzed, Akamai

Security Research, 2022
6. MITRE Engenuity, ATT&CK Evaluations
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https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://attack.mitre.org/
https://www.microsoft.com/en-us/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://www.microsoft.com/en-us/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://blog.talosintelligence.com/conti-leak-translation/
https://blog.talosintelligence.com/conti-leak-translation/
https://www.akamai.com/blog/security-research/conti-hacker-manual-reviewed
https://attackevals.mitre-engenuity.org
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